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Dear Reader,

Thank you for choosing Microsoft Windows Networking Essentials. This book is
part of a family of premium-quality Sybex books, all of which are written by out-
standing authors who combine practical experience with a gift for teaching.

Sybex was founded in 1976. More than 30 years later, we’re still committed to
producing consistently exceptional books. With each of our titles, we're working
hard to set a new standard for the industry. From the paper we print on, to the
authors we work with, our goal is to bring you the best books available.

I hope you see all that reflected in these pages. I'd be very interested to hear
your comments and get your feedback on how we’re doing. Feel free to let me
know what you think about this or any other Sybex book by sending me an email
at nedde@wiley. com. If you think you’ve found a technical error in this
book, please visit http://sybex.custhelp.com. Customer feedback is criti-
cal to our efforts at Sybex.

Best regards,

g /D/%é

NEIL EDDE
Vice President and Publisher
Sybex, an Imprint of Wiley
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INTRODUCTION

Computers are very common today, and just about any computer is connected
to a network. People with the knowledge and expertise to configure and maintain
networks are needed in any organization.

IT administration starts with network administration in most organizations. If
the computers can’t communicate on the network, nothing else matters. Network
administrators need to be able to quickly identify any communication problems
and resolve them. Of course, to do this, administrators need to understand how
the network works under normal conditions.

The Microsoft Technology Associate (MTA) certification is a new certification
level. It includes three separate tracks: Information Technology (IT) Professional,
Developer, and Database. The IT Professional track is for individuals pursuing
work as administrators. The Developer track is for individuals pursuing work as
programmers and software engineers. The Database track is for individuals pur-
suing work as database administrators and database developers.

The IT Professional series includes three certifications:

Networking Fundamentals This is the first certification in the MTA IT Professional
track. It lays a solid foundation of basic networking knowledge needed for the other
MTA certifications and also for the more advanced Microsoft Certified Technology
Specialist (MCTS) and Microsoft Certified IT Professional (MCITP) tracks. This
book covers the objectives for exam 98-366. You earn this certification by taking
and passing exam 98-366.

Security Fundamentals Security Fundamentals is the second certification in the
MTA IT Professional track. It builds on the knowledge learned in the Networking
Fundamentals certification and adds fundamental security knowledge needed by
administrators. IT administrators in any environment need to be aware of the risks
with IT systems. You earn this certification by taking and passing exam 98-367.

Windows Server Administration Fundamentals This certification builds on the
knowledge gained in the Networking Fundamentals and Security Fundamentals
certifications. It digs deeper into knowledge and skills needed by Windows Server
administrators. You earn this certification by taking and passing exam 98-365.

Each of these certifications can serve as a stepping-stone to Microsoft’s next
levels of certifications: Microsoft Certified Technology Specialist (MCTS) and
Microsoft Certified IT Professional (MCITP).

We have included an Appendix at the back of this book that highlights
the Microsoft certification program, as well as lists the exam objectives for
Exam 98-366, and how they map to this book’s content.



Introduction

Who Should Read This Book

This book is for current or aspiring professionals seeking a quick grounding in
the fundamentals of networking in a Microsoft environment. The goal is to pro-
vide quick, focused coverage of fundamental skills.

If you want to break into networking or are already working in networking and
want to fill in some gaps on fundamental networking, this book is for you. You can
use the knowledge gained from this book as a foundation for more advanced studies.

This book is focused on the objectives of the Microsoft Technology Associates
(MTA) Networking Fundamentals certification. This is the first certification in
the MTA IT Professional series. After mastering this material, you can move onto
the Security Fundamentals and Windows Server Administration Fundamentals
MTA certifications.

You can read more about the MTA certifications and MTA exam certification
paths at www.microsoft.com/1earning/en/us/certification/mta.aspx.

What You Will Learn

You will learn the essentials of networking in a Microsoft environment. In addi-
tion, this book covers all the objectives of the Microsoft Technology Associates
Networking Fundamentals exam (exam 98-366).

What You Need

Since this book is focused on providing you with only the essentials, the biggest
requirement is a desire to learn. You aren’t expected to have a lot of knowledge
or experience in networking before starting the book. It starts with the basics in
Chapter 1 and steadily builds on the knowledge through the end of the book.

Ideally, you’ll have some hardware that you can use. Since this is a Microsoft
book, it would be good to have a system running Microsoft Windows Server 2008
or Windows Server 2008 R2.

If you're running another operating system, such as Windows 7, you can cre-
ate a virtual server running Windows Server 2008. I have included an optional
lab for this book, which can be downloaded at: www. sybex.com/go/network-
ingessentials. It will lead you through the following steps:

» Configuring Windows 7 with virtualization

» Locating and downloading an evaluation copy of Windows Server 2008
» Installing Windows Server 2008
| 4

Promoting it to a domain controller
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You can then use this virtual lab environment to experiment with Windows
Server 2008 while going through the book.

What Is Covered in This Book

Microsoft Windows Networking Essentials is organized to provide you with the
knowledge needed to master the basics of networking in a Microsoft environment.

Chapter 1, “Introduction to Networking” Identifies the names of many of the
physical and logical components of a network and then introduces the network-
ing components included in networks of all sizes.

Chapter 2, “Overview of Networking Components” Presents a big-picture view
of networking components and how they work together. The chapter starts by
explaining basic transmission methods used within networks such as unicast,
broadcast, and multicast, and then it introduces basic hardware components
used in networks.

Chapter 3, “Understanding the OSI Model” Presents the Open Systems
Interconnect (OSI) and TCP/IP models commonly referenced by many IT profes-
sionals. You'll learn the layers of these models, what occurs at each layer, what
networking hardware is used on which layer, and which protocols operate on dif-
ferent layers.

Chapter 4, “Core TCP/IP Protocols” Presents many of the protocols contained
in the TCP/IP protocol suite. You'll learn about key protocols such as TCP and
UDP and also how systems use well-known ports to identify a protocol.

Chapter 5, “Exploring IPv4” Identifies the different components of IPv4 addresses.
Once you understand the components of the addresses, it becomes much easier to
troubleshoot basic problems. You'll also learn how the Dynamic Host Configuration
Protocol (DHCP) automatically assigns IP addresses and other TCP/IP configura-
tion information.

Chapter 6, “Exploring IPv6” Explains why IPv6 is needed, compares the differences
between IPv4 and IPv6, and provides information on how IPv4 and IPv6 coexist.

Chapter 7, “Connecting Computers to a Network” Presents the different types
of media used to connect computers and some of the common problems that
can interfere with the transmission of data.

Chapter 8, “Networking Computers with Switches” Compares hubs and switches,
managed and unmanaged switches, and layer 2 and layer 3 switches. You'll also
learn how a switch is used to create a virtual LAN.

XX i
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Chapter 9, “Connecting Networks with Routers” Explains the use of routers in
a network. The chapter includes information on routing tables and how routing
tables are updated.

Chapter 10, “Resolving Names to IP Addresses” Presents the two types of com-
puter names—host names and NetBIOS names—and how these names are resolved
to IP addresses. Name resolution methods included in this chapter are the Domain
Name System (DNS), the Windows Internet Naming System (WINS), the hosts file,
the Imhosts file, and cache.

Chapter 11, “Understanding Network Security Zones” Presents the different areas
of a network as security zones. Varying levels of security are required in different
zones. The Internet is the riskiest zone. Internal networks, or intranets, are the
safest. Between these two, you can create perimeter networks as a buffer zone.

Chapter 12, “Understanding Wireless Networking” Covers the common protocols
used for wireless networks in the IEEE 802.11 family. You'll also learn about the
different methods you can use to secure wireless networks.

Chapter 13, “Understanding Internet Access Methods and Wide Area Networks”
Covers the different types of methods used for Internet access. You'll also learn
how enterprises use wide area networks (WANs) to connect remote offices.

Chapter 14, “Troubleshooting TCP/IP” Shows you how to use several differ-
ent tools to check and verify basic connectivity issues. Tools include ipconfig,
ping, tracert, pathping, and netstat.

Appendix A, “Answers to Review Questions” Includes all of the answers to
the review questions found in "The Essentials and Beyond" section at the end of
every chapter.

Appendix B, “Microsoft’s Certification Program” Maps the objectives in the
MTA Networking Essentials exam (exam 98-366) to each specific chapter where
the objective is covered.

In addition, we have created an online Glossary, as well as the suggested
or recommended answers to the additional exercises we have included
at end of each chapter. You can download these at www. sybex.com/go/
networkingessentials.

Sybex strives to keep you supplied with the latest tools and information you need for
your work. Please check its website at www . sybex.com/go/networkingessentials,
where we’ll post additional content and updates that supplement this book if the
need arises. Enter networking essentials in the Search box (or type the book’s ISBN—
978-1-118-01685-5), and click Go to get to the book’s update page.
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CHAPTER 1

Introduction to
Networking

Just about any computer you'll use today is on a network. Networked comput-
ers are so common it’s easy to take them for granted. However, many components
and technologies are working together behind the scenes to ensure a networked
computer can access resources on the network.

In this chapter, I start by identifying the names of many of the physical and
logical components of a network. I then introduce the components included
in very small networks and show you how additional components are added
as a network grows. I conclude with information on some standards organi-
zations that help ensure all of these computers can work together no matter
who manufactured them or where they’re operating.

Comparing logical and physical networks
Networking home computers

Networking small offices and home offices
Networking large offices

Networking enterprises

Understanding standards organizations

Comparing Logical and
Physical Networks

A network is a group of computers and other devices connected together. These
connections can be with cables, wireless connections, or both. Networks are
discussed in both logical and physical terms.

The logical organization of a network identifies the overall design of a
network. It differentiates between local area networks (LANs) and wide area
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networks (WANs). The logical design of the network provides a high-level over-
view of the entire network and may not show smaller components such as all the
switches, routers, and firewalls. By contrast, the physical network infrastructure
includes the details of the physical components. The physical components are
the devices and cabling that you can touch and feel.

This chapter presents concepts on logical network organization. You'll learn
about the different types of network designs that you may find in home networks,
small offices, larger offices or organizations, and enterprises.

Chapter 2 provides an overview of these physical components, and later chapters
in the book (such as Chapters 7, 8, and 9) dig deeper into how these devices work.

It’s important to understand how devices in a logical structure work to fully
understand how data moves through a network. Once you understand how the
data moves through the network, you are better prepared to maintain it and
troubleshoot it when problems occur.

Networking Home Computers

Most home computers are part of a network today. At the very least, home com-
puters have the ability to connect to the Internet, which is a massive network of
networks. Figure 1.1 shows a simple networked home computer.

Internet Internet
Client Service
Provider

(ISP)

\ Home Network /

FIGURE 1.1 Home computer with access to Internet

In the figure, the computer has access to the Internet through a modem to an
Internet service provider (ISP). This could be a cable modem used in a broadband
connection or a modem used for dial-up connections. Broadband connections are
widely available in urban areas. This includes connections through cable TV systems,
fiber-optic lines, and even phone connections such as ISDN and 3G/4G data services.
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Even if a broadband connection isn’t available, home users can connect to the
Internet through a phone line, also known as a dial-up system. Dial-up connec-
tions are much slower but are used in rural areas where broadband connections
are not available. Internet access via satellites is becoming available in more
rural areas, providing better connections than dial-up but still not comparable
in speed to broadband connections.

ENABLE THE LOCAL FIREWALL

When a computer connects directly to the Internet through an ISP (without
going through an internal router or wireless access point), it is at significant
risk. The computer has a public IP address and is accessible from any other
computer on the Internet, anywhere in the world. Attackers often prowl the
Internet looking for unprotected computers. Enabling the software firewall
on this computer provides a layer of protection.

When home users add additional computers into their home, they typically want
to network these computers. Users on the network are then able to share resources.
For example, consider Figure 1.2, which shows a typical home network connected
to each other and the Internet using both wired and wireless connections.

4 : )

Home Network

(o)) ~
¢« /\ \‘
Wireless Cable
Router Modem ISP Internet
Wireless
Printer )

FIGURE 1.2 Typical home network

In the figure, the wired user is connected to a wireless router directly with a
cable, and another user is connected via a wireless connection. A wireless printer
is added that can be shared by any users with access to the wired network. An
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ISP provides connectivity to the Internet, just as it would for a single user. A
single cable modem connects to the ISP, and then the cable modem connects to
a wireless router.

Without a network, each individual computer would need to connect to the
Internet separately, incurring individual access charges. However, the single
Internet connection can be shared by adding the wireless router. A great benefit
of wireless is that you don’t have to install cables to each computer.

Most wireless routers include several additional capabilities. For example, it’s
common for a wireless router used in most home networks to include the following:

Wireless Access Point (WAP) The core purpose of the wireless device is to sup-
port connectivity for wireless clients. The WAP provides this connectivity.

Routing Capabilities A built-in router will route data from the internal network
to the Internet and from Internet data back to the internal network. Chapter 2 pro-
vides an overview of routers, and Chapter 9 includes in-depth details on routers.

Network Address Translation (NAT) NAT translates the public IP addresses
used on the Internet to private IP addresses on the internal network, and vice
versa. If NAT wasn’t used, you'd have to purchase or lease public IP addresses for
each internal computer. Additionally, each computer would be directly on the
Internet and exposed to unnecessary risks. NAT hides the internal computers
from Internet attackers.

Dynamic Host Configuration Protocol (DHCP) DHCP provides clients with IP
addresses and other TCP/IP configuration information. The other TCP/IP infor-
mation includes the address of the DNS server and the address of the router that
provides a path to the Internet. The router address is also known as the default
gateway.

Firewall A WAP will provide basic firewall capabilities. This blocks unwanted
traffic from the Internet, providing a layer of protection for internal clients.

Networking Small Offices
and Home Offices

Small offices and home offices (SOHOs) are very similar to the sophisticated home
network. They are both considered LANs. SOHOs have access to the Internet and
can have either wireless clients, wired clients, or both. Figure 1.3 shows the con-
figuration of sample SOHO network.
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FIGURE 1.3 SOHO network

The primary difference is that a SOHO will typically have a server to provide K

additional capabilities for the office. For example, the server can be used as a file .
el . SOHOs typically

server to store files used within the business. have up to 10 work-

Although most offices will have a server, it’s not necessary. Important files ers but may have as
could be stored on a primary user’s computer and shared to other users from many as 100.
there if needed. However, if important files are stored on multiple computers, it
becomes harder to back up these files.

Additionally, a business may have a wireless multifunction printer that can print,
scan, and fax documents to meet the needs of the business. It’s not necessary to
have a wireless printer. However, these are becoming more popular in SOHOs
because they are easier to share between the network users.

The WAP used in a SOHO can be the same as the WAP used in the home network.

SECURE WIRELESS NETWORKS

It’s very important to lock down wireless networks with the best security
available. The primary method of security for wireless networks is WPA2 (or
802.11i), which is discussed in greater depth in Chapter 12. If the network
is not locked down, an attacker can use a simple laptop with a wireless NIC
while driving by in a car to compromise it. This “war driving” technique
allows an attacker to tap into the network and access the network’s resources
if the network isn’t secured. Historically, wireless networks were notoriously
insecure. However, technologies available today make it possible to provide
sufficient security for most wireless networks.
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Similarly, the WAP used in the SOHO will provide many of the same capabili-
ties to the office as a WAP provides for a home network. This includes routing,
NAT, DHCP, and a firewall.

Understanding Local Area Networks

The home network shown earlier (in Figure 1.2) and the SOHO (shown in
Figure 1.3) are both considered local area networks. A LAN is a group of comput-
ers and/or other devices that are connected in a single physical location (such as a
home, office, or corporate building). LANs can be much bigger than the networks
shown so far. As you go through the book, you’ll see how many different devices
are used within the LAN.

LANSs have fast network connectivity between the different devices in the LAN.
Common speeds of wired LANs today are 100 Mbps or 1000 Mbps (also called
1 Gbps) and 54 Mbps or 300 Mbps for wireless.

MEGABIT AND GIGABIT

LAN speeds identify how much data they can transfer. Mbps is short for
megabit per second, and a megabit represents a million bits. A LAN with
a speed of 100 Mbps can transfer data at a rate of 100 million bits per
second. A gigabit LAN (1 Gbps or 1000 Mbps) transfers data at a rate of
1 billion bits per second.

Occasionally, data is measured in bytes instead of bits. A byte consists
of 8 bits. When bytes are mentioned, a capital B is used. For example, a
system may have 4 gigabytes (GB) of random access memory (RAM). This
is commonly listed as 4 GB. It is not accurate to list this as 4 Gb (with a
lowercase b). Similarly, it not accurate to list a 100 Mbps LAN as 100 MBps
(with a capital B).

A LAN is an internal network. Most LANs will have connectivity to the Internet
through a router or firewall, but the LAN itself is internal. Traffic back and forth
through a firewall to the Internet is filtered for security purposes. However, traffic
within the LAN itself is usually not filtered. The internal network is considered a
high trust area, so any traffic on the network is allowed.
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Comparing Workgroups and Domains

A SOHO will typically include from one to ten workers and will usually be config-
ured as a workgroup. A workgroup is a group of networked computers that share a
common workgroup name. The default name of a Microsoft workgroup is simply
Workgroup, and all computers in the workgroup will share the same workgroup
name. User accounts are located on each individual computer.
Consider Figure 1.4, which shows an office with four users. Each of the users has || EGEGTEIN
their own computer, and an additional server is available to them. For Sally to log

. Even though Internet
onto her computer, she needs a computer account on her computer. However, this g

access is not shown

account won't work on Bob’s, Alice’s, or Joe’s computers. If Sally needs to log onto here, a SOHO config-
any other computer in the workgroup, she must have a separate account on that ured as a workgroup
computer. will typically have

Internet access. The
focus here is the

internal LAN.
N
Server ‘;
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i (@)
Wireless Printer, () (@ i
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Scanner, Fax I ;A ﬁ Router
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= User Database

FIGURE 1.4 SOHO as a workgroup

In this scenario, there are five separate user databases—one on the server and
one on each of the four computers. Similarly, each user would need to remem-
ber five usernames and five passwords to log onto each of the five computers.

However, most users in a SOHO will typically log onto only one computer in
the network and will need only one user account. If users had to remember five
usernames and five passwords, they would probably break a cardinal rule of secu-
rity. They would probably start writing down the usernames and passwords.

When offices get larger than 10 computers or whenever offices need to have
more centralized user and computer management, they move into a domain
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configuration. You can add a server and promote it to a domain controller or pro-
mote an existing server to a domain controller.

In Microsoft domains, the domain controller hosts Active Directory Domain
Services (AD DS). AD DS includes objects such as user and computer accounts.
Each user would have one user account in the domain, and each computer would
have one computer account.

Figure 1.5 shows a SOHO configured as a domain. It has eight users with nine
computers connected to the LAN. The server has been promoted to a domain
controller and is hosting Active Directory. Instead of requiring users to memo-
rize passwords for each computer, each user has a single account hosted on the
domain controller.

Domain
(k’BD) Controller @
S ()
Wireless Printer, %’D <(E§>> Wireless
Router

Scanner, Fax

= Active Directory Database

FIGURE 1.5 SOHO as a domain

This supports single sign-on (SSO) where a user needs to sign on only once.
All access to domain resources for the user is granted using this single account.
Additionally, this one account is used to log onto almost any computer in the
domain.

By default, domain users are authorized to log onto any computer in the domain
except for domain controllers. Administrators are granted the right to log onto
domain controllers. However, it is possible to restrict users from logging onto other
computers within the domain if necessary.

Even though the server has been promoted to a domain controller, it can still
perform other functions on the network. For example, a domain controller can
still host files as a file server.
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WHEN TO SWITCH FROM A WORKGROUP TO A DOMAIN

There isn’t a specific number defining when networks must change from a
workgroup to a domain. It’s based on preference and usability. However,
most offices switch over when the number of users reaches between 10 and
20. Multiple reasons encourage the switch.

The primary reason to switch is when users have to remember multiple user
accounts to perform their job. The domain provides single sign-on capabili-
ties where users need to remember only a single user account to log on.

A secondary reason is to help administrators reduce their workload. A domain
provides centralized administration through Active Directory. It also includes
advanced administration tools such as Group Policy. Group Policy allows an
administrator to configure a setting once in a domain and have it apply to
many or all of the computers and users.

Another reason is to allow more concurrent connections from other devices
on the LAN. In older operating systems such as Windows XP, each computer
was restricted to only 10 concurrent connections. For example, if a computer
shared a printer, only 10 other users could send print jobs to it at a time. The
11th connection was refused. This worked the same if a computer hosted a
shared application. Ten users could connect, but the 11th connection was
refused. This became a logical reason to switch to a domain when the office
had more than 10 computers. Windows 7 Professional and Ultimate editions
support 20 concurrent connections.

Exploring the Benefits of Domains
and Domain Controllers

Promoting a server to a domain controller provides several benefits beyond single
sign-on. These include the following:

Simplified Management Managing accounts in a domain is done with a group
of centralized tools. For example, Active Directory Users and Computers is used
to perform common administration tasks for all the users and computers in the
domain. Additionally, user and computer accounts are organized in organiza-
tional units within the domain.
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Group Policy Group Policy is used in a domain to configure, control, and manage
users and computers. For example, Group Policy can be used to configure pass-
word-protected screen savers for all computers in the domain. An administrator
can configure the setting one time in Group Policy, and the setting is configured
on all the computers in the domain. It doesn’t matter if the organization has 20
users or 20,000 users; the setting is configured once, and Group Policy does the
rest. Thousands of settings can be configured through Group Policy.

Built-in Redundancy and Fault Tolerance If you have at least two domain control-
lers, the domain data is automatically replicated to each domain controller. If an
account is added on one domain controller, it’s copied to the other. If a user changes
a password, the change is copied. This ensures you always have a redundant copy of
Active Directory providing fault tolerance. In other words, if one domain controller
develops a fault or fails, the domain can tolerate the fault. The other domain con-
troller will carry the load.

Microsoft domains require a Domain Name System (DNS) server. DNS is used
primarily to resolve computer names to IP addresses, but it’s also used to locate
domain controllers within a domain. If you don’t have DNS or DNS fails, Active
Directory fails.

Networking Large Offices

Large offices include more people, more end user computers, and more users.
Although you can network thousands of people in a single LAN, you do have to
take additional steps to improve the performance of the LAN. The primary dif-
ference is that you subdivide groups of computers into different subnets.

Figure 1.6 shows a diagram for a larger office. Notice that the office includes
multiple subnets and each subnet is separated by a router. The computers are
separated on the different subnets so that each subnet has less traffic. Notice that
subnet A has only servers while other subnets have users. Placing the servers on
separate subnets is common in larger networks.

Traffic on a network is similar to traffic on roads and highways. When there
are fewer cars, traffic runs smoother. When there are more cars, traffic becomes
congested, and the potential for collisions increases. You can improve traffic flow
by adding more roads and highways, providing multiple paths to common desti-
nations, and widening commonly used roads.

Similarly, more computers on a network results in more network traffic and more
congestion. You can improve performance by adding subnets to control and limit
traffic in different areas.
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Just as cars can have collisions on a road, data packets sent on a network can
collide, resulting in collisions. When two computers on the same subnet send data
at the same time, the data collides and is unreadable. Both computers must then
send the data again. They both wait a random amount of time and send the data
again. If the network is very busy, the data can collide again when it’s resent.

Of course, every time data has to be resent, it makes the network that much
busier since there is more traffic. More traffic results in more collisions, and more
collisions results in even more traffic. If the network isn’t optimized, the network
performance can slow to a crawl. This is similar to rush-hour traffic in a city where
it may take you an hour to get somewhere that normally takes only 10 minutes.

ROUTERS AND SWITCHES

Although Figure 1.6 shows how routers are used to subnet the LAN, the diagram
doesn’t fully show how computers are connected within each subnet. Switches
or hubs connect computers to each other within a subnet. Routers connect the
subnets together.

For example, all the servers in subnet A could be connected with a switch. Similarly,
all the computers in subnet B could be connected with a second switch, and all the
computers in subnet C could be connected with a third switch.

Switches are used to connect computers within a subnet. Routers are used to
connect subnets. These two important points are repeated and expanded on
throughout this book.

11
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Networking Enterprises

There is no formal definition of an enterprise, but it generally implies an organiza-
tion with multiple locations. Occasionally, documentation defines an enterprise
as an organization with more than 250 users to differentiate it from a large office,
while other documentation defines it as more than 5,000 users.

From an IT professional’s perspective, the biggest difference between a large
office and an enterprise is the number of IT professionals supporting the network.
Some offices with as many as 50 users are supported by only one or two adminis-
trators. These administrators do a little of everything.

In contrast, an enterprise may have dozens of IT professionals, with many
of them having specialized knowledge. Some may be experts on email systems
such as Microsoft Exchange. Others may be experts on database systems such as
Microsoft SQL Server. End user help-desk professionals are experts on Windows
7 and other desktop operating systems and provide direct support to the users.

Another significant difference with enterprises is the method used to connect
the different locations. Instead of just a single LAN in a single location, the organi-
zation is connected using different WAN technologies. WANs can be used to con-
nect large offices to large offices. WANs can also connect smaller branch offices to
the larger main offices.

Last, many workers are mobile. For example, salespeople are often traveling
to meet customers. These mobile workers still need access to resources on the
main network. Remote access technologies allow mobile workers to connect to
the main network from remote locations.

Understanding Wide Area Networks

A WAN is created when two or more LANs in separate geographical locations are
connected. The connection between the LANSs is almost always slower than the
speed of the LANs themselves. For example, consider Figure 1.7. The organiza-
tion headquarters has a high-speed 1000 Mbps (1 Gbps) LAN connecting all the
computers and other devices. Similarly, the regional office also has a high-speed
100 Mbps LAN.

The T1 WAN link connects the two LANs at a much slower connection speed
of 1.544 Mbps. Although a speed of 1.544 Mbps is much quicker than a dial-up
speed of 56 Kbps, it is significantly slower than the internal speeds of the LANs
(100 Mbps and 1 Gbps).
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FIGURE 1.7 WAN connecting two LANs

When a WAN is created, users are able to access resources in the other LAN.
For example, users in the Virginia Beach LAN can access resources such as files
on servers in the Las Vegas LAN. Similarly, users in Las Vegas can access serv-
ers in Virginia Beach.
Many organizations lease the WAN links they use. This is similar to people
leasing phone lines for telephone access. It’s not reasonable for phone users to
run their own phone lines to everyone they want to call. Similarly, it’s too expen-
sive for most organizations to run their own cables to their different locations.
Leasing the lines from telecommunications companies can be expensive. These || EGcTGNG
lines usually need to carry more data than a typical phone connection. For exam-

. Other alternatives to
ple, a regular phone connection can carry about 50 Kbps of data and may cost $30 leased lines include
to $50 a month. A T1 carries about 30 times that much data with a bandwidth of WAN DSL and WAN
1.544 Mbps. The cost isn’t quite 30 times as much, but it often runs in the hun- Ethernet. Chapter 13

dreds of dollars per month. covers the alterna-
tives in more depth.

Understanding Branch Offices

Large organizations often have branch offices. This allows the organization to
have a broader reach and allows their employees to be closer to their customers.

Branch offices are often much smaller than the main headquarters of the
organization. They have fewer people and limited local computing resources.
Individuals will have computers, but the branch office may not have any servers
on site. However, employees still need to access organizational resources such as
servers at the headquarters location. It’s common for a branch office to be con-
nected to either a headquarters or a regional office using a WAN link.
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Consider Figure 1.8, which shows a branch office connected to the main head-
quarters of the organization and another branch office connected to the regional
office. An organization can have as many branch offices as desired. However,
each WAN link costs additional money.

Ny
Organization QQQ a0 Redional Off
Headquarters in Qo0 ] Regional Office
Virginia Beach EEE gg WAN Link in LasVegas

WAN Link WAN Link

Branch
Office

FIGURE 1.8 Branch offices connected in an organization

Since a branch office has fewer people, they have limited support. In other
words, the headquarters’ location will have many information technology (IT)
professionals, but a branch office may not have any. Instead, the IT staff often
provides remote support via the phone or using remote technologies.

Several remote assistance technologies are available to help users remotely.
For example, Microsoft includes Remote Assistance. This allows administrators
in one location to take control of the user’s desktop (with the user’s permission)
to resolve a problem or show the user how to accomplish a task.

Accessing Networks Remotely

Many organizations also set up remote access capabilities. Remote access allows
individuals working outside the company to be able to access resources internal
to the company. These are the two primary methods of remote access:

Dial-up A client uses a modem and phone line to connect to a remote access
server that also has a modem and a phone line. After authenticating with the
server, the server provides connectivity to the internal network. A dial-up remote
access server is accessible to any client that has access to phone lines. Figure 1.9
shows a dial-up connection.

Virtual Private Network (VPN) A VPN provides access to an internal network
over a public network such as the Internet. The client accesses the Internet using
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any available means. The client then connects to the VPN server, which is reach-

able through the Internet. After authenticating with the server, the VPN server
provides connectivity to the internal network. The VPN server is accessible to any
client that has access to the Internet. Figure 1.10 shows a VPN connection.

Remote Access
Server

Remote Access
Client

Modem Organization’s
Internal Network

Organization’s
Internal Network

Remote Access E

Client VPN Server

FIGURE 1.10 Remote access via VPN

REMOTE ACCESS OR VPN SERVER

The terms remote access server and VPN server have subtle differences.
In short, a VPN server is a remote access server. However, not all remote
access servers are VPN servers. Some remote access servers can use dial-up
technologies only. If it’s a remote access server using dial-up only, it’s not
correct to call it a VPN server.

Understanding Standards Organizations

Several standards organizations are important in networking, because they
develop different types of standards to meet specific needs. For example, the
IETF has created standards for the Internet communications. Without a central

15
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authority creating standards used by everyone, there is no way the Internet
would be the valuable global resource it is today.
These organizations include the following:

» Internet Engineering Task Force
» World Wide Web Consortium
» Institute of Electrical and Electronics Engineers

» International Telecommunication Union

Understanding the Internet
Engineering Task Force

The Internet Engineering Task Force (IETF) defines Internet communications
standards. Its goal is to make the Internet work better. It does so by creating
high-quality, relevant technical documents used by designers, managers, and
users of the Internet.

Transmission Control Protocol/Internet Protocol (TCP/IP) is the protocol suite
used on the Internet. It’s also the primary protocol suite used within Microsoft
networks. The IETF has produced a wide range of documents that define how the
different protocols are used.

Most documents created by the IETF are known as RFCs. RFC is short for
request for comments. RFCs are written and then released to the world for com-
ments. Many RFCs are assigned to the Standards Track category and go through
a standards track. There are four primary stages for an RFC in the Standards
Track category:

Proposed Standard (PS) An RFC starts at the PS stage, the first official stage
where the standard is introduced. Many standards never progress beyond this level.

Draft Standard (DS) The second official stage is DS. At this stage, the standard
has been tested and verified to work as expected. It is on the track to become an
actual standard but isn’t yet.

Standard (STD) The final stage of an RFC is STD. RFCs at this stage are
widely used.

Best Current Practice (BCP) BCP is a single-stage alternative to the previous
stages. A BCP provides operational specifications.
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When an RFC is released, it is given a number. This number stays with the
RFC, and the RFC is never changed once it’s assigned a number. If a change
is desired or required, a new RFC is created, and the new RFC starts over at the
proposed standard stage.

As an example, RFC 791 describes the 32-bit IPv4. Even though this was created
in 1981, it’s still in use today. The IETF recognized that the Internet was running
out of IPv4 addresses, so it tasked a working group with creating a solution. The
working group first came up with RFC 1819 (commonly called the 64-bit IPv5).
However, comments on RFC 1819 made it apparent that if 64-bits were used for
IPv5, then the Internet would probably run out of IP addresses again in about 10
years or so. RFC 1819 was scrapped. The IETF ultimately released RFC 2460, defin-
ing 128-bit IPv6 addressing. RFC 2460 is on the standards track and currently has
a status as a DS.

You can view the full RFC 2460 document at www.ietf.org/rfc/rfc2460.
txt.

You'll read about many different protocols associated with TCP/IP throughout
this book. Each of these protocols is defined in its own RFC.

For more information on the IETF, you can view its website at www.ietf.org.
The IETF also has a page devoted to newcomers at www. ietf.org/newcomers.
html.

Understanding the World Wide Web Consortium

The World Wide Web Consortium (W3C) defines standards for the World Wide Web
(WWW). As an example, the Hypertext Transfer Protocol (HTTP) was defined by
the W3C. HTTP is the primary protocol used to transfer WWW information over
the Internet. Membership of the W3C consists of organizations rather than indi-
viduals. At the time of this writing, the W3C currently has 323 members.

Most web pages are created in a Hypertext Markup Language (HTML) format.
It started as an Internet-based hypermedia initiative for global information and
grew into what it is today. Tim Berners-Lee invented HTML and the World Wide
Web. (His proper title is Sir Berners-Lee since he was knighted in 2004.) At the
time of this writing, he is the director of the W3C.

Note that although the WWW runs on the Internet, it isn’t the Internet itself.
The Internet is a huge network of millions of networks and includes all the net-
working infrastructure hardware. The WWW is one of many methods used to
access information over the Internet. The Internet also supports transferring
files using the File Transfer Protocol (FTP) and sharing information through
newsgroups, such as Usenet newsgroups.
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Understanding the Institute of Electrical
and Electronics Engineers

The Institute of Electrical and Electronics Engineers (IEEE) is a professional associa-
tion dedicated to advancing technical innovation. It has more than 375,000 members
in 160 different countries. A primary function of the IEEE is defining lower-level net-
work standards.

IEEE standards are identified as IEEE (pronounced as I triple E) with a num-
ber. The IEEE has defined many different standards that you’ll read about in this
book. For example, IEEE 802.3 defines various standards for wired Ethernet net-
works. IEEE 802.11 defines various standards for wireless networks.

Understanding the International
Telecommunication Union

The International Telecommunication Union (ITU) is a United Nations agency
that includes members from 192 countries. It is focused on information and com-
munication technology issues. It has contributed to shared global use of the radio
spectrum and international cooperation in assigning satellite orbits. It has also
helped improve telecommunication infrastructure throughout the world.

Many of the telephony standards used by computers today have been defined
by the ITU. This includes standards used for modem communications and video
conferencing.

THE ESSENTIALS AND BEYOND

The logical network organization identifies the overall layout of LANs and WANs. A local
area network is a group of computers and computing devices in a single high-speed layout.
It can include one or more subnets. A wide area network is a group of two or more LANs
connected with a slower WAN link. WAN links can also connect branch offices.

ADDITIONAL EXERCISES

» If you are in a networked classroom environment, draw a diagram of the network. See
whether you can identify the path to the Internet.

» If you have a home network, draw a diagram of it. Are computers connected with
wires, or do they use a wireless access point? Does it have a dial-up or a broadband
connection?

(Continues)



The Essentials and Beyond

THE ESSENTIALS AND BEYOND (Continued)

> Use the Internet to look up RFC 1918, which defines the private IP addresses used in
internal networks. List the three private IP ranges defined by RFC 1918.

» Use the Internet to identify at least five different network standards in the IEEE 802
series (such as 802.3).

To compare your answers to the author’s, please visit www.sybex.com/go/
networkingessentials.

REVIEW QUESTIONS

1. What should be enabled on a computer that has direct connection to the Internet?
A. Router C. Firewall
B. Switch D. VPN

2. True or false. AWAP often provides access to the Internet.

3. A group of computers are connected in a single location. What is this called?
A. LAN C. VLAN
B. WAN D. VPN

4. A network is connected using high-speed components rated at 1 Gbps.What does
the b represent in Gbps?

58 Usersin the network have to remember an average of five usernames and passwords to
access different computers. How can you reduce the number of passwords remem-
bered by users?

A. Change the network to a workgroup C. Create a WAN
B. Change the network to domain D. Create aVPN
6. Define a LAN.
7. Define a WAN.

8. An employee is able to connect to the employer’s private network over the Internet.
What is the employee using?

A. Domain controller C. WAP

B. LAN D. VPN

9. What are two types of remote access servers? (Choose two.)
A. Dial-up C. VPN
B. WAP D. Domain controller

10. True or false. All RFCs are known as standards.
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CHAPTER 2

Overview of Networking
Components

Fvery network includes different components that connect them together.
Although it’s important to understand how each of these components works
individually, it’s easier to grasp the details if you first understand how they
work together.

This chapter presents a big-picture view of all the components and how they
work together. It starts by explaining basic transmission methods used within
networks such as unicast, broadcast, and multicast. It also introduces basic
hardware components, but later chapters such as Chapter 8 and Chapter 9
cover some of these hardware components in much more depth.

A network uses protocols as the rules of communication, and this chap-
ter introduces the basics of network protocols. It also introduces some basic
network zones such as the Internet, an intranet, an extranet, and perimeter
networks.

Comparing unicast, broadcast, and multicast traffic
Understanding network hardware
Exploring protocols and services

Understanding basic topologies

Comparing Unicast, Broadcast,
and Multicast Traffic

Before digging in too deep into the different physical devices used on networks,
it’s important to understand the different types of data transmission. Data is
transmitted to and from hosts on networks using one of three transmission types:

» Unicast
» Broadcast

» Multicast



22

Chapter 5 explains
IPv4, and Chapter
6 explains IPv6
addresses in more
depth.

Unicast traffic is
one-to-one traffic.
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Further, data is transmitted using IP addresses. Regular mail uses home and
business addresses to address letters and other correspondence. As long as the
address is correct, the correspondence arrives. Similarly, computers and other
network devices use IP addresses. A typical IPv4 address used in an internal net-
work looks like this: 192.168.1.10.

Chapter 1 introduced IEEE standards. The primary standard used in Microsoft
networks is Ethernet, defined by IEEE 802.3 (and the associated subsections
of 802.3). Ethernet is a group of technologies used to connect networks using
media such as twisted-pair and fiber-optic connections. Wireless connections are
defined by 802.11. Although many more networking standards exist, the focus in
this chapter is on Ethernet, with a little bit of wireless. The transmission types
described in this section apply to Ethernet.

Understanding Unicast Traffic

Unicast traffic is traffic sent from one computer to one other computer. On a
typical organization’s network, most other computers won’t even receive the uni-
cast traffic that isn't addressed to them. For example, consider two computers
connected with a switch. The data sent from one computer goes to the switch,
and the switch then sends it to only the destination computer.

If a hub is used to connect the computers, the traffic will go to all the com-
puters connected to that hub since the hub isn’t as sophisticated as the switch.
However, the network interface card (NIC) on the computers will recognize the
unicast traffic is not addressed to them, and they won’t process the data.

Depending on the type of traffic that is being transmitted, you could call the
traffic a protocol data unit (PDU), segment, packet or datagram, or frame. For
simplicity sake, this section limits the discussion to packets.

Consider Figure 2.1, which shows four computers on the network. If Bob’s
computer sends a unicast packet to Sally’s computer, the packet won’t reach
Joe or Maria’s computers or won’t be processed by these other computers. Bob’s
computer transmits the unicast packet. Only Sally’s computer will process the
unicast transmission.

When the packet reaches a computer, the network interface card examines the
packet to determine whether it is addressed to it. Even if the traffic reaches one of
the other computers (Joe’s or Maria’s), the network interface card will determine
the traffic is not addressed to the computer and the packet won’t be processed.

Different devices such as routers and switches within a network also examine the
packet to ensure it reaches its ultimate destination. These devices are presented later
in this chapter with some basic information on how they handle unicast traffic.
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PACKETS, FRAMES, DATAGRAMS, AND PDUs

Data is packaged together in a specific format before it’s transmitted. You’ll
often hear the term packets to refer to this packaged data. Although the
term packets is common, it is not always technically accurate.

Chapter 3 presents the Open Systems Interconnection (OSI) model, which
has seven layers: Application, Presentation, Session, Transport, Network,
Data-Link, and Physical. Technically, a packet is only data transferred on
the Network layer of the OSI model. Similarly, data transferred on the Data-
Link layer is a frame. Data transferred on the Transport layer is a segment.
Data transferred on the upper three layers (Application, Presentation, and
Session) is a protocol data unit (PDU).

As you dig deeper into your network studies, you’ll need to be able to dif-
ferentiate between packets, frames, datagrams, and PDUs. For now, the
terms packet and packets refer to any data transferred on the network.

[Fm)

Bob

Maria

FIGURE 2.1 Unicast: one to one

Understanding Broadcast Traffic

Broadcast traffic is transmitted by one computer and goes to all computers K
within a subnet. Notice the clarification, though. A broadcast packet doesn’t go
. . . . Broadcast traffic is
to all computers in the world, but instead it goes to all the computers in a subnet. one-to-all traffic. on
You may remember from Chapter 1 that a subnet is a group of computers sep- 2 subnet. ’
arated from other computers by one or more routers. Another way of saying this
is that broadcast traffic goes to all computers on the same side of a router.
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For example, consider Figure 2.2. Bob’s computer is broadcasting a packet on
the network, and each of the computers on the subnet will receive and process the
packet.

Maria

FIGURE 2.2 Broadcast: one to all

Notice that there is a slight difference in the language defining a unicast packet
and a broadcast packet. This difference is important.

» Unicast traffic is one-to-one traffic between two computers on a net-
work (not just on a subnet).

» Broadcast traffic is traffic sent from one computer to all other com-
puters on a subnet (not the entire network).

ROUTERS AND BROADCAST EXCEPTIONS

What is consistent with almost all rules is that there are exceptions. This is true
with routers and broadcast transmissions.

First, let’s repeat the rule. Routers do not pass broadcasts. Routers separate sub-
nets, and broadcasts in one subnet will not reach computers in another subnet.

Except...it is possible to program a router to pass broadcasts.

For example, consider the Dynamic Host Configuration Protocol (DHCP). A
DHCP server provides IP addresses and other information to DHCP clients.
Both the DHCP clients and DHCP server use a special type of broadcast known
as a BootP broadcast. Routers can be programmed to pass these broadcasts
on UDP ports 67 and 68. This allows a single DHCP server to serve multiple
DHCP clients even if they are on separate subnets.
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All the computers on the subnet will receive a broadcast packet. However, if
the network has more than one subnet, all the computers on the network will Chapter G.Covefs
not receive the packet. In other words, broadcast traffic does not cross subnets. L::::::;:ﬂ:::;_a
Routers separate subnets, so another way of saying this is that routers do not R, e
forward broadcasts. sends traffic to one

Computers are connected within a subnet using hubs or switches. Both hubs of many comput-
and switches do pass broadcast traffic. ers on a list and is

. .. . more efficient than

You can think of a broadcast similar to how one person in a room can yell some- broadcast.

thing and everyone in the room can hear it. Compare this to a unicast message,

where one person whispers something so that only one other person hears it.

K
Understanding Multicast Traffic
<

Mulficast traffic is transmitted from one computer to many other computers.
When a computer joins a multicast group, the NIC is internally configured to . .
process traffic using the multicast group’s IP address. Now, when traffic is multi- rnu:f;a_:::;;f::ca;;c
cast to the multicast group, any computers that have joined the multicast group AT
will receive and process the packet. Multicast traffic will pass to different subnets.
Consider Figure 2.3. Multicast traffic sent by Bob’s computer will reach multiple
computers. In this scenario, Joe and Maria’s computers have joined the multicast
group, and they will receive the traffic. Sally’s computer has not joined the multi-
cast group and will not receive the traffic.

Maria

FIGURE 2.3 Multicast: one to many

In most network configurations, the multicast traffic won’t even reach Sally’s
computer. However, even if it does, the NIC will determine that the traffic is not
destined for Sally’s computer, and the packet won’t be processed.

Internet Group Multicast Protocol (IGMP) is the primary protocol used to
transmit and process multicast traffic.
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Understanding Network Hardware

Computers are connected within a network using several networking com-
ponents. Computers have network interface cards. Cables connect the wired
network interface cards on the computers to network devices such as switches.
Routers connect the different subnets on a network.

Before going too far, it’s important to understand some basic terms:

Collision Domain A collision domain is group of devices on the same segment that
are subject to collisions. Collisions occur when two devices on the same segment
send traffic at the same time. In other words, only one device can send data at any

given time. If a collision occurs, both devices must then resend the data. Collisions

are not good, and excessive collisions degrade the network performance.

Broadcast Domain A broadcast domain is a group of devices on a network that
can receive broadcast traffic from each other. In other words, if one device sends
a broadcast packet, all other devices in the broadcast domain will receive it.
Broadcasts are necessary, but it’s useful to limit the number of computers in a
broadcast domain.

Different devices are used to create separate collision domains and separate
broadcast domains. Although the following sections cover many devices, it’s
important to understand how switches and routers are related to collision and
broadcast domains:

Switches Swifches connect computers in a network. Switches create separate
collision domains. A switch passes broadcast traffic to all connections so it does
not separate broadcast domains.

Routers Routers connect networks. Routers do not pass broadcast traffic. Routers
create both separate collision domains and separate broadcast domains.

This section covers the following devices and components:
» Hubs

Switches

Bridges

Routers

Firewalls

vV v. v Vv Y

Media (such as cables)
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Understanding Hubs

Hubs provide basic connectivity for devices in a network. Although these were
once common devices on Ethernet networks, switches have replaced them in
most networks today. A hub doesn’t have any intelligence, and any data that is
sent to one port is forwarded to all ports.

A port in this context is a physical connection. You plug one end of the cable
into the port of the hub, and you plug the other end of the cable into the network
interface card on the computer.

Consider Figure 2.4, which shows a four-port hub with different computers con-
nected to the different ports. If Bob’s computer sends a unicast packet to Sally’s
computer, the same packet will also reach Joe and Maria’s computers. The NIC on
Joe’s and Maria’s computers will recognize the packet is not destined for them, so
the traffic won’t be processed by their computers. However, the traffic can cause
collisions if either Joe or Maria is trying to send data at the same time.

\

/ Collision Domain And a Broadcast Domain

\ Maria /

FIGURE 2.4 Four-port hub

This is a result of all these computers being in the same collision domain.
Also, hubs forward broadcasts so all of these computers are in the same broad-
cast domain.

As mentioned previously, collision domains and broadcast domains are impor-
tant topics. If you can reduce the number of collisions in a network, it performs
better.

You may still see
some hubs in net-
works today. For
example, some USB
hubs are popular in
smaller networks.

<

<
Ports can be physical
or logical. A physi-
cal port is a physical
connection on a net-
work device. A logi-
cal port is a number
used to identify a
protocol or service.

Switches allow
you to create more
collision domains,
reduce collisions,
and improve net-
work performance.
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Figure 2.4 shows a four-port hub, so there really isn’t that much extra traffic on
this network. However, when hubs were popular in production environments, they
would often have 24 or more ports. Additionally, it was common to daisy-chain mul-
tiple hubs together on the same network which would create large collision domains.

Understanding Switches

Switches connect computers within a network similar to how hubs connect the
computers. However, switches improve the performance of a network since they
isolate the computers into separate collision domains.

Consider Figure 2.5, which shows a switch replacing the hub from Figure 2.4
(shown previously). Now, when Bob sends a unicast packet to Sally, the traffic
reaches only Sally’s computer. The packet will not reach either Joe’s or Maria’s
computer, so it can’t collide with data sent by these other computers.

/ One Broadcast Domain \

Four Separate
Collision Domains
Created With a Switch

FIGURE 2.5 Four-port switch

The switch dynamically determines the destination port as traffic is received. In
the first example, it determines that the traffic should flow from port 1 to port 3.
However, if Maria’s computer sends unicast traffic to Bob’s computer, the switch
makes a different determination and instead sends traffic from port 4 to port 1.

Since the switch can dynamically determine which port to send traffic through,
it effectively has separated the computers into four separate collision domains.
Since a switch passes broadcasts, all the computers connected via the switch are in
a single broadcast domain.
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Switches learn which computer is connected to which port. Chapter 8 explains
the technical details of how this is done, but in short, the switch tracks the loca-
tion of the computers. As each computer sends packets on the network through
the switch, the switch then identifies the computer and the port that it’s using. It
maintains a table identifying the computers and their ports.

Understanding Bridges

A bridge is a network device that connects two or more network segments together.
Any of the segments can have one or more computers on it. For example, one seg-
ment could have 10 computers connected together with a hub, and another segment
could have another 5 computers connected together with a different hub.

Bridges aren’t as common in networks anymore, but you may still run across
them. A bridge is similar to a switch in that it will learn which port a computer
is connected to and will internally switch traffic to the right port. The separate
ports create separate collision domains.

However, multiple computers are connected to each port on a bridge. Separate
hubs connect these computers together, and then the hub is connected to the
bridge. The alternative is to daisy-chain each of the hubs together to create a
single collision domain.

For example, imagine that four 24 port hubs are used to connect 96 comput-
ers in a single network. This results in a collision domain of 96 computers where
96 computers are all competing to send their data on the network.

Instead, a bridge can connect these four hubs, as shown in Figure 2.6. The
bridge creates four separate collision domains of 24 computers each. Computers
on each of these separate collision domains are only competing with 23 other
computers to send their data, instead of 95 other computers.

Four Separate
Collision Domains
Created With a Bridge

Computers
Connected With a Hub

Computers
Connected With a Hub

Computers
Connected With a Hub

FIGURE 2.6 Four-port bridge creating four collision domains
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Another benefit of bridges is that they can connect dissimilar physical topolo-
gies. For example, one port can connect computers using twisted-pair cables, and
another port can connect computers using fiber-optic connections. Both wired
and wireless bridges also exist. Wireless bridges are commonly used to connect a
wireless access point (WAP) to another type of device on a wired network.

Understanding Routers

Routers are used to move packets between networks or subnets. Switches (or
hubs) connect the devices within the subnet, and routers connect the subnets.
You may remember from the previous section that switches track computers.
However, routers do not track individual computers but instead track networks
or subnets within a network.

Consider Figure 2.7, which shows subnet A with two computers connected via
a hub. Subnet B has four computers connected with a switch.

Y
Jeff
\_ SubnetA ) \ Subnet B /

FIGURE 2.7 Two subnets connected by a router

Can you tell how many collision domains and how many broadcast domains
are in this figure?

All the computers connected via the hub are on one collision domain. Each of
the users connected to the switch makes up four more collision domains. Last, the
connection between the router and the switch make up a sixth collision domain.
There are two subnets (subnet A and subnet B), and each subnet is a separate
broadcast domain.
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Routers direct, or route, traffic throughout a network. When a router receives
a packet, it identifies the best path for the packet to take in order for it to arrive
at the final destination. In Figure 2.7, there are only two subnets, so the router
doesn’t have to make many decisions.

However, consider Figure 2.8, which is a multiple subnet network connected
via several routers. The routers learn the locations of all the subnets and deter-
mine the best path to take to get traffic to its destination.

FIGURE 2.8 Network with multiple subnets separated by routers

For example, what if Sally wants to access the Internet? How many routers will
she have to go through to get to the Internet? How about Bob? Notice Sally has
to go through two routers (router 3 and router 1), while Bob has to go through
only one router. Although that’s easy to see in the diagram, the routers do a lot of
work to learn these paths.
One way that routers determine the best path to take is by talking to each K
other. Routers use different types of routing protocols that help them learn the
network and the paths to different subnets. Some routing protocols are used only ::::t':triri: 'C:::ers
in internal networks, while other routing protocols are used only on the Internet.  gepth, including

the use of routing
protocols.
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ROUTERS AND DEFAULT GATEWAYS

Each computer on a subnet is configured with an IP address of the router.
However, in this context it isn’t called a router but is instead called the
default gateway.

If you look at Figure 2.7, computers on subnet A use the I[P address of port
1 of the router as their default gateway. Computers on subnet B use the IP
address of port 2 of the router as their default gateway.

Figure 2.8 shows multiple routers with a subnet in the center (labeled as
a server subnet). The server subnet connects with four separate subnets.
However, computers can be configured with only one default gateway.

The default gateway often provides a path to the Internet. Therefore, com-
puters in the server subnet will most likely be configured with the IP address
of port 1 of router 1.

Understanding Firewalls

Firewalls provide a layer of protection for computers and networks by keeping
malicious or unwanted traffic from flowing in or out of a network. The most
basic firewall is simply a router with rules. These rules control both inbound
and outbound traffic.

Consider a firewall in an automobile. It’s located between the engine com-
partment and the passenger compartment. If a fire starts in the engine, the fire-
wall prevents the fire from coming into the passenger compartment, or at least
slows it down. Similarly, firewall rules prevent undesirable traffic from entering
or leaving a network.

Firewalls can be network-based or host-based. Look at Figure 2.9 as you review
these two types:

Network-Based Firewall A network-based firewall provides protection for an
entire network. Most networks have at least one firewall between the Internet
and the internal network. This firewall filters all traffic in and out of the network.
Network-based firewalls are a combination of hardware and software.

Host-Based Firewall Many systems include individual firewalls also known as
host-based firewalls. For example, Microsoft Windows 7 and Microsoft Windows
Server 2008 servers (and many other desktop and server operating systems) include
a software firewall. This software firewall filters traffic that passes in or out of the
system. Additionally, security software suites often include software-based firewalls.
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o Network-
RS0y Based
= Firewall

Router
Jeff Sally
\_ SubnetA ) \ Subnet B /

FIGURE 2.9 Network-based and host-based firewalls

NETWORK-BASED FIREWALL, HOST-BASED FIREWALL, OR BOTH?

As a best practice, most organizations enable both network-based and host-
based firewalls. A common question is, “Is a host-based firewall really
needed if a network-based firewall is used?” The answer is yes.

Not all malicious traffic comes from the Internet. If someone inadvertently
releases malicious software on an internal network (perhaps by plug-
ging in an infected USB), the network-based firewall doesn’t provide any
protection.

However, if each internal computer has a host-based firewall, the internal
computers have an added layer of protection. This is a common security
principle known as defense in depth.

Basic firewalls filter traffic based on the contents of packets such as source and
destination IP addresses. Advanced firewalls can examine all the traffic in a session
and make decisions based on the session traffic. Chapter 11 digs into firewalls in
more depth, including advanced firewalls. Advanced firewalls can examine all of
the packets within a session and analyze the conversation. Basic firewalls can only
analyze individual packets.

33
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Understanding Media

Routers connect networks together. Switches and hubs connect computing devices
together. All of these devices are connected together using some type of transmis-
sion media.

Today’s networks use twisted-pair, fiber-optic, and wireless connections. Both
twisted-pair and fiber-optic media are cables you can touch. However, wireless
connections use transceivers to transmit and receive radio frequency transmis-
sions over the air.

Twisted pair is used for short distances up to 100 meters. Fiber-optic runs
can be as long as 2 km for multimode fiber and up to 40 km for single-mode
fiber. Wireless networks are primarily used within buildings.

The most common type of transmission media is twisted pair. Twisted-pair cables
can be wired as either a straight-through cable or a crossover cable.

Straight-Through Cable Wires are connected to the same pins on both connec-
tors of a straight-through cable. A straight-through cable connects computers
to networking devices. For example, it would connect a computer to a hub or a
computer to a switch.

Figure 2.10 shows the wiring diagram of a straight-through cable. Just as the

name implies, the connections are straight through end to end and each wire is
connected on the same pins on both ends. The colors of the cable are based on
the T568B standard.
Crossover Cable Specific wires are crossed on opposite connectors of the cross-
over cable. A crossover cable connects similar devices to each other. For example,
you would use a crossover cable to connect any two networking devices together
such as the following:

» A switch and a switch

» A switch and a hub

» A switch and a router

» A computer and a computer

Figure 2.11 shows the wiring diagram for a crossover twisted-pair cable. The
straight-through cable has the pairs connected from the same pins on one side to
the same pins on the other side. However, the crossover cable crosses over some
key wires so that transmit signals on one side go to receive on the other side.

You can easily identify a crossover cable by placing both connectors of the
same cable side by side. If the orange and green pairs are swapped, it’s a cross-
over cable.
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FIGURE 2.10 Straight-through cable
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FIGURE 2.11 Crossover cable

T568A orR T568B

An older wiring standard is T568A. The primary difference between T568A
and T568B is that the colored pairs go to different pins. In T568A, the
orange and green pairs are located on different pins than they are with
T568B. Specifically, the orange pair is moved to pins 3 and 6 (pin 3 is
white/orange, and pin 6 is orange), and the green pair is moved to pins 1
and 2 (pin 1 is white/green, and pin 2 is green).

It really doesn’t matter which standard you use as long as the same standard
is used on both ends of the cable. If you have one end wired as T568A and
the other end as T568B, you have created a crossover cable.
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Exploring Protocols and Services

Protocols provide the rules that computers and other devices use to communicate
with other computers and devices on networks. As long as the computers are able
to follow the rules, they can access resources on the network.

If devices don’t follow the rules of the protocols, they simply aren’t able to com-
municate properly on the network. Obviously, computers don’t “break the rules”
of the protocols just to see what they can get away with. However, if users or
administrators accidentally misconfigure the protocols, it has the same effect—
the misconfigured system won’t function properly on the network.

Services are processes that run on a computer without any user interaction.

In comparison, a user launches an application. Many of the services will start
when a computer is first started and before the user is able to do anything. Other
services start later either based on a delay or when needed.

Exploring Protocols

Network protocols are formally defined in official documents by standards orga-
nizations. For example, RFC 791 defines the IPv4 protocol used on the Internet
and internal networks.

The primary protocol suite in use today is Transmission Control Protocol/Internet
Protfocol (TCP/IP). 1t is used on the Internet and most internal networks including
Microsoft networks.

Notice that this isn’t a single protocol or even just the two protocols of TCP and
IP. It’s a full suite of protocols. When a computer wants to access a website on the
Internet, it uses Hypertext Transfer Protocol (HTTP). Email is transferred using
Simple Mail Transfer Protocol (SMTP), Post Office Protocol version 3 (POP3), or
Internet Message Access Protocol version 4 (IMAP4). Similarly, there are other
protocols for other uses.

Although you don’t need to understand the inner workings of these protocols at
this stage of your learning, you should be aware of the primary protocols used to
communicate within networks and on the Internet. As your networking knowl-
edge increases, you'll need to know what protocols should be enabled to perform
specific functions and what protocols are not needed.

Administrators commonly configure many protocols on networks. For exam-
ple, IP addresses are manually assigned to many devices such as routers and
servers within a network. Additionally, Dynamic Host Configuration Protocol can
be configured on a network to dynamically assign IP addresses and other TCP/IP
information.
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Chapter 3 introduces many of primary protocols you should know about and
maps these protocols to the OSI model. Chapter 4 digs into these TCP/IP proto-
cols a little deeper.

Understanding Services

Many of the services running on Windows systems provide network capabilities.
For example, the DHCP client service on a DHCP client computer obtains an IP
address and other TCP/IP configuration information from a DHCP server over
the network.

Figure 2.12 shows the Services applet in Windows Server 2008. The Windows
Firewall service is selected, and you can see that the current status is Started.
Also, Startup Type is set to Automatic, meaning that it will automatically start
when Windows starts.
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FIGURE 2.12 Services applet

You can access the Services applet in Windows Server 2008 by clicking Start,
entering Services in the Start Search text box, and clicking Services.
The different startup types for services are as follows:

Automatic The service will automatically start when the computer boots. The user
is not able to interact with the system until all services set to Automatic have started.
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Automatic (Delayed Start) The service will automatically start after all services
set to Automatic have started. Users are able to interact with the system before
these services start.

Manual The service starts when required. The service can be started by other
services, applications, or the user.

Disabled The service cannot start. Unneeded services are set to disabled but
can be enabled if it is later determined that the service is needed.

Understanding Basic Topologies

Chapter 1 presented the terms LAN and WAN. A local area network (LAN) is a
group of computers and other devices connected together in a single physical
location. A wide area network (WAN) connects two or more LANs over a larger
distance.

It’s also important to understand the differences between an infranet, the
Internet, a perimeter network, and an extranet. Consider Figure 2.13, which
shows each of these topologies.

\ ( Perimeter Network (DMZ)
e
NS

Internet

Intranet

Extranet
(ForTrusted Entities)

FTP Server

gl

Web Server

FIGURE 2.13 Internet, extranet, intranet, and perimeter network

Internet Unless you grew up in a cave, you've used the Internet. It’s a massive net-
work of computers connecting millions of smaller networks. The Internet uses the
TCP/IP protocol suite. Computers connected to the Internet are able to reach any
other computer on the Internet no matter where they are in the world.
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Intranet An intranet is an internal network using the TCP/IP protocol suite.

The primary difference between an intranet and the Internet is that an intranet
is private. Users on the Internet are not able to communicate directly with com-
puters in an intranet. Computers within an intranet have a higher level of trust
amongst themselves than computers on the Internet.

Perimeter network A perimeter network is a network between the Internet and
the intranet. Firewalls filter the traffic to servers in the perimeter network. Servers
in the perimeter network may be accessible by a user on the Internet. However, the
firewall does limit the type of traffic allowed to these servers.

Extranet An extranet is similar to a perimeter network. However, the biggest differ-
ence is in the intent. Servers on the extranet are accessible only to trusted entities
such as trusted business partners or specific customers or vendors. These trusted
entities can access the extranet via the Internet. Different methods and technologies
ensure that nontrusted entities are not able to access servers on the extranet. Notice
that users in the intranet also have access to resources in the extranet. However, the
firewall will prevent users in the extranet from accessing resources in the intranet.

THE ESSENTIALS AND BEYOND

This chapter provided an overview of many basic networking components. You learned
the basics of unicast, broadcast, and multicast transmissions. You also learned basics on
how hubs and switches connect computers and how routers connect networks. Networks
are connected using different types of media such as twisted pair, fiber optic, or wireless.
Protocols are the rules used by devices to communicate. The protocol suite used on the
Internet and Microsoft networks is TCP/IP.

ADDITIONAL EXERCISES

» Identify the type of media used in your network. Is it fiber optic, twisted pair, or
wireless?

» Identify the types of network devices used in your network.

» Draw a logical network diagram. The diagram should include servers that are available
to trusted partners via the Internet.

» |dentify whether a computer you are using has a firewall enabled.

To compare your answers to the author’s, please visit www.sybex.com/go/
networkingessentials.

(Continues)

39

A perimeter network
is also called a demil-
itarized zone (DMZ).


http://www.sybex.com/go

Chapter 2 e Overview of Networking Components

THE ESSENTIALS AND BEYOND (Continued)

REVIEW QUESTIONS
1. What type of traffic always goes to all devices in a subnet?

A. Unicast C. Broadcast
B. Multicast D. Allcast
2. True or false. A switch blocks broadcasts.

3. What is the difference between a switch and a router?

A. Nothing.They are the same.
B. Switches do not pass broadcasts, but routers do.
C. Aswitch connects devices together, and a router connects subnets together.
D. A switch connects subnets together, and a router connects devices together.
4. True or false. Bridges can connect dissimilar physical topologies.
5. A firewall uses to filter both inbound and outbound traffic.

6. A network-based firewall is a hardware device that provides protection for a net-
work. What is a host-based firewall?

7. True or False. A crossover cable is used to connect a computer to a switch.

8.  Which of the following standards define how twisted-pair cables should be wired?

A. |EEE 802.3 C. Extranet wiring practices
B. RFC791 D. T568B

9. A company wants to host a web server for Internet users.The web server should be
placed in

10. What is used to provide access to a company’s resources via the Internet to
trusted partners?



CHAPTER 3

The OSI Model is

a framework for
network communica-
tion. The ISO created
it, and it includes
seven layers.

Understanding
the 0SI Model

The Open Systems Interconnection (OSI) Model is one of the most refer-
enced models in networking. It includes seven layers with specific activities,
protocols, and devices working on each. Many network exams test your knowl-
edge of the different elements of the OSI Model, and even some hiring manag-
ers quiz potential network employees on their knowledge. The TCP/IP Model is
similar but includes only four layers instead of seven. This chapter introduces
both models.

Understanding the OSI Model
Understanding the TCP/IP Model
Mapping devices on the 0SI and TCP/IP models

Mapping protocols on the 0SI and TCP/IP models

Understanding the 0SI Model

The seven-layer Open Systems Interconnection (OSI) model is a general
framework, or set of guidelines, for network communication. It defines how
data is handled at several different layers. It also identifies the framework of
TCP/IP protocols and hardware used on networks. There is no single stan-
dard or compliance test for the OSI Model itself. Instead, many standards
have been created based on the different elements of the model.

Figure 3.1 shows the seven layers of the OSI Model. One of the primary
goals of the OSI Model is operating system independence. In other words,
the OSI Model allows computers running any operating system to communi-
cate with other computers.
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FIGURE 3.1 The OSI Model

The OSI Model was created by the International Organization for Standardization
(ISO). The following are many advantages to the OSI Model:

Layers Interact Only with Adjoining Layers For example, the Transport layer
interacts with the Session and Network layers only. It doesn’t matter to the Session
layer what applications are used on the Application layer. Similarly, it doesn’t mat-
ter to the Session layer what type of cable media is used to transmit the data on the
Physical layer.

It Has Encouraged Creation of Industry Standards Functions at each layer are
standardized. Development of network components by different vendors is sim-
plified, and different operating systems are able to communicate with other.

Network Communication Processes Are Segmented Instead of a single proto-
col that does everything, multiple protocols are used. Troubleshooting is easier
once the OSI Model is understood.

You should know the names and number of each layer. Figure 3.2 shows two
commonly used memory techniques.

Notice that one method (All People Seem To Need Data Processing) starts at
layer 7 and goes to layer 1. The other method (Please Do Not Throw Sausage
Pizza Away) starts on layer 1 and goes to layer 7. There are many other sayings
used by technicians to memorize these layers. The technique you use isn’t as
important as using some method to memorize it.

Of course, just knowing the names and numbers of the layers isn’t all you
need to know. You should also have a basic understanding of what happens at
each layer.
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FIGURE 3.2 Mnemonics and the OSI Model

Application Layer

Layer 7 is the Application layer. It interacts with the Presentation layer and the
end user. Several protocols operate on the Application layer:

Domain Name System (DNS) DNS is the primary name resolution service used on

the Internet and in Microsoft networks. DNS resolves host names to IP addresses.
In other words, you can pass the name of a server (such as DC1) to DNS, and DNS
will return the IP address. DNS is also used to locate servers running specific ser-
vices within a Microsoft network.

Hypertext Transfer Protocol (HTTP) HTTP is the primary protocol used to trans-
mit data across the Internet for web pages. Similarly, HTTPS is a secure version of
HTTP used to transmit data in an encrypted format.

File Transfer Protocol (FTP) FTP is the protocol used to transfer files to and from
an FTP server. FTP servers are commonly hosted on the Internet. In contrast, file
servers are used on internal networks to host files needed by users.

Trivial FTP (TFTP) TFTP is a lightweight FTP protocol used to transfer smaller
files. TFTP is often used to transfer files to network devices such as routers.

Dynamic Host Configuration Protocol (DHCP) DHCP is a method of dynamically
assigning TCP/IP configuration information to clients. A DHCP server assigns IP
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addresses to systems. It also assigns the subnet mask, the address of the default
gateway (a router), the address of a DNS server, the domain name, and much more.

Lightweight Directory Access Protocol (LDAP) LDAP is a protocol used to query
a directory service, such as Microsoft’s Active Directory Domain Services (AD DS).
AD DS is hosted on domain controllers.

Post Office Protocol (POP3) POP3 is an email protocol used to retrieve email
from POP3 email servers. POP3 servers are commonly hosted by Internet service
providers (ISPs).

Simple Mail Transfer Protocol (SMTP) SMTP is an email protocol used to send
email. Clients can send email from an email server. When a POP3 email server
is used, users receive email with POP3 and send email with SMTP.

Internet Message Access Protocol (IMAP) IMAP is a protocol used to receive
email messages. An IMAP server allows clients to store and manage their email
on the server. Users can download the email onto their computer or organize
the email in different folders on the server.

Simple Network Management Protocol (SNMP) SNMP is a protocol used to
manage network devices such as routers and managed switches. It can detect
and report problems before they become significant.

Server Message Block (SMB) SMB is a file transfer protocol used on Microsoft
networks. It’s primarily used for file and printer sharing.

The Application layer determines whether sufficient network resources are
available for network access. For example, if you want to use Internet Explorer
to access a web page on the Internet, the Application layer determines whether
access to the Internet is available using HTTP.

It’s worth pointing out that the Application layer doesn’t refer to end user applica-
tions. For example, applications such as Internet Explorer are not part of this layer
and aren’t actually part of the OSI Model at all. However, when the user launches
an application that needs network access, protocols on the Application layer ensure
that the resources are available to support it.

Presentation Layer

The Presentation layer interacts with the Session and Application layers. In essence,
it acts as a translator and determines how to format and present the data.

A common method of formatting data is with the American Standard Code for
Information Interchange (ASCII) table. This table includes 128 codes to display
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characters such as numbers, letters, and symbols. Table 3.1 shows a partial listing
of the ASCII table.

TABLE 3.1 Partial ASCII table

Character Decimal Hexadecimal  Octal HTML
A 65 41 101 &#65
B 66 42 102 &#66
C 67 43 103 &#67
a 97 61 141 &#97
b 98 62 142 &#98
C 99 63 143 &#99
1 49 31 061 &#49
2 50 32 062 &#50
3 51 33 063 &#51

Many other codes beyond ASCII are defined at the Presentation layer. For exam-
ple, the Extended Binary Coded Decimal Interchange Code (EBCDIC) extended the
ASCII table from 128 characters to 256 characters. File types such as MP3, JPG,
and GIF also have their own codes defined on this layer.

The Presentation layer is also responsible for data compression and decom-
pression and data encryption and decryption. For example, multimedia trans-
ferred over the Internet is often compressed to conserve bandwidth. If it wasn't,
the World Wide Web might be known as the World Wide Wait.

Session Layer

The Session layer has the responsibility of establishing, maintaining, and termi-
nating sessions. A session is simply a lasting connection between two networking
devices. For example, if you use a chat program on your computer, it will estab-
lish a session with another computer to exchange the data.

Another way of saying this is that the Session layer manages the connections.
It starts the session, manages the traffic during the session, and terminates the
session when appropriate.
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The Session layer also ensures that data from different applications are kept sepa-
rate for each application at the Application layer. This becomes critical when mul-
tiple applications are running or when applications require more than one resource.

For example, you may be having a chat session in one window, downloading
music in another, and reading email in a third. Three sessions are established
and maintained for three different applications. The Session layer ensures that
resources are available for each session and kept separate from each other.

The Session layer also tracks the mode of transmission used by the computers.
Computers can transmit data using simplex, half-duplex, or full-duplex modes:

Simplex Data can be sent only one way. This isn’t commonly used today in
networking applications.

Half-Duplex Data can be sent both ways but only one way at a time. This is
similar to a walkie-talkie where one user can press a button to talk but cannot
receive any transmissions while the button is pressed.

Full-Duplex Data can be sent and received at the same time. Separate methods
are used to send and receive.

The Session layer coordinates the communication and determines which mode
to use. Two network protocols that operate on this layer are the Network Basic
Input/Output System (NetBIOS) and Remote Procedure Call (RPC).

Transport Layer

The Transport layer is responsible for transporting data. It handles flow control,
reliability, and error checking. The Transport layer divides data into smaller chunks,
or segments, and then reassembles the received data.

For example, imagine you wanted to mail all volumes of Harry Potter to a
friend in another state, but you could only use envelopes. You'd have to tear the
pages from the books and mail them all separately. Your friend would then have
to reassemble the books from all the envelopes.

This is similar to how data is managed on the Transport layer. Huge megabyte-
sized files can’t travel over the network. Instead, the Transport layer segments, or
divides, these large files into smaller-sized segments. These smaller segments are
transmitted over the network and then reassembled when they’re received. The
Transport layer also manages the ordering of the segments so that when the pack-
ets arrive, they can be returned to the same order.

Two primary protocols operate on the Transport layer:

Transmission Control Protocol (TCP) TCP provides guaranteed delivery of data.
It starts by establishing a session and will not transmit data until a session is
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established. TCP is commonly referred to as connection-oriented. This means
that it establishes a session before transmitting data.

User Datagram Protocol (UDP) UDP provides a best-effort method of delivering

data. It does not provide guaranteed delivery of data like TCP. UDP is referred to as

connection-less. Again, this doesn’t refer to the physical connections but instead

indicates that data is sent without first verifying a connection with the other sys-
tem. UDP is commonly used for media streaming and diagnostic messages. Instead
of using the additional overhead to establish the connection or session, UDP accepts
that there may be some data loss and simply transmits the data.

Port numbers identify details about data on the Transport layer. There are 65,536 || EGTNN
possible TCP ports and another 65,536 possible UDP ports. Some protocols use both
TCP and UDP ports, while others use only one or the other. In this context, a port is a valid port, it is
simply a number from 0 to 65,535 that is utilized by a protocol for connection pur- reserved|for both
poses. It does not represent a physical port. TCP and UDP.
For example, the HTTP protocol uses the well-known port of 80 by default. When
you visit a website, you could use the HTTP address by itself as http://www.bing
.com/. However, you could also include the port number as http://www.bing.
com: 80. Bing.com is the website, and once your request reaches the server hosting
it, the TCP port of 80 identifies the data as HTTP traffic. The web server passes the
data to the service handling the HTTP protocol.
In short, the IP address is used to get traffic from one computer to another. Once
the traffic arrives, the port number is used to identify what application, service, or
protocol should process the data.

Although port 0 is

LOGICAL AND PHYSICAL PORTS

The term ports means different things depending on the context. Ports can
be either logical (numbers) or physical (connections on devices).

TCP and UDP ports are logical ports. They are simply numbers used to
indicate how data is handled when it reaches its destination. Many ports
represent specific protocols such as port 80 representing the well-known
port of HTTP. Chapter 4 explores ports in greater depth.

Switches and routers have physical ports. Cables plug into these ports.
A switch learns what computers are connected to each port, and a router
learns what networks are connected to each port.
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Network Layer

The Network layer is responsible for determining the best route to a destination.
It uses routing protocols to build routing tables and uses Internet Protocol (IP)
as the routed protocol. IP addresses are used at this layer to ensure the data can
get to its destination.

Several protocols operate at this layer:

Internet Protocol v4 (IPv4) 1Pv4 is an addressing protocol using 32-bit addresses.
The TCP/IP suite uses IP addressing to get traffic from one computer to another. IPv4
addresses are commonly expressed in dotted decimal format such as 192.168.1.1.

Internet Protocol v6 (IPv6) IPv6 is an addressing protocol using 128-bit addresses.
IPv6 is intended to replace IPv4 and is currently being used concurrently with IPv4
on networks throughout the world. IPv6 addresses are commonly expressed in
hexadecimal format such as 2001:0000:4137:9E76:3C2B:05AD:3F57:FE98.

Address Resolution Protocol (ARP) This protocol resolves IP addresses to the
physical address or the Media Access Control (MAC) address. The IP address is

used to route packets to the next hop’s network interface card. Switches use MAC
addresses to track computers connected to different physical ports. While ARP
resolves the IP address to a MAC address, the Reverse Address Resolution Protocol
(RARP) does the opposite. RARP can be used to resolve a MAC address to an IP
address.

Internet Group Multicast Protocol (IGMP) IGMP is used for multicasting traffic.
Multicast traffic goes from one computer to multiple computers. As a reminder,
unicast is one-to-one traffic, and broadcast is one-to-all traffic on the same subnet.

Internet Control Message Protocol (ICMP) ICMP is used for error messages and
diagnostic reporting. Several diagnostic tools such as Ping, PathPing, TraceRt,
and others use ICMP.

Internet Protocol Security (IPSec) [PSec is a security protocol used to secure
IP traffic. IPSec can encrypt traffic to protect it when it’s transmitted. It also
includes authentication mechanisms. IPSec authentication allows computers to
ensure they communicate only with known entities.

Routing Information Protocol (RIP) This is a basic routing protocol used by

routers in internal networks. Routers use RIP to communicate with each other
and share information on the network. The current version is RIPv2, though
OSPF has replaced it on most networks.

Open Shortest Path First (OSPF) OSPF is another routing protocol used by
routers to communicate with each other on internal networks. OSPF is more
advanced than RIP and is used in more networks.
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The Network layer includes two key physical devices. The primary device
working on this layer is a router. Routers are the devices that perform IP based
routing functions. The router looks at the IP address and determines the best
path to the destination network. Data packets are then sent to the destination
using this path.

RIP and OSPF are common routing protocols used in internal networks. These
two protocols determine the best route to a destination based on a metric (cost).
The route with the best metric will have a lower cost and will be the selected
route for IP.

This is similar to using a map for highways. You look at a map to determine the
best route when traveling from point A to point B. The map provides the rout-
ing information, and you can identify the best path to get to your destination. Of
course, maps are static and show only paths. They don’t show construction, acci-
dents, or other events that can slow traffic down. You may use other online tools
to identify traffic congestion or areas of construction.

Routing protocols such as RIP and OSPF are dynamic protocols that can adjust
to changing conditions on a network. Routers use these protocols to communi-
cate with each other regularly. If network events occur that impact known routes
or if new routes get added, the routing protocols are used to ensure that all the
routers quickly learn about the impact.

Data Link Layer

The Data Link layer is concerned with data delivery on a local area network. This
is where local area network (LAN) technologies such as Ethernet are defined.
The Data Link layer is comprised of two sublayers.

Logical Link Control (LLC) IEEE 802.2 LLC interacts directly with the network
layer. It is defined by the IEEE 802.2 standard. LLC provides flow control and
error control and allows multiple protocols to work simultaneously.

Media Access Control (MAC) IEEE 802.3 MAC defines how packets are placed
onto the physical media at the Physical layer. IEEE 802.3 defines Carrier Sense
Multiple Access/Collision Detection (CSMA/CD), which is used to handle data
collisions.

MAC addresses are also defined at the Data Link layer. The MAC address is
also called a physical address, hardware address, burned-in address, or Ethernet
address. It used to be a permanent address that was written into, or burned into,
the read-only-memory (ROM) chip on the network interface card (NIC), but it is
usually stored on the NIC’s firmware today.
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Listing 3.1 shows the results of entering the command ipconfig /all at
the command prompt of a server named DC1. This provides a lot of informa-
tion including the physical address (or MAC address) of the NIC. Notice that it
has an address of A4-BA-DB-FA-60-AD.

Listing 3.1 Output of ipconfig /all
C:\>ipconfig /all

Windows IP Configuration

Host Name . . . . . . . . . . . . :DC
Primary Dns Suffix . . . . . . . : Sybex.pub
Node Type . . . . . . . . . . . . : Hybrid

IP Routing Enabled. . . . . . . . : No

WINS Proxy Enabled. . . . . . . . : No

DNS Suffix Search List. . . . . . : Sybex.pub

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix .

Description . . . . . . . . . . . : Realtek RTL8168C(P)/8111C(P)
Family PCI-E

Gigabit Ethernet NIC (NDIS 6.20)

Physical Address. . . . . . . . . : A4-BA-DB-FA-60-AD

DHCP Enabled. . . . . . . . . . . : No

Autoconfiguration Enabled . . . . : Yes

IPv4 Address. . . . . . . . . . . :192.168.1.205(Preferred)
Subnet Mask . . . . . . . . . . . 1 255.255.255.0

Default Gateway . . . . . . . . . : 192.168.1.1

DNS Servers . . . . . . . . . . . 1 127.0.0.1

NetBIOS over Tcpip. . . . . . . . : Disabled

OTHER DEVICES HAVE MAC ADDRESSES

Although the code snippet shows the physical address of a NIC on a server,
other devices also have MAC addresses. For example, each interface on a
router has a separate MAC address. These MAC addresses at the Data Link
layer are then mapped to an IP address assigned at the Network layer.
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The MAC is represented with 12 hexadecimal characters (or 6 pairs of hexa-
decimal characters). Four bits represent each hexadecimal character. Four bits
times 12 characters shows that the MAC address is 48 bits long.

Every device on a network has a different MAC address. If MAC addresses on the
network aren’t unique, the computers with the same MAC address can’t communi-
cate on the network.

Organizations that manufacture NICs are assigned an organizationally unique
identifier (OUI) that they use in the MAC. They then use serial numbers added to
this OUI to create the MAC. Table 3.2 shows how these numbers are combined
to create the MAC address of A4-BA-DB-FA-60-AD.

TABLE 3.2 MAC address

Organizationally unique identifier Manufacturer serial number
A4-BA-DB FA-60-AD
Six hexadecimal characters (24 bits) Six hexadecimal characters (24 bits)

These are some of the protocols that operate on the Data Link layer:

Point-to-Point Tunneling Protocol v4 (PPTP) PPTP is commonly used with vir- |GG
tual private networks (VPNs). VPNs provide remote users with access to a private

. . Chapter 13 covers
network over a public connection such as the Internet. 0

VPNs in more depth.

Layer 2 Tunneling Protocol (L2TP) L2TP is another protocol used with VPNs.
It often uses IPSec (as L2TP/IPSec) to encrypt the traffic.

Token ring IEEE 802.5 defines a token ring technology. A logical token is passed
between the computers, and a computer can communicate on the network only
when it has the token. Using the token for communication prevents collisions.

Asynchronous Transfer Mode (ATM) ATM is a cell-based method of transferring
data. Data is converted into small fixed-sized cells and transferred over the net-
work. ATM is used in WANSs.

Frame relay Frame relay is another WAN technology. Data is converted to vari-
able-sized frames and transferred over permanent virtual circuits.

Physical devices operating on the Data Link layer include bridges, switches, K
and NICs.

NICs also operate on
the Physical layer.
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Physical Layer

I  The Physical layer defines the physical specifications of the network. This includes
Data traveling on physical media such as cables and connectors. It also includes basic devices such as
the Physical layer is repeaters and hubs. The Physical layer converts the data stream into zeros and ones
converted to bits, or (bits) and places them onto the physical media in the form of either electrical pulses
ones and zeros (such  for copper cable such as twisted-pair cable or light pulses for fiber-optic cable.
as 110011010101). The Physical layer has some simple yet unique functions. It defines the physi-

cal characteristics of cables and connectors. It is also responsible for encoding
signaling types, such as converting digital signals to analog signals.

Ethernet operates on the Physical layer. IEEE 802.3 defines the different tech-
nologies used for wired local area networks. Twisted-pair or fiber-optic cables
are used for connectivity. It uses CSMA/CD for collision detection.

Putting It Together

Figure 3.3 shows how the OSI Model works when two different computers are
interacting. The overall process is referred to as encapsulation where data from
higher layers is encapsulated in lower layers.

Imagine a user launching Internet Explorer to access a web search engine such
as Bing. The Application layer accepts the data, and the Session, Presentation, and
Application layers work together to send the request to the Transport layer.

User Using Web Browser 8 Web Server

A

[ 7 Application } [ 7 Application ]

( 6 Presentation ] ( 6 Presentation ] ( Data )

[ 5 Session ) [ 5 Session ]
[ 4Transport ] [ 4Transport ] [ TCP hdr I Data ]
(Phar | [ 3Network | | | [ 3Nework | ||( IPhdr | )

MAC/LLC hdr 2 Data Link 2 Data Link MAC/LLC hdr
I ) [I ( M| ( I )

(
(

]
) SR L €

10101010111010001010101 ) || [ 1 Physical [ 1 Physical ]j (110101010111010001010101

FIGURE 3.3 Data traveling up and down the OSI Model
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The Transport later then adds a TCP header. This header will include port infor-
mation for the source and destination computers. Websites serve data using HTTP,
and HTTP uses port 80, so the destination port is set as port 80. TCP assigns a port
such as 49152 to Internet Explorer as the source port. The source port is to ensure
that the return traffic is returned to Internet Explorer to display the page provided
by the website.

At this point, you have two TCP ports assigned and added a part of the
TCP header:

» Destination port: 80
» Source port: 49152

Next, the IP addresses are added at the Network layer. The IP address of the
computer running the web server is added as the destination IP address, and
the IP addresses of the user’s computer is added as the source IP address. This
information is added as the IP header and combined with the TCP header and
the data. At this point, you have the following:

» Destination IP address and destination port: 80
» Source IP address and source port: 49152

Routers on the network use the destination IP address to route the packet to
the destination computer. When it arrives, the destination port is used to send
the data to the service, application, or protocol associated with the port.

When the packet reaches the network where the destination computer is located,
the Data Link layer discovers the MAC address of the destination computer. The
MAC address is then added to the packet so that the destination computer processes
the data.

The Physical layer converts the data into 1s and Os and places it on the wire. When
the data reaches the destination computer, the process is reversed. Information
at the different layers is stripped off, and it’s passed to the next layer.

In the example, the data will be passed to the service handling HTTP at the
Application layer. The user’s request is processed, and a web page is built and
sent back. The entire encapsulation process is repeated on the server and then
sent back to the computer that originally requested the data.

Packets and Frames

Although the terms packets and frames are often used interchangeably, this isn’t

entirely accurate. The actual name depends on the layer of the OSI Model.
Figure 3.4 shows the names of the encapsulated data at the different layers

of the OSI Model. Although there are multiple protocols throughout the OSI
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Notice how the
packet grows as it
travels down the OSI
Model. Lower lay-
ers add additional
information to the
previous layer.
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Segment has two
meanings. On a
physical network, it’s
a common connec-
tion between multiple
computers. On the
0SI Model, it’s the
data at layer 4.
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Model, this chapter has primarily focused on the TCP and UDP protocols on the
Transport layer (using port numbers) and the IP protocol (using IP addresses)
on the Network layer.

7 Application
6 Presentation

(Protocol Data Unit (PDU) ) {

Segment

Packet

Bits

( )
( )
( fame |
( )

FIGURE 3.4 Encapsulated data names

Protocol Data Unit (PDU) Data units at layers 5, 6, and 7 are called protocol
data units.

Segment At layer 4, the Transport layer, a TCP unit of data is called a segment.
Remember that data is divided into smaller segments at this layer. This layer
uses source and destination ports to identify the protocol, service, or application
that will process the segment.

Packet At the Network layer, a unit of data is called a packet. This layer uses IP
addresses to get the packets from the source to the destination.

Frame At the Data Link layer, a unit of data is called a frame. MAC addresses
are defined here.

Bits At the Physical layer, the data is simply bits, or ones and zeros.

Some sources identify a datagram as a unit of data on the Transport layer
(layer 4) using the User Datagram Protocol. Since Datagram is in the UDP name,
this makes a lot of sense. It implies that the terms segment and datagram are
interchangeable. However, official reference sources don’t support this usage. At
this point, you should be able to name each of the seven layers of the OSI Model
and their layer number. You should also be able to identify the location of various
protocols (such as TCP, UDP, and IP) on the OSI Model and the names of encap-
sulated data at different layers.
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WHAT ABOUT DATAGRAMS?

You may come across the term datagram in your studies. However, depending on
what source you use, the term datagram can mean different things. Conventional
sources indicate that a datagram is simply another name for a packet.

RFC 1594 (www. fags.org/rfcs/rfcl594.html) identifies a data-
gram as “A self-contained, independent entity of data carrying sufficient
information to be routed from the source to the destination computer without
reliance on earlier exchanges between this source and destination computer
and the transporting network.”

That’s a mouthful. What RFC 1594 is saying is that a datagram is on the
layer doing routing, which is layer 3, the Network layer. This implies that
the terms packet and datagram are interchangeable.

Ideally, you should be able draw a diagram similar to Figure 3.4 (without look-
ing at the diagram). If you can do it now, great, but it does take a little practice.
Use your favorite mnemonic (All People Seem To Need Data Processing, Please
Do Not Throw Sausage Pizza Away, or another one you've learned) to help.

Understanding the TCP/IP Model

The TCP/IP Model is a four-layer model created in the 1970s by the U.S. Department  [|EGTGTcTG
of Defense (DoD). It’s also called the DoD Model. The TCP/IP Model works similarly Note that the TCP/IP
to tbe OSI Model; it just has fewer layers. . . . M(:):el ‘:as cereate d

Figure 3.5 shows the four layers of the TCP/IP Model in comparison with the in the United States
OSI Model. for the DoD before

Notice that the layers on the TCP/IP Model correlate to layers of the OSI Model. ~ the OSI Model, and
The TCP/IP Application layer maps to layers 5, 6, and 7 of the OSI Model. The 1':::::; l:yof:el ‘I";;
TCP/IP Transport layer maps to layer 4 of the OSI Model. The TCP/IP Internet = ,q an international
layer maps to layer 3 of the OSI Model. The TCP/IP Link layer maps to layers 1 standard.

and 2 of the OSI Model.

Application Layer Protocols on this layer are used by applications to access The Transport layer
network resources. Protocols include DNS, SMB, HTTP, FTP, SMTP, POP3, e T T B8 (T
IMAP4, and SNMP. host-to-host layer.

Transport Layer Protocols on this layer control data transfer on the network K
by managing sessions between devices. The two primary protocols are TCP
and UDP.


http://www.faqs.org/rfcs/rfc1594.html
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The Link layer is

also known as the
Network Interface or
Network Access layer.
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TCP/IP MoODEL LAYERS

As you study different models, you may notice that there are different names
given to the TCP/IP Model layers.

Microsoft documentation typically labels these layers as Application, Transport,
Internet, and Link. For example, Microsoft online resources identified as prepa-
ration materials for the Microsoft Technology Associates (MTA) Networking
Fundamentals exam (98-366) use these labels. If preparing for this exam,
you should know these labels with these names.

Some networking textbooks label these layers as follows:
» Application
» Host-to-host
» Internet, Internetwork, or Internet Protocol
» Network Access or Network Interface

Many consider the IETF as the official source for these models and reference
RFC 1122 (http://tools.ietf.org/html/rfcll22) and RFC
1123 (http://tools.ietf.org/html/rfcll23). These docu-
ments identify the layers as follows:

» Application

» Transport

» Internet Protocol
> Link

Internet Layer Protocols on the Internet layer control the movement and rout-
ing of packets between networks. Protocols on this layer include IPv4, IPv6,
IGMP, ICMP, and ARP.

Link Layer This layer defines how data is transmitted onto the media. It
includes multiple protocols such as Ethernet, token ring, frame relay, and ATM.

Mapping Devices on the 0SI and TCP Models

The OSI and TCP/IP models are reference points for the devices used on your
network. These devices may include NICs, hubs, switches, routers, and firewalls.
Figure 3.6 shows these models with their associated network devices.


http://tools.ietf.org/html/rfc1122
http://tools.ietf.org/html/rfc1123

Mapping Devices on the O0SI and TCP Models

TCP/IP Model 0SI Model

e D £ N

| 7 Application |
| | 5 Session |

(Host-to-Host) 4Transport

[ Internet ] ( 3 Network )

Link | 2 Data Link |
(Network Interface
| 1 Physical |

or Network Access)

FIGURE 3.5 TCP Model

Devices on the lower levels (such as layer 1, the Data Link layer) have very little
intelligence. As you move up the layers, though, the devices are more and more
sophisticated. For example, an advanced firewall on the Application layer (layer 7)
can analyze traffic within a session and make decisions to block or allow the traffic.

TCP/IP Model 0SI Model

[ D £
' (

7 Application ) [ Proxy Servers, Advanced Firewalls ]

Application 6 Presentation
' 5 Session |

(Host-to-Host) ATransport

[ Internet J ( 3 Network ) ( Router, Layer 3 Switch )

Link (2Datalink ) | | (L Switch,Bridge NIC )
or Network Access)

(Network Interface (ﬁ Hub, Repeater (Amplifier),
1 Physical Modem, Cables, NIC

FIGURE 3.6 Mapping devices on the OSI and TCP/IP models
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Some hiring manag-
ers include basic
troubleshooting
questions about the
0SI Model and/or
TCP/IP Model during
interviews.

Chapter 3 e Understanding the OSI Model

A hub (on layer 1) is unable to make any decisions and simply transfers all
the data received on one port to all other ports of the hub. Switches (on layer 2)
learn which port computers are connected to and internally switch the traffic.
Routers (on layer 3) can talk to other routers and learn the best path to any sub-
net within a network.

If you can map devices to specific layers of the OSI or TCP/IP models, you will
be a better network troubleshooter. For example, consider a problem where a com-
puter is not communicating on the network.

There are multiple reasons why communication is not working. If there are no
green lights at the NIC card or switch, you may have a layer 1 problem. The physi-
cal connection has failed. This could be a faulty cable or faulty NIC. The NIC con-
nects to a hub or a switch, so the problem could also be a faulty network device or
faulty port on the network device.

If the NIC LED is not lit, it’s important to realize the problem is a layer 1 prob-
lem. There is no need to troubleshoot the configuration of TCP/IP, the operating
system, or the applications that are on different layers.

This is similar in concept to troubleshooting car problems. Imagine if you
turn the ignition key but nothing happens. There’s no sound, no clicking, noth-
ing. You probably won’t waste your time checking the oil or gas. The problem is
more likely with the battery or ignition system.

Physical Layer

Devices at the Physical layer are concerned only with the physical aspects of com-
munication—actual data transmission through physical connectivity. The Physical
layer does not understand logical addressing with IP addresses or physical address-
ing with the MAC addresses.

At the Physical layer, you will find cables, cable connectors, NICs, hubs, modem:s,
and amplifiers or repeaters.

The hub is a common device found at the Physical layer. It enables network
expansion by allowing multiple devices to be plugged into a central point. As a
layer 1 device, the hub is not aware of any addressing and ignores layer 2 MAC
addresses and layer 3 IP addresses. It simply passes data received on one port to
all other ports.

You may notice that NICs are listed on both the Physical layer and the Data
Link layer. A NIC provides simple feedback with a lit LED indicating that the
NIC is plugged in. This is a function performed at layer 1.

The NIC can also analyze traffic to determine whether received traffic is
addressed to the computer based on the MAC address. If the traffic is addressed
to the computer, the NIC processes the traffic and passes it to the internal
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processor. This process occurs on layer 2, making a NIC both a layer 1 and layer
2 device.

The modem is also found at layer 1 of the OSI. The modem is a modulator—
demodulator; it converts digital signals from your computer into analog signals
used over the telephone line. Demodulation is the conversion from an analog-
to-digital signal.

Repeaters and amplifiers are sometimes referred to as the same thing, but
there is a subtle difference. The repeater will regenerate a digital signal, and the
amplifier will regenerate an analog signal. Both boost single strength as it travels
along a cable, allowing a signal to travel further before reaching its destination.
For example, if a cable is only able to carry a signal 100 meters, you can put a
repeater between two 100 meter cables to extend the distance to 200 meters.

Data Link Layer

Devices on the Data Link layer include switches, bridges, and NICs. Switches and
bridges create separate collision domains.

Switch The switch is a layer 2 device that learns MAC addresses of devices
to segment traffic. These MAC addresses tell the switch which devices are con-
nected to which port within a subnet. The switch then internally switches traffic
to create separate collision domains.

Bridge The bridge learns the MAC addresses of devices that are connected to a
port similar to how a switch learns these MAC addresses. However, a bridge will
typically have multiple computers connected to each bridge port via a hub.

Network Interface Card The NIC is shared between the Data Link layer and
Physical layer. The NIC contains the layer 2 MAC address that is used at layer 2.
It analyzes traffic at this layer and determines whether the traffic should be pro-
cessed by the computer. If the traffic is addressed to the computer, it passes the
traffic to the central processor.

Network Layer

The router is the primary device on the Network layer. It routes packets based
on their logical IP address.

Routers route IP traffic to different subnets within a network. They can commu-
nicate with other routers using routing protocols such as RIP and OSPF. Routers
use these routing protocols to learn about multiple subnets within a network.

Layer 3 switches also operate on the Network layer. They are advanced switches
that have the ability to route traffic on layer 3 similar to how a router routes traffic.
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Although modems
aren’t common in
urban areas, they
are still popular
with rural users who
don’t have broad-
band connections.

Chapter 8 provides
much more depth
on basic layer 2 and
advanced layer 3
switches.

Chapter 9 covers
routers in more
depth, including how
they communicate
with other routers to
learn new routes.
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Chapter 11 covers
proxy servers and
firewalls in more
depth.
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Application Layer

Proxy servers and advanced firewalls work on the Application layer. They have the
ability to examine traffic and make decisions based on the content. For example,
a proxy server can block access to specific Internet websites based on the website
address.

Any firewall can block traffic based on source or destination data contained
within packets. Basic firewalls do this by blocking traffic based on IP addresses or
ports in each individual packet. Advanced firewalls can analyze multiple packets
within a session and make decisions to block or allow the traffic to continue.

Mapping Protocols on the OSI
and TCP/IP Models

It’s also important to understand where protocols operate on the OSI and TCP/IP
models. Figure 3.7 shows a mapping of many of the protocols introduced in this
chapter.

TCP/IP Model 0SI Model
[ 7 Application DNS, DHCP, LDAP, HTTP, FTRTFTP,
SNMP, SMTP. POP3, IMAP4, SMB
| 5 Session |
] 1 [
Transport
(Hose-to bt [ 4Transport | [ TCP, UDP )
I —1 I ‘
IPV4, IPV6, ARP,
[ Intemet | (3 Network | [ IGMP, ICMP IPSec, RIP, OSPF ]
| 1 [ -
Link [ 2DataLink | | [ Token Ring, Frame Relay, ATM |
(Network Interface
or Network Access) (1Physial ) | ( Ethernet )

A U 4
FIGURE 3.7 Mapping protocols on the OSI and TCP/IP models
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You probably don’t have a full grasp of the details of these protocols at this K
point. That’s expected. These protocols have only been introduced and mapped
. Chapter 4 covers
to the different layers. th .
. ese protocols in
As you move through the chapters in the book, you’ll learn much more about more depth.
these protocols. Return to these diagrams to remind yourself where the proto-
cols operate and where the devices operate.

THE ESSENTIALS AND BEYOND

In this chapter, you learned the basics of the OSI Model. The model is a framework, or set
of guidelines, used to develop and standardize networking protocols. This model has seven
layers known as the Application, Presentation, Session, Transport, Network, Data Link, and
Physical layers. The TCP/IP Model includes four layers: Applications, Transport, Internet, and
Link. Protocols and devices are designed to work on specific layers of the OSI and TCP/IP
models, and you learned the layers associated with specific protocols and devices.

ADDITIONAL EXERCISES

» Draw the OSI Model, and label the seven layers with their names and numbers.
» Identify the ASCII decimal codes for the phrase Networking Essentials.

» Draw the TCP/IP Model, and map its layers to the OSI Model.

» Map as many protocols as you can to the layers of the OSI and TCP/IP models.

To compare your answers to the author’s, please visit www. sybex . com/go/network-
ingessentials.

REVIEW QUESTIONS
The OSI Model has layers

2. Write down a mnemonic you use to remember the OSI Model.
3. True or false.TCP is a connectionless protocol.
4. What is a unit of data called at theTransport layer?

A. Packet C. Frame

B. Segment D. Protocol data unit (PDU)

5. Which of the following could be a valid MAC address for a server named Server 1?

A. Serverl C. A4-BA-DB-FA-60-AD
B. 192.168.1.5 D. G4-BA-10B-FA-60-AT

(Continues)


http://www.sybex.com/go/network-ingessentials
http://www.sybex.com/go/network-ingessentials
http://www.sybex.com/go/network-ingessentials
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THE ESSENTIALS AND BEYOND (Continued)

6. IPv4 operates on the layer of the OSI Model.
7. List the protocols that operate on the Transport layer of the OSI Model.

8. True or false. Devices that operate on layer 7 of the OSI Model are more intel-
ligent than devices that operate on layer 1.

9. Routers operate on which of the following layers of the OSI Model?

A. Layer1l D. Layer4
B. Layer2 E. None of the above
C. Layer3
10. Proxy servers operate on which of the following layers of the OSI Model?
A. Layerl D. Layer4
B. Layer2 E. None of the above

C. Layer3



CHAPTER 4

Core TCP/IP Protocols

An important part of understanding networking is understanding net-
working protocols. TCP/IP is the primary protocol suite used in networks
today, including the Internet. TCP and UDP are two important protocols that
are integral to most networking communications, but there are many more.

This chapter presents many of the more popular protocols with a high-
level overview of these protocols and their purpose. It’s important to under-
stand the basics of TCP and UDP, such as which one is connection-oriented
and which is connection-less. However, you don’t need in-depth knowledge
of the common protocols other than understanding their primary purpose.
Many common protocols also use specific ports identified as well-known
ports. You should also have a good understanding of how ports work and
the well-known ports used with specific protocols.

Understanding TCP and UDP
Exploring Common Protocols

Understanding Ports

Understanding TCP and UDP

Transmission Control Protocol (TCP) and User Datagram Protocol (UDP) are
the two primary protocols used to transport data across a network. They both
operate on the Transport layer of the OSI Model, but they have distinctive
differences.

The primary difference between these two is the delivery mechanism. TCP
provides guaranteed delivery with acknowledgments, sequence numbers, and
flow control. UDP provides best-effort delivery without a guarantee.

Chapter 3 introduced these two protocols with two important points:

TCP Is a Connection-Oriented Protocol TCP starts with an established ses-
sion using a three-way handshake process. This three-way handshake ensures
a connection is established before data is transmitted.

UDP Is a Connection-less Protocol UDP sends data using a best-effort method.
It doesn’t establish a session, so it doesn’t provide guaranteed delivery.
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The last section of
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These TCP and UDP
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cation protocols.
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single binary bit set
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Application protocols use TCP, UDP, or both to transfer application data. These
protocols are identified using logical ports. For example, HTTP uses TCP port 80.
When a system receives data using TCP port 80, it is processed as HTTP.

Exploring TCP

TCP provides guaranteed delivery by starting with the three-way handshake
process shown in Figure 4.1. Imagine that Sally’s computer wants to transfer
information to Bob’s computer. Before the data transfer starts, the computers
establish a connection with each using this three-way handshake.

Sally 0 > Bob
El - SYN / ACK @ @l
=< 0 ACK <=

>
>

~_ DataTransmitted After Session Established.

Y

FIGURE 4.1 TCP handshake process

Sally’s computer starts by sending a packet with the synchronize (SYN) flag set.
When Bob’s computer receives the packet, it responds with another packet with
both the SYN and the acknowledge (ACK) flags set. Sally’s computer then com-
pletes the three-way handshake by sending a third packet with the ACK flag set.

At this point, both computers have an established session. They both have assur-
ances that the other computer is operational and they are able to communicate
with it. Data is then transmitted between the two computers after the session is
established.

You can compare this to using different methods to get a message to a friend.
One way is to make a phone call. This also uses a three-way handshake process,
as follows:

1. Sally initiates the phone call to Bob.

2. Bob answers the call with “Hello, this is Bob.” Sally recognizes Bob’s
voice and knows it’s him.

3. Sally says “Hi. This is Sally.” Bob recognizes Sally’s voice and knows
it’s her.

Figure 4.2 illustrates the three steps of the phone call.
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Sally

o Bob
g “Hello. This is Bob.” @)
Q@ “Hi.This is Sally.” N

>

@ Initiate Phone Call

__ Conversation Starts After Phone Connection Established.

< >

FIGURE 4.2 Phone call uses a similar handshake process

Admittedly, the phone call may not be so formal between two friends. With
caller ID, Bob may recognize Sally right away and just say something like “Yo!”
Still, the conversation doesn’t start until the phone connection is established.

Of course, in a conversation, both people talk. If you were talking to a friend,
you'd expect your friend to occasionally acknowledge what you're saying with
agreement or comments. You can’t just talk for an hour without your friend say-
ing anything back. At least I hope not! Instead, you pass on your information in
separate pieces.

TCP also divides the data into smaller segments. For example, the data could
be a 1 MB file. TCP could divide this file into 250 segments that are 4 KB. These
4 KB segments can travel over the network more efficiently than a single 1 MB
file. TCP uses sequence numbers to track these segments.

When the data is segmented, each separate segment is assigned different sequence
numbers such as 1 through 250. The receiving computer then receives each of these
segments and uses these sequence numbers to put the data back together in the cor-
rect order.

However, the sending computer doesn’t just throw all of these segments onto
the network and hope the other computer receives them. TCP coordinates this
process between the two computers.

Imagine that Sally wants to download music from Bob’s computer. The TCP
handshake process starts the process. Next, the two computers decide on how
big the individual segments can be and how many segments can be sent between
acknowledgments. The number of segments that can be sent at a time is the TCP
sliding window.

Figure 4.3 shows the two computers with an established session. They have
negotiated a segment size of 1500 bytes and a sliding window of 3. When Sally’s
computer receives three segments, it verifies the data is intact and then sends an
acknowledgment (ACK) message. Bob’s computer then sends three more segments.

If even a single bit is lost in the transmission, the data in the segment is no
longer valid. TCP uses an error checking process called a cyclical redundancy
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Because UDP doesn’t
use the guaranteed
delivery mechanisms
of TCP, it is referred
to as unreliable.
Also, it doesn’t
check for out-of-
order messages.
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check (CRC). This CRC verifies the data is intact in each segment. If the three
segments are received without errors, Sally’s computer sends an ACK packet
saying “Give me three more.”

SYN _
Sally ~ Bob
El ‘ SYN - ACK @l
< ACK .S
Sliding Window of 3
<« 1500 Bytes
— 1500 Bytes
<«— 1500 Bytes
ACK

>
>

FIGURE 4.3 TCP sliding window

However, if any of the segments are missing or corrupt, Sally’s computer sends
a negative acknowledge (NACK) packet instead, requesting the missing or corrupt
segment. If the sending computer receives a NACK, it retransmits the segments in
the sliding window. Eventually, Sally’s computer will receive all the segments and
be able to reassemble them into the original MP3 file sent by Bob’s computer.

Exploring UDP

UDP is a best-effort protocol. Delivery is not guaranteed like it is with TCP,
but UDP will do its best to get data to its destination. UDP does not use a three-
way handshake. It simply sends the data to the destination.

Imagine you have a message you want to get to your friend as soon as pos-
sible. You could call, but what if your friend doesn’t answer? You could leave a
message. You could send a text message. You could even send a letter through
the regular mail. However, none of these methods provides any assurance that
your message was received. Still, you are making a best effort to pass on the
message, and these methods normally work.

This is exactly what UDP does. It makes a best effort to pass on messages, but it
doesn’t have any of the overhead of TCP. UDP doesn’t use the TCP three-way hand-
shake process to establish the session. It doesn’t use periodic ACKs and NACKs to
verify data was transmitted or request retransmissions of corrupt data.

A logical question comes to mind. If UDP is unreliable, why is it used? The reason
is that some data doesn’t need guaranteed delivery. In addition, some data trans-
missions are slowed down by the extra overhead required by TCP.
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For example, streaming media such as streaming audio, streaming video, and
Voice over IP (VoIP) all use UDP. These methods frequently lose packets here and
there, but the overall message is still received. Have you ever watched a video
online? It may occasionally be jumpy or miss some of the audio. This is because
UDP is used and some of the packets are lost. Still, you're able to get the overall
message.

If TCP was used instead, the transmission would be a lot slower. If you needed
to ensure that you received the full video, you may be able to download the actual
video file, instead of having it streamed to you. The file download would use TCP,
and the entire file would be intact.

Even though UDP does not verify a connection before sending data or include a
check for out-of-order messages, it does validate the data. UDP does use a check-
sum similar to how TCP uses a checksum. The checksum can indicate to the
receiving computer that the data has been modified (perhaps by just dropping a
single bit) and isn’t valid.

Exploring Common Protocols

TCP and UDP are primary protocols used for data transmission. However, several
other protocols are important to understand. Chapter 2 introduced many of these
protocols and listed the OSI layer where they operate. This section provides a
deeper explanation of them.

The protocols used in this section are commonly used within Microsoft networks
and/or on the Internet.

Address Resolution Protocol

The Address Resolution Protocol (ARP) uses broadcast transmissions to identify
the Media Access Control (MAC) address of computers.

The IP address routes the traffic to the correct subnet. When the destination
subnet is reached, the ARP protocol broadcasts the IP address to all computers
on the subnet, as shown in Figure 4.4. This ARP broadcast asks, “Who owns this
IP address?”

Each computer that receives the ARP broadcast looks to see whether it has
the broadcasted IP address. If so, the computer responds with its MAC address.

When a computer resolves a MAC address using ARP, it stores it in a cache for
two to ten minutes, depending on the operating system. If it wants to communi-
cate with the computer again, it doesn’t have to send another ARP broadcast to
get the MAC address but instead retrieves it from cache.
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—J
“Who owns this [P?” “Here’s my MAC”
IP 192.168.1.11 255.255.255.0 IP 192.168.1.11 255.255.255.0
MAC: FF-FF-FF-FF-FF-FF MAC: 00-03-FF-9C-02-00

FIGURE 4.4 ARP translates the IP address to a MAC address.

The ARP protocol is part of the TCP/IP protocol suite, but there is also a com-
mand-line tool named arp. You can view the ARP cache from the command
line by following these steps in a Windows system:

1. Click Start > Run.
2. Type cmd in the Run box, and press Enter.

3. At the command prompt, type arp -a, and press Enter.

Figure 4.5 shows the arp command (specifically arp -a) used to show the
contents of the ARP cache.

= Administrator: Command Prompt

icrosoft Windows [Version 6.0.68811
opyright <{c> 28086 Microsoft Corporation. All rights reserved.

NUserssAdministrator>arp —a

Interface: 192.168.1.18 —— Bxa
Internet Address Physical Address Type
192.168.1.11 Be-83-ff-9c-82-00 dynamic

:NUsers~administrator) j

FIGURE 4.5 Viewing the ARP cache

Hypertext Transfer Protocol

Hypertext Transfer Protocol (HTTP) defines how files on the World Wide Web
(WWW) are formatted, transmitted, and rendered in web browsers. Figure 4.6
shows Internet Explorer accessing the site bing.com. The address bar shows
the Uniform Resource Locator (URL) as http://www.bing. com.

Some sites use encryption to protect the data transmission. For example, if
you purchase something over the Internet, you'll provide information such as
your name, address, and maybe credit card data. This needs to be protected as it
goes over the Internet. HTTP over Secure Sockets Layer (SSL), or HTTPS, pro-
vides this protection.


http://www.bing.com
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FIGURE 4.6 Web browser accessing a web page with the URL

You can tell whether HTTPS is being used from the URL. Instead of HTTP, it
will list it as HTTPS. Additionally, most web browsers include a lock icon some-
where on the page. For example, Internet Explorer 8 shows a lock icon at the
end of the URL.

If HTTPS is not in the URL or the lock icon is not displayed, information you
enter and submit to websites can be intercepted and read by eavesdroppers on
the Internet.

HTTP uses TCP port 80 by default. HTTPS uses TCP port 443.

File Transfer Protocol

File Transfer Protocol (FTP) is used to upload and download files to and from
computers on the Internet and within some internal networks. FTP uses TCP
for guaranteed delivery of the files.

You can access FTP from the command prompt from many operating systems
such as Windows 7. Get commands can download files, and Put commands
upload files. Windows Explorer provides some basic FTP functionality including
drag-and-drop features. However, there are applications that make the process
much simpler. Figure 4.7 shows an FTP application named FileZilla, which is
available for free. It’s easy to use and can manage the upload and download of
multiple files at a time.
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FIGURE 4.7 Using FileZilla to upload and download files

In the figure, a publisher is hosting a website used by authors, editors, and
graphics artists to upload and download files to collaborate on a book. The con-
tributors on the book can be located around the world yet share their files as
easily as if they worked side by side.

FTP clients such as FileZilla allow you to browse the folders on the destination
computer. You can then pick what files you want to upload or download. Most
FTP clients allow you to simply right-click a file and select to upload or down-
load depending on what you’re trying to do.

Most FTP servers require you to have an account with a password before you
can upload files. This prevents malicious users from filling the FTP server with
unwanted data. Additionally, FTP sites can limit permissions so that accounts
can open and upload files only to certain folders but not others.

However, many FTP servers allow you to download data anonymously. You can
use an account name of “anonymous” and then use an email address as a pass-
word. The email address is not verified to determine whether it’s real, but it is often
checked to ensure it’s in the format of an email address. For example, d@g.comis a
valid format for an email address but it isn’t an actual email address. You could use
d@g. com as a password for some FTP servers.
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Trivial File Transfer Protocol

Trivial File Transfer Protocol (TFTP) is a scaled-down version of FTP. TFTP uses
UDP as its transport protocol, which reduces overhead and keeps traffic to a min-
imum. In contrast, FTP uses TCP, providing guaranteed delivery of the files.

Network administrators often use TFTP when transferring configuration files to
network devices such as routers and switches. TFTP should not be used to com-
municate with FTP servers on the Internet because of its lack of data security
features.

Telnet

Telnet is a command-line interface that allows bidirectional communication with
network devices and other systems on the network. As a command-line interface,
all commands are typed at a command prompt instead of using point-and-click
methods within a Windows graphical user interface (GUI).

One of the benefits of Telnet is that it allows terminal emulation. In other words,
you can connect to a Telnet server remotely, and it acts as though you are sitting
right in front of the server accessing the local terminal. Telnet sessions include a
Telnet server, a Telnet client, a Telnet window on the client (usually a command
prompt) for issuing commands and viewing data on the server, and the Telnet pro-
tocol that transfers the commands between the two.

Remote Desktop Services

Microsoft Windows servers include Remote Desktop Services (RDS) as an addi-
tional role. An RDS can host applications or entire desktops that are accessible
to users on the network.

For example, a client with limited processing power could connect to an RDS
server and run Windows 7 from the server. Even though the Windows 7 desktop
is running on the server, the end user has full access to all of the Windows 7
capabilities on the older computer.

Similarly, a user running Windows 7 system might need to run a legacy appli-
cation that is not compatible with Windows 7. The RDS server could host the
application, and the user could then run the application from the server without
having any compatibility problems.
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RDS uses the Remote Desktop Protocol. This is the same protocol used by
Windows 7 for Remote Assistance. Remote Assistance allows a help-desk profes-
sional to take control of an end user’s desktop (with permission) and provide
assistance. RDS uses TCP port 3389.

Secure Sockets Layer

SSL is an encryption protocol used for a wide assortment of purposes. As men-
tioned previously, SSL protects HTTP as HTTPS. SSL provides security in several
key areas:

Confidentiality Secret data is protected from unauthorized disclosure through
encryption. SSL encrypts data into cipher text to ensure that secret data remains
secret.

Integrity Unauthorized users should not modify data. If they do, the data loses
integrity and can no longer be trusted as valid. SSL helps ensure integrity by
checking the data at different points to ensure it has not been modified.

Authentication Users and computers need to prove who their identity. Based
on their identity, access is granted or denied based on access controls such as
permissions. However, the first step is authentication.

SSL uses digital certificates for confidentiality, integrity, and authentication.
The digital certificate is a file that includes data used to encrypt the data for con-
fidentiality. It also includes basic information to prove the identity of the certifi-
cate holder.

In recent years, many VPNs have emerged using SSL as a tunneling protocol.
SSL-based VPNs have the advantage of being able to be used via a web browser
rather than requiring a separate VPN client program.

Transport Layer Security

Transport Layer Security (TLS) is another security protocol, similar to SSL. It
can also provide confidentiality, integrity, and authentication. RFC 2246 defined
TLS in 1999, and TLS is designated as a replacement for SSL.

It’s interesting to note that even though TLS came out more than 10 years ago
as a replacement to SSL, it still hasn’t replaced it. SSL is still going strong. Part
of the reason for this is that SSL is a strong security protocol.
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DiGITAL CERTIFICATES, PKI, AND CAsS

In the simplest terms, a digital certificate is just a file stored on a computer.
However, this file has a lot of support behind it. Specifically, a Public Key
Infrastructure (PKI) includes several elements to support digital certificates.

One of the core elements of a PKl is a certificate authority (CA). A CAis an
organization or a service that issues, manages, and validates digital certifi-
cates. Many CAs operate on the Internet, and CAs can also operate on internal
networks. If an entity (such as a user or computer) needs a certificate, the
entity proves their identity to the CA and provides other information (and
often money). The CA then issues a certificate.

This certificate helps verify the entity’s identity and helps with other uses such
as encryption and integrity. When the certificate is presented to a third party,
the third party can then query the CA to verify the certificate is valid.

For example, a website can purchase a certificate from a CA. When a user
application (such as Internet Explorer) visits the website, the certificate is
passed to the application. The application then queries the CA to verify the
certificate is still valid. If so, a secure HTTPS session is created using data
from the certificate.

Several protocols can use either SSL or TLS for security. For example, the
Lightweight Directory Access Protocol (LDAP) can use either TLS or SSL for
security.

Secure Shell

Secure Shell (SSH) is an encryption protocol that creates a secure encrypted ses-
sion that can be used by other protocols. For example, SFTP is FTP encrypted
with SSH. SSH has replaced Telnet in many applications. Telnet transfers data
in clear text, while SSH encrypts the data. SSH is more secure than Telnet and
more suitable for use on the Internet.

PuTTY (pronounced pufty) is an example application built on SSH. PuTTY is a
free terminal emulator program that encrypts traffic with SSH. Many adminis-
trators use PUTTY to manage network devices such as routers and switches.
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Internet Protocol Security

Internet Profocol Security (IPSec) is another encryption protocol used to encrypt
traffic traveling over a network. IPSec provides two primary services:

Authentication IPSec uses an authentication header (AH) to prove the identity
of the sender. This provides assurances to the computer receiving the traffic that
it was sent by a known computer.

Encryption IPSec uses Encapsulating Security Protocol (ESP) to encrypt traf-
fic. Only authorized users or computers are able to decrypt and read the traffic.

IPSec also provides integrity. The receiving computer is assured that the data
was not changed in transit.
Both IPv4 and IPv6 support IPSec. It uses one of two modes:

Tunnel Mode IPSec encrypts the entire IP packet (both data and headers). It
encapsulates the original encrypted packet within another IP packet and then sends
it across the network. Virtual private networks (VPNs) use tunneling to protect the
data. The L2TP/IPSec tunneling protocol is one of the popular VPN protocols.

Transport Mode Only the data is encrypted instead of the entire packet. The source
and destination data (such as the IP addresses) within the packet are not encrypted.
Transport mode is commonly used to encrypt data within internal networks.

Simple Mail Transfer Protocol

Simple Mail Transfer Protocol (SMTP) is the primary protocol used to deliver
email over the Internet and within internal networks. Email servers use SMTP to
send and receive email between each other. Additionally, user systems use SMTP
to send email to SMTP servers.

Figure 4.8 shows how SMTP is commonly used. You could be using an email appli-
cation such as Microsoft Outlook. This allows you to connect with an email server
to send your email. The email server receives the email and then sends and receives
email with other email servers.

/—:—:
—_— N >
(" email |—

End Email Email
User Server Server

FIGURE 4.8 SMTP used to send and receive email
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Of course, this brings up a question. If SMTP is used to send email to the server
from the end user’s computer, how does the end user receive email? Glad you asked.

It depends, but the two common ways that end user’s receive email are via a
Post Office Protocol (POP) server or an Internet Message Access Protocol (IMAP)
server. POP and IMAP are discussed in the next two sections.

Post Office Protocol v3

Post Office Profocol v3 (POP3) is a common protocol used to retrieve email from
an email server. The current version is POP3.

As an example, you may use Microsoft Outlook (or another email client) for
email at a home computer. You connect to the Internet via an Internet service
provider (ISP), and the ISP provides you with email access. When you first config-
ure your email client, you configure it with the name of the POP3 server and the
address of an SMTP server. Your computer sends email using the SMTP server, and
it receives email using the POP3 server.

The ISP’s POP3 server receives email addressed to you and stores it there until
you connect to the Internet and contact the server. When you connect to the
server, it will then send all your email to your computer. Once your computer
receives this email, it’s typically removed from the POP3 server.

Internet Message Access Protocol

Internet Message Access Protocol (IMAP) is another popular email protocol. It
is more commonly used on internal networks rather than on the Internet. The
current version is IMAPA4.

The primary difference between POP3 and IMAP4 is that messages are not auto-
matically downloaded to the client, and they can be retained on the server with
IMAP4. An IMAP4 server allows users to view email message headers individually.
They can then choose which email to open. For example, if a user is connected
with a slow connection, they can choose to postpone opening an email with a large
attachment.

Since messages can be retained on the IMAP server, users can access the server
from any computer in the network and still have access to the same email. This is
different from a POP3 server that downloads the messages to the user’s computer
when they connect. With a POP3 server, if they access the server with a different
computer, the older messages are no longer on the server.

IMAP is useful for workers who roam the network and don’t have a single com-
puter they use all the time. The worker can connect to the IMAP server from any
computer and access email on the server.
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IMAP also gives users the ability to manage their email in folders. When the
email is retained on the IMAP server, users can move email into different folders
based on their preferences.

Lightweight Directory Access Protocol

I  Lightweight Directory Access Protocol (LDAP) is the protocol used to query direc-

RFC 4510 defines
the latest version of
LDAP, which is LDAP
version 3.

tories such as Microsoft’s Active Directory Domain Services (AD DS). LDAP is
derived from the Directory Access Protocol (DAP), which is part of a larger stan-
dard known as X.500.

It’s easy to confuse the term directory since it has two meanings with comput-
ers. A directory can be a domain directory in the context of LDAP. A directory can
also be a folder on a disk drive, which has nothing to do with LDAP.

Domain Directory A domain directory is a database of objects such as users,
computers, and groups. Administrators use the domain to manage users and
computers. Figure 4.9 shows Active Directory Users and Computers (ADUC) for
a domain named Wiley.com. The Servers organizational unit is selected, and you
can see several servers within the domain. Administrators use ADUC to manage
the domain, and ADUC uses LDAP to query the AD DS database.
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FIGURE 4.9 Active Directory Users and Computers

Disk Drive Folders You can explore Windows disk drives with Windows Explorer.
Drives have folders that are also called direcfories. These folders have nothing to do
with LDAP. Instead, these folders or directories are only on disk drives.

Although LDAP is integral to a Microsoft domain, it is also used in other non-
Microsoft domains. Its purpose is the same, though. LDAP allows individuals to
query the directory to locate and manage resources within the domain.
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By default, LDAP transmits data across the network in clear text. Tools such as
protocol analyzers or sniffers allow people to capture this data and read it. This
is commonly known as eavesdropping and is similar to a person listening in on
another person’s private conversation.

Secure LDAP (SLDAP) uses SSL or TLS to prevent attackers from using sniffers
to capture the data. Additionally, secure LDAP uses digital certificates for authen-
tication. This ensures that computers communicating with each other with secure
LDAP prove their identity prior to transferring data to each other.

LDAP uses TCP port 389 by default. SLDAP uses TCP port 636.

Kerberos

Kerberos is the primary authentication protocol used within a Microsoft domain |G
and is managed as part of Active Directory. It was developed at the Massachusetts
. . . . . Authentication is
Institute of Technology and is used in other non-Microsoft domains. used to prove iden-
The name Kerberos comes from Greek mythology. Kerberos was the three-headed iy, For example, a
dog that guarded the gates of Hades. Instead of guarding Hades, Kerberos is now user could provide a
helping to guard the secrets within Active Directory. username and pass-
Kerberos uses a complex process of issuing time-stamped tickets to users after a;’t:::::f;z?:cate
they log on. In simple terms, user accounts present these tickets when they try ’
to access resources such as a file or folder. If the tickets are valid, access to the
resource is granted. This is similar to you purchasing a ticket to watch a movie.
If you have the ticket, you can get in. If not, access is blocked.
These Kerberos tickets need to be protected so that only specific user accounts
can use tickets issued to them. Kerberos uses symmetric cryptography to encrypt
the tickets.
Kerberos uses TCP port 88 by default.

Point-to-Point Tunneling Protocol

Point-to-Point Tunneling Profocol (PPTP) is a VPN protocol. It provides a secure
connection over a public network such as the Internet. PPTP is primarily used
in Microsoft networks.

The Point-to-Point Protocol (PPP) is used for dial-up networking. PPTP extended
PPP to make it useful for VPNs. The Microsoft Point-to-Point Encryption (MPPE)
protocol encrypts the PPTP traffic. PPTP uses port 1723.

Layer 2 Tunneling Protocol

Layer 2 Tunneling Protocol (L2TP) is another tunneling protocol used with VPNs.
It’s a combination of the Layer 2 Forwarding (L2F) protocol from Cisco and PPTP
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from Microsoft. However, L2TP is a standard used by more than just Cisco and
Microsoft. IPSec is used with L2TP (as L2TP/IPSec) to provide security for the VPN
connection.

L2TP uses UDP port 1701 by default.

Simple Network Management Protocol

Simple Network Management Profocol (SNMP) is a management protocol used
to manage network devices such as routers and switches. Many different applica-
tions are available that use SNMP.

One way this is done is by installing SNMP agents on the network devices.
The SNMP agents detect when specific events occur and generates a trap mes-
sage to report back to a primary server to collect the information. Microsoft’s
System Center Operations Manager (SCOM) is an example of a server applica-
tion used to monitor the health of devices on the network.

SNMP uses UDP port 161 by default. Since most of the traffic is diagnostic in
nature to check the health of the devices, the guaranteed delivery of TCP is not
required.

Internet Group Multicast Protocol

Internet Group Multicast Protocol (IGMP) is used for multicast transmissions. As
a reminder, unicast transmissions go from one computer to one other computer.
Broadcast transmissions go from one computer in a subnet to all other comput-
ers in a subnet. Multicast transmissions go from one computer to a select group
of other computers.

There is a specific range of multicast addresses known as Class D addresses.
Valid multicast addresses are in the range of 224.0.0.0 through 239.255.255.255.
IGMP is used with IPv4. IPv6 uses other methods for group multicasting.

Multicasting is commonly used for audio and video transmissions, including dif-
ferent types of video teleconferencing. One computer creates the multicast session
using a valid multicast IP address. Other computers can then join the multicast

group.

Internet Control Message Protocol

Internet Control Message Protocol (ICMP) is a core protocol used to send error
messages. Operating systems use ICMP to communicate the availability or unavail-
ability of services. Additionally, troubleshooting tools such as Ping, PathPing, and
TraceRt use ICMP to transfer data. ICMP functions at the Network layer of the
OSI model and IP directly.
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Understanding Ports

Both TCP and UDP use logical port numbers to identify the contents of a packet.
These port numbers help TCP/IP get the packet to the application, service, or
protocol that will process the data once it arrives at the computer.

As an example, consider a home user who uses an ISP for access to the Internet
including email. The user uses Microsoft Outlook to send and receive email, and
Microsoft Outlook has been configured with the IP address of both an SMTP
server and a POP3 server, as shown in Figure 4.10.

g SMTP port 25

Server
Computer Using \\
Microsoft Outlook
for Email POP3 port 110
POP3
Server

FIGURE 4.10 Using ports to send and receive email

Sending and receiving email are two separate processes. The following steps
outline the process for sending SMTP email:

1. The client computer sends the email to the SMTP server with a desti-
nation port number of 25.

2. The client computer assigns itself a random unused source port num-
ber, such as 49152, and maps it to Microsoft Outlook for SMTP.

3. When the SMTP server receives the data from the client, it recognizes
the destination port 25 as SMTP. It then forwards the data to the ser-
vice handling SMTP.

4. After the email is received, the server sends back an acknowledgment
to the computer using port 49152 to confirm the email was received.

5. When the computer receives the packet with port 49152, it sends it
to the Microsoft Outlook application. Outlook then moves the email
from the Outbox to the Sent folder.
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A similar process is used when the computer wants to download email from
the POP3 server:

1. The computer sends a request to the POP3 server with a destination
port number of 110.

2. The computer assigns itself a random unused source port number,
such as 49153, and maps it to Microsoft Outlook for POP3.

3. When the POP3 server receives the request, it recognizes the desti-
nation port 110 as POP3. It then forwards the request to the service
handling POP3 requests.

4. The POP3 server then sends email to the client using port 49153.

5. When the computer receives the data with port 49153, it sends it to
the Microsoft Outlook application. Outlook then moves the email
into the Inbox folder.

While the preceding steps showed the process for SMTP and POP3, similar
processes are used for many different applications. The IP address gets the packet
to the destination computer. The port is then used to get the packet to the cor-
rect applications, service, or protocol on the target computer.

I There are a total of 65,536 TCP ports and 65,536 UDP ports. The Internet
IANA also oversces Assigned Numbers Authority (IANA) assigns port numbers to protocols. It has
the assignment of divided the ports into different ranges, as shown in Table 4.1. You can view a list
public IP addresses of all ports assigned by TANA at www. iana.org/assignments/port-numbers.

on the Internet.
TABLE 4.1 Portranges for well-known, registered, and dynamic ports

Port names Port numbers Comments

Well-known ports 0 through 1023 These ports are associated with spe-
cific protocols or applications. Ports
and protocols in the well-known port
range are registered with IANA.

Registered ports 1024 through 49,151 Some of these ports are registered
with IANA for specific protocols, but
this is not required. Computers can
assign unused ports in this range for
applications.

Dynamic ports 49,152 through 65,535 These ports are not registered with IANA
and may be used for any purpose.
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Controlling Port Traffic with a Firewall

In addition to using ports to get packets to the right protocol, application, or ser-
vice, ports are also used to control traffic in a network. Firewalls can block traffic
based on the TCP or UDP ports they are using.

For example, consider a network that wants to prevent any FTP traffic from being
used on the network. FTP uses ports 20 and 21. Figure 4.11 shows how a firewall
can block FTP traffic. If the firewall receives any packet with either a source or des-
tination port of 20 or 21, the firewall simply doesn’t route the packet.

Internal

Network
Firewall Drops All Internet
Packets to or From
Ports 20 and 21
Ny

FIGURE 4.11 Using a firewall to block traffic based on ports

Mapping Internally Used Ports and Protocols

Microsoft networks use several different ports and protocols on internal networks. || EGTGNG
You should have a good understanding of what these ports and protocols are, as

shown in Table 4.2. Most protocols use either TCP or UDP, but some (such as DNS) Chapter 10 covers

DNS along with
use both. other name resolu-
tion methods. Name
TABLE 4.2 Commonly used ports resolution resolves
computer names to
Port TCP or UDP Protocol Comments IP addresses.
20, 21 TCP FTP File Transfer Protocol.
22 TCP SSH Secure Shell.
23 TCP Telnet Can be secured with SSH.
25 TCP SMTP Simple Mail Transfer Protocol. Used to
send email.
110 TCP POP3 Post Office Protocol. Used to receive email.

(Continues)
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TABLE 4.2 (Continued)

Port TCP or UDP Protocol Comments

143 TCP IMAP4 Internet Message Access Protocol. Used
when email stored on server.

80 TCP HTTP Hypertext Transfer Protocol. Used for
web pages.

443 TCP HTTPS Secure HTTPS. Commonly uses SSL for
security.

53 TCP/UDP DNS Domain Name Service. Used to resolve

names to IP addresses.

88 TCP Kerberos Primary authentication protocol used by
Active Directory.

389 TCP LDAP Lightweight Directory Access Protocol
(LDAP). Language used to communicate
with Active Directory.

636 TCP SLDAP Secure LDAP. Uses SSL or TLS to encrypt
LDAP communications.

161,162 UDP SNMP Simple Network Management Protocol.
Used to manage network devices such as
routers and switches.

3389 TCP Remote Remote Desktop Services are used for
Desktop remote assistance and remote desktops
Services in a Microsoft network.
1723 TCP PPTP Point-to-Point Tunneling Protocol. Used
in VPNs.
1701 UDP L2TP Layer 2 Tunneling Protocol. Used in VPNs.

One of the primary reasons you need to know the ports is for configuring firewalls.
You can create firewall rules or exceptions to allow or block the traffic based on the
port. Firewall administrators have these ports memorized.
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THE ESSENTIALS AND BEYOND

TCP and UDP are two primary protocols used to transport data across networks. TCP is
connection-oriented and provides guaranteed delivery. UDP is connection-less and uses
a best-effort delivery method. Many other application protocols are used within TCP/IP
for a wide variety of purposes including email, web pages, encryption, interaction with
Active Directory, and more. Application protocols use logical TCP and UDP ports for
identification. IANA designates the port numbers for specific applications, and the first
1024 ports are known as well-known ports.

ADDITIONAL EXERCISES

» Draw the handshake process used by TCP.

> List two protocols used within a Microsoft domain with Active Directory.
> View the ARP cache.

> List the ports used by the three email protocols.

To compare your answers to the author’s, please visit www.sybex.com/go/
networkingessentials.

REVIEW QUESTIONS

1. Which of the following protocols is considered connection-oriented?
A. UDP C. ARP
B. TCP D. DHCP

2. True or false. UDP traffic accepts the loss of some data.

3. What type of traffic commonly uses UDP? (Choose all that apply.)
A. Streaming audio C. HTTP traffic
B. Streaming video D. Voice over IP

4. What is used to resolve an IP address to a MAC address?
A. DNS C. ARP
B. TCP D. ICMP

5. List three commonly used protocols for email.

6. L2TP is one of many tunneling protocols used for VPNs. What is used to encrypt
L2TP traffic?

(Continues)
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THE ESSENTIALS AND BEYOND (Continued)

7. The protocol is used to manage multicast transmissions.
8. What port is used by RDS?

A. 389 C. 1701
B. 636 D. 3389
9. What port is used by LDAP?

A. 25 C. 1723
B. 389 D. 3389
10. What port is used by Kerberos?

A. 25 C. 88
B. 80 D. 443



CHAPTER 5

Exploring IPv4

IPv4 addresses are the most common types of addresses used on the Internet
and in internal networks today. It’s important to understand the components of
an IPv4 address so that you can easily troubleshoot basic problems when a com-
puter has been misconfigured.

Large organizations often divide the network into subnets, and one of the
rites of passage for networking is to understand how subnetting works. You
don’t have to be a master at subnetting, but you should understand the basics.

Most organizations also use the Dynamic Host Configuration Protocol (DHCP)
to automatically assign IP addresses and other TCP/IP configuration information.
Although this normally works well, it occasionally fails. When a client can’t reach
a DHCP server, it gives an obvious telltale sign—if you know what to look for.

Exploring the components of an IPv4 address
Exploring an IPv4 address in binary
Subnetting IPv4 addresses

Comparing manual and automatic assignment of IPv4 addresses

Exploring the Components of
an IPv4 Address

Internet Protocol version 4 (IPv4) has been the standard IP addressing scheme
since the 1980s. It’s used to get TCP/IP traffic from one computer to another
computer over a network. All computers on the Internet have unique IP
addresses. As long as the IP addresses are valid, any computer can reach any
other computer on the Internet with this IP address.

Similarly, internal networks also use IP addresses. All computers on each
internal network have unique addresses within the network, and these IP
addresses are used to get traffic from one computer to another.

You can think of an IP address like the street address of a home or busi-
ness. As long as the full address is valid, you can address a letter, and the post
office will deliver it. This also works worldwide. If you have a valid address,
your letter will reach its destination. A valid address in the United States has a
street address or a post-office box, a city, a state, and a zip code.
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An IPv4 address
expressed with
decimal numbers
separated by dots is
in dotted decimal for-
mat, or dot-decimal
notation.

These steps will
work on a variety

of Windows systems
including Windows 7
and Windows
Server 2008.

The default gateway
is the address of
the near side of a
router. It will typi-
cally provide a path
to the Internet or
other subnets and
is explained further
later in this chapter.
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Valid IP addresses have four decimals separated by three dots. Additionally, the
only valid decimal numbers in an IPv4 address are 0 through 255. For example,
the following IP addresses are valid:

» 10.80.1.5
» 172.16.5.254
» 192.168.1.4

In comparison, the following are not valid IPv4 addresses:
» 10.80.256.5: No number can be greater than 255.
» 172.16.254: There must be four decimals.

You can tell what your configured IP address is by using the ipconfig com-
mand at the command prompt. The following steps show how to do this on a
Windows system.

1. Click Start > Run.
2. Type in cmd in the Run box, and press Enter.
3. At the command prompt, type ipconfig, and press Enter.

Your display will look similar to Figure 5.1, though you’ll probably have different
IP addresses displayed. In the figure, both an IPv4 address and an IPv6 address are
shown, though you may have only an IPv4 address. Additionally, you can see that
the system is using a default gateway of 192.168.1.1.

T Command Prompt _[O] x]
Mic. oft Windows [Uersion 6.0.60811]
Copyright {c)> 2086 Microsoft Corporation. All rights reserved.
IC:\Users~darrilgibson>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . =

Link-local IPv6 Address . .
IPv4 Address. . . . . . . . .
Subnet Mask

Default Gateway

. = feBB::cBb5:e623:41P4:1469x18
: 192.168.1.5
= 255.255.255.8
= 192.168.1.1

FIGURE 5.1 Viewing the IP address with ipconfig

Ascertaining the Network ID and
Host ID of an IP Address

An IP address has two components: a network ID and a host ID. The network ID
identifies the subnetwork, or subnet where the computer is located. The host
ID uniquely identifies the computer within that subnet.
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COMPARING A NETWORK ID AND A ZIP CODE

A postal address includes the street address, city, state, and zip code. When
the postal service receives a letter, it will get it to the post office in the
correct city and state simply by using the zip code. The postal service then
uses the street address to get it to the correct home or business.

Similarly, TCP/IP uses the network ID to get a packet to a router in the
correct subnet. Once the packet reaches the subnet, it uses the host ID to
get the packet to the correct computer on the subnet.

Throughout the United States, zip codes are unique. Each zip code repre-
sents a group of addresses relatively close to each other. Similarly, within
a network, network IDs are unique. Each network ID represents a group of
two or more hosts on a subnet of a network.

Within each zip code, each address is unique. For example, you can’t have
two addresses of 777 Success Road. If the addresses were the same, mail
couldn’t be accurately delivered to both addresses. Similarly, within a sub-
net, computers with the same network ID must have unique host IDs. If
two computers have the same host ID and the same network ID (the same
IP address), it results in an IP address conflict.

In internal networks, IP addresses are accompanied by a subnet mask. The
subnet mask identifies the portion of the IP address that is the network ID.
The following are common subnet masks:

> 255.0.0.0
> 255.255.0.0
> 255.255.255.0

TCP/IP uses the subnet mask to determine which portion of the IP address is the
network ID and which portion is the host ID. More specifically, when the subnet
mask is configured at its maximum value (255), that indicates that the correspond-
ing portion of the IP address is part of the network ID. The remaining portion of
the IP address is the host ID.

Consider an IP address of 192.168.1.5 with a subnet mask of 255.255.255.0.
Figure 5.2 and Table 5.1 show the two parts of this IP address.

Since the first three decimals of the subnet mask are 255, the first three
decimals of the IP address make up the network ID. The network ID is always
expressed with trailing zeros. In other words, the network ID in this case is
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Subnet masks can
be more complex,
but many internal
networks use simple
subnet masks with
only the numbers
255 or 0 in dotted
decimal format.
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192.168.1.0. It’s incorrect to express it as 192.168.1 without the trailing zeros.
The host ID is simply whatever remains after identification of the network ID. In
this case, the host ID is the number 5.

- Network ID Host ID
192 168 1 5 IP Address
LLLLCLLEE e
255 255 255 0 Subnet Mask
L L

When the subnet mask is

maximum (255), that portion of the
IP address is the network ID.
Network ID: 192.168.1.0

FIGURE 5.2 AnIP address with a subnet mask

TABLE 5.1 Thetwo parts of an IP address

Network ID Host ID
IP 192. 168. 1. 5
Subnet mask 255. 255. 255. 0
Network ID 192. 168. 1. 0
Host ID 5

_’ The subnet mask must have contiguous maximum numbers. In other words,
once the first zero is used, the remaining numbers must be zero. A subnet mask

When s of 255.0.255.0 is not valid.,
advanced subnet- . . .
ting, this rule is Identifying the network ID and host ID is very important. Every computer on

worded a little more a subnet must have the same network ID as part of their IP address, and each

specifically. Once the  of these computers needs a unique IP address. When IP addresses are manually

e zem,b," £ 'fsed’ assigned, a simple typo can result in a computer not communicating at all.

the remaining bits . . . .

must be zero. Consider Figure 5.3. You should be able to identify the network ID and the host
ID of each of the computers in the two subnets. Additionally, the configuration of
two of the computers in subnet A and two of the computers in subnet B are incor-
rect. The addresses assigned to the router interfaces are correct. Can you identify
the errors?
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192.168.1.5 192.168.1.6 192.168.4.5 192.168.14.6
2552552550  255.255.255.0 2552552550  255.255255.0
S Router,
N ®®
Subnet A 192.1681.1 ) 192.168.4.1
ol 2552552550  255.255.255.0
192.168.2.7 192.168.1.8 192.168.4.7 192.168.4.8
255.255.255.0 255.255.0.0 255.0.255.0 255.255.255.0

FIGURE 5.3 Identifying the network ID

The answers are given in the following text, but see whether you can figure
out the answers on your own before checking your answers.

Notice in the figure that subnet A is on the left and subnet B is on the right. They
are separated by a router. The router has two network interface cards (NICs), and
each NIC is assigned an IP address. For all computers in subnet A, the NIC labeled A
is the default gateway to subnet B. Similarly, for all computers in subnet B, the NIC
labeled B is the default gateway to subnet A.

Router Connection A The network ID is 192.168.1.0, and the host ID is 1. Since
this is known to be correct, all computers on this subnet must have the same
network ID (192.168.1.0). NIC A on the router is the default gateway for comput-
ers on subnet A.

Computer 1 The network ID is 192.168.1.0, and the host ID is 5. This computer
is configured correctly.

Computer 2 The network ID is 192.168.1.0, and the host ID is 6. This computer
is configured correctly.

Computer 3 The network ID is 192.168.2.0, and the host ID is 7. Notice that
the network ID is different from the default gateway. Since the network ID is dif-
ferent from other computers on this subnet and also different from the default
gateway, this computer won’t be able to communicate on the network.

Computer 4 The network ID is 192.168.0.0, and the host ID is 1.8. Notice that the
subnet mask is 255.255.0.0 with only two 255s instead of three. Since the network
ID is different from other computers on this subnet and also different from the
default gateway, this computer won’t be able to communicate on the network.

Router Connection B The network ID is 192.168.4.0, and the host ID is 1. Since
this is known to be correct, all computers on this subnet must have the same
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a default gateway
the first IP address
in the subnet such
as 192.168.1.1.
However, this is not
required.
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network ID (192.168.4.0). NIC B on the router is the default gateway for comput-
ers on subnet B.

Computer 5 The network ID is 192.168.4.0, and the host ID is 5. This computer
is configured correctly.

Computer 6 The network ID is 192.168.14.0, and the host ID is 6. Notice that
the third number in the IP address is 14 and not 4. Since the network ID is dif-
ferent from other computers on this subnet and also different from the default
gateway, this computer won'’t be able to communicate on the network.

Computer 7 The subnet mask of 255.0.255.0 is invalid. A valid subnet mask
can’t have numbers greater than zero once the first zero is used. This computer
won’t be able to communicate on the network.

Computer 8 The network ID is 192.168.4.0, and the host ID is 8. This computer
is configured correctly.

Identifying the Default Gateway

The default gateway is the IP address of the router on the local subnet. If there’s
only one router (as shown in Figure 5.3 earlier), it’s easy to determine the default
gateway. However, if a subnet has more than one router, only one can be the
default. The default gateway will usually provide a path to the Internet.

Consider Figure 5.4. It includes three routers with multiple subnets shown.
Subnets x, y, and z have computers and IP addresses assigned, but this discus-
sion is focused on subnet A and subnet B. All the IP addresses in subnet A have
a network ID of 192.168.1.0, and all the IP addresses in subnet B have a network
ID of 192.168.4.0. Notice that both subnet A and subnet B have two routers.
However, only one router will provide a path to the Internet.

Subnet A Subnet B
Network ID Network ID
192.168.4.0 Internet

192.168.1.0

Router Router,
Router
Subnet x 192.168.1.101 192.168.1.1 j% - 192.168.4.101 192.168.4.1
255.255.255.0 255.255.255.0 255.255.255.0 255.255.255.0
Subnet z

Subnet y

FIGURE 5.4 Identifying default gateways
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If this is a typical network, all the computers in subnet A will be configured
with a default gateway of 192.168.1.1, and all the computers in subnet B will be
configured with a default gateway of 192.168.4.1.

Determining Local and Remote Addresses

The IP protocol looks at the source and destination addresses to determine
whether they are both on the same local subnet. If they are on the same subnet,
it then uses the Address Resolution Protocol (ARP) to broadcast the IP, learn the
physical address, and deliver the packet to the destination computer.

However, if the destination IP address has a different network ID, it is consid-
ered to be on a remote subnet. The IP protocol then sends the data to the default
gateway.

You should be able to look at two IP addresses and determine whether they are
both on the same local subnet or whether the destination IP address is on a remote
subnet. You can do this with the following steps:

1. Determine the network ID of the source IP address.
2. Determine the network ID of the destination IP address.
3. Determine whether they are the same:

» If so, they are local to each other.

» If not, the destination address is on a remote network and data
must be sent through the default gateway.

Give this a try with the following examples. See whether you can determine if
the two IP addresses are local (with the same network ID and on the same sub-
net) or remote (with different network IDs and on different subnets).

Example Source IP Destination IP Local or remote?
1 192.168.1.5 192.168.1.254
255.255.255.0 255.255.255.0
2 10.80.1.23 10.80.2.27
255.255.0.0 255.255.0.0
3 192.168.1.17 192.168.11.23

255.255.255.0

255.255.255.0
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You should be able
to identify the class
of any classful IP
address, its subnet
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The following text provides the answers to this challenge, but see if you can
figure them out before checking your answers:

Example 1 The network ID of the source IP address is 192.168.1.0. The network
ID of the destination IP address is 192.168.1.0. These are the same, so they are
local to each other.

Example 2 The network ID of the source IP address is 10.80.0.0. The network
ID of the destination IP address is 10.80.0.0. These are the same, so they are local
to each other.

Example 3 The network ID of the source IP address is 192.168.1.0. The network
ID of the destination IP address is 192.168.11.0. These are different, so the desti-
nation IP address is remote.

Understanding Classful IP Addresses

IPv4 is a classful logical addressing scheme using three primary address classes:
Class A, Class B, and Class C. The class of the address is determined by the first
number in the IP address. Additionally, the subnet mask is predetermined for
each class. Table 5.2 shows these three IP ranges with an example IP address
in each class.

TABLE 5.2 C(lassful IP addresses

Range of IP

Class First number addresses Subnet mask Example

Class A 1to126 1.0.0.0 to 255.0.0.0 10.80.1.15
126.255.255.254

Class B 128 to 191 128.0.0.0 to 255.255.0.0 172.16.32.15
191.255.255.254

Class C 192 to 223 192.0.0.0 to 255.255.255.0 192.168.1.5

223.255.255.254

Notice that the first example IP address (10.80.1.15) has a 10 as the first num-
ber. The number 10 is in the range 1 through 126, making this a Class A address,
with a subnet mask of 255.0.0.0 and a network ID of 10.0.0.0. The second example
IP address (172.16.32.15) has the number 172 first, making it a Class B address
with a subnet mask of 255.255.0.0 and a network ID of 172.16.0.0. The third
example (192.168.1.5) has a 192 first, making it a Class C address with a subnet
mask of 255.255.255.0 and a network ID of 192.168.1.0.
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UNDERSTANDING CLASS D AND CLASS E ADDRESSES

Class D and Class E addresses also exist but aren’t as important when under-
standing classful addressing. Class D is used for multicasting and includes
the address range from 224.0.0.0 through 239.255.255.255. Class E is a
reserved range from 240.0.0.0 through 255.255.255.255,

Computers are able to determine whether the IP address is a Class A, Class
B, or Class C address by looking at only the first two bits in the address. These
are the high-order bits with values of 128 and 64, as shown in Table 5.3. Notice
that a Class A address has a range of 1 through 126, so the first two bits may be
0 or 0 and 1. Class B has a range 128 through 191, and the highest-order bit is
always a 1, and the second bit is always a 0. Class C has a range of 192 to 223,
and the two high-order bits are always a 1.

TABLE 5.3 Identifying the upper-level bits of Classful IP addresses

27 26 25 24 28 22 2! 2°

Decimal value 128 64 32 16 8 4 2 1
Class A 0 0
Class B 1 0
Class C 1 1

Figure 5.5 shows the three classful IP address ranges with their network ID
and host IDs separated. It also shows the value of the high-order bits for each of
these classes.

One of the benefits of using classful IP addressing is that you can determine
the subnet mask by looking only at the IP address. Once you know the subnet
mask, you can then determine the network ID. For example, see whether you
can determine the network IDs of the following classful IP addresses:

192.168.1.3
172.16.4.7
10.80.20.4
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You can test the
TCP/IP stack on a
local computer by
issuing the ping
127.0.0.1
command from the
command prompt.
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replies.

A special Automatic
Private IP Addressing
(APIPA) range is from
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169.254.255.254.
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Class A Addresses Network ID . Host ID .
355,000 (8 Bits) | 4Bty |

Class B Addresses Netwe:)rk ID HOS:t ID

Range 128 to 191 o L

SM 255.255.0.0 (16 Bits) (16 Bits)
(RN NN RN AN RN RN RN RN NANAy!
10

Class C Addresses Network ID Host ID

Range 192 to 223 : - .

SM 255.255.255.0 . (@4Bity) (8 Bits)

11
FIGURE 5.5 Classful IP addresses

You need to determine the class of each, identify the subnet mask of the class,
and then use that information to determine the network ID. Table 5.4 shows the
result for each of these IP addresses.

TABLE 5.4 Determining network ID of a classful IP address

IP address Class Subnet mask Network ID
192.168.1.3 Class C 255.255.255.0 192.168.1.0
172.16.4.7 Class B 255.255.0.0 172.16.0.0
10.80.20.4 Class A 255.0.0.0 10.0.0.0

Although most of the addresses in the three address ranges can be used, there
are some restrictions. For example, you may have noticed that the entire range
starting with 127 is missing. This Class A address range is reserved for testing.
The address of 127.0.0.1 is known as the loopback address and is used to test the
installed NIC. There are also several other IP address ranges reserved for use on
internal networks only.

Identifying Reserved IP Address Ranges

RFC 1918 identifies several IP address ranges for use in private networks only.
These addresses aren’t assigned to any computers on the Internet but instead are
assigned to computers on internal networks. These private IP ranges are as follows:

10.0.0.0 through 10.255.255.255
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172.16.0.0 through 172.31.255.255
192.168.1.0 through 192.168.255.255

However, the first and last address in each range is not usable. The only usable
addresses in these ranges are:

10.0.0.1 through 10.255.255.254
172.16.0.1 through 172.31.255.254
192.168.1.1 through 192.168.255.254

You may remember that IP addresses on the Internet must be unique. No two
computers on the Internet can use the same IP address. However, since private
addresses are internal to a company, different companies can use the same IP
addresses on their internal networks. In other words, company A can use a range
of 192.168.1.1 through 192.168.1.254 for computers in their network, and com-
pany B can use the exact same numbers.

Exploring an IPv4 Address in Binary

Although you can usually work with IPv4 addresses using the dotted decimal
format, you occasionally need to dig a little deeper. The following section gives
some in-depth information on the IPv4 address at the binary level.

Understanding the Bits of an IP Address

People have 10 fingers and generally count using the decimal system with a base of
10. However, computers only understand 1s and 0s and count using the binary sys-
tem with a base of 2. Each binary number is a bit and can have a value of 1 or 0.

An IPv4 address has 32 bits. You'll commonly see the IP address expressed in K
dotted decimal format, but it can also be expressed in four groups of eight bits. .
Each group of eight bits is also known as an ocfef in the IP address. In other g:;eittg ::::realtih:;
words, an IP address has four decimals in dotted decimal format, which can also say that an IP address
be expressed as four octets in binary format. has four octets. Eight

For example, Table 5.5 shows an IP address and subnet mask expressed in both bits is also a byte,
decimal and binary form. B eeicay

. L. . . .. be referred to as four

A logical question is “How does 192 in decimal equate to 1100 0000 in binary?” bytes.

The answer is based on which bits are ones in the binary string. Table 5.6 shows
the relative value of the binary bits. The low-order bit (2°) is 1 since any number
raised to the 0 power is 1. 2! is 2 since any number raised to the first power is

equal to itself. The high-order bit (27) has a decimal value of 128.
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TABLE 5.5 Comparing dotted decimal and binary

IP decimal IP binary Subnet mask decimal  Subnet mask binary
192 1100 0000 255 1111 1111
168 1010 1000 255 1111 1111
1 0000 0001 255 1111 1111
5 0000 0101 0 0000 0000

TABLE 5.6 Binary and decimal values

27 25

25 24 22

22 2! 20

Decimal value

128 64

32 16 8

4 2 1

If the first two bits are a 1 (1100 0000), it represents one decimal value of 128
and one decimal value of 64. The sum or 128 + 64 equals 192. These 8 bits can
represent any value between 0 and 255. If all eight bits are a 0 (0000 0000), the
decimal value is 0. If all eight bits are a 1 (1111 1111), the value is 255.

Look at Table 5.7, and see whether you can determine the decimal values of
the different examples. You can calculate the total decimal value by adding the
decimal value for each bit that has a binary 1.

TABLE 5.7 Binary values

27 26 25 24 23 22 2! 20
Decimal value 128 64 32 16 8 4 2 1
Example 1 1 1 0 0 0 0 0 0
Example 2 1 0 1 0 1 0 0 0
Example 3 0 0 0 0 0 0 0 1
Example 4 0 0 0 0 0 1 0 1
Example 5 0 0 0 0 1 0 1 0
Example 6 0 0 0 0 0 0 0 0
Example 7 1 1 1 1 1 1 1 1
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Here’s the solution to check your answers:

Example 1 = 192 (128 + 64)

Example 2 = 168 (128 + 32 + 8)

Example 3 =1 (1)

Example 4 =54 +1)

Example 5 = 10 (8+ 2)

Example 6 = 0 (none of the bits are a 1)

Example 7=255(128 + 64 +32 +16 + 8 + 4 + 2 + 1)

vV v v v v Vv VY

Notice that examples 1 through 4 are the binary values of the IP address
192.168.1.5. In binary form, the full IP address is 1100 0000 . 1010 1000 . 0000
0001 . 0000 0101.

DIGIT GROUPING

When using decimal numbers, it’s common to group digits in threes sepa-
rated by a comma for better readability. For example, the number 1,234,567
is easier to read than the number 1234567.

Similarly, binary numbers are grouped with four bits separated by a space.
It’s easier to read 1100 0000 than it is to read 11000000. When digit
grouping is used, it’s easy to see that it is two groups of four, but when
digit grouping is not used, it’s not always apparent how many digits are in
the binary string.

The actual value doesn’t change when digit grouping is used. The value of
1,234,567 is the same as 1234567, and the value of 1100 0000 is the
same as 11000000.

A simpler way of converting binary to decimal and decimal to binary is with the
calculator built into the Windows operating system. Figure 5.6 shows the Windows 7
calculator in the Programmer View (from the View drop-down menu). Other operat-
ing systems provide the same capability in the Scientific View.

After selecting the proper view in the calculator, enter the decimal number, and
then click Bin to convert it to binary. If you want to convert it back to decimal, sim-
ply click Dec. You can also convert numbers to base 16 hexadecimal numbers (Hex)
or base 8 octal numbers (Oct).
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Use the calculator
to check your work.
Some exams include
a calculator, but you
can’t always count
on a binary-to-
decimal converter
to be available.
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FIGURE 5.6 Converting decimal to binary

Understanding CIDR Notation

The subnet mask is sometimes referenced in a type of shorthand called Classless
Inter-Domain Routing (CIDR) notation based on the number of bits. For exam-
ple, if the subnet mask is 255.0.0.0, it has 8 bits in use and can be referenced as
/8. If the subnet mask is 255.255.0.0, it has 16 bits in use and can be referenced
as /16. If the subnet mask is 255.255.255.0, it has 24 bits in use and can be refer-
enced as /24.

Table 5.8 shows some example IP addresses expressed with CIDR notation.

TABLE 5.8 Examples of CIDR notation

IP address Subnet mask CIDR notation
192.168.1.5 255.255.255.0 192.168.1.5 /24
172.17.34.5 255.255.0.0 172.17.34.5 /16
10.80.4.7 255.0.0.0 10.80.4.7 /8

Masking the IP Address

An important point of this chapter is understanding that an IPv4 address includes
two components: a network ID and a host ID. The subnet mask identifies which
is which by masking out the network ID. This was shown earlier with decimal
numbers. When the subnet mask is configured at its maximum value (255), that
portion of the IP address is the network ID.
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The same point is true when using binary numbers. Consider an IP address of
192.168.1.5 with a subnet mask of 255.255.255.0, as shown in Table 5.9. When
the subnet mask is configured at its maximum (1 in binary), that portion of the
IP address is the network ID.

TABLE 5.9 Masking an IP address

Fist octet Second octet  Third octet Fourth octet

192.168.1.5 1100 0000 1010 1000 0000 0001 0000 0101

255.255.255.0 1111 1111 1111 1111 1111 1111 0000 0000

Network ID 1100 0000 1010 1000 0000 0001 0000 0000

The computer looks at the first bit in the IP address (in this case it is set
to 1) and the first bit in the subnet mask (also set to 1), and then ANDs them
together, which yields a 1 as the first bit in the network ID. It then looks at the
second bit in the IP address (1) and the second bit in the subnet mask (also set
to 1) and is set to a 1 as the second bit in the network ID. It does this with each
of the bits to determine the network ID.

You can do it bit by bit, but it is simpler to just look at which bits are 1s in the
subnet mask and recognize that the corresponding bits in the IP address make
up the network ID.

BoOLEAN AND Logic

Within the computer, the “masking” is done by using Boolean AND logic.
Boolean AND logic compares two bits and provides a single bit as the output.
If both bits are a 1, the output is a 1. However, if either of the bits is a 0 or
both bits are a 0, the output is a 0.

The following list shows the four possibilities when ANDing two bits:

» 0OAND0=0
» 0AND1=0
» 1ANDO0 =0

» 1AND1=1
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Using Classless IP Addresses

Classful IP addresses include Class A, Class B, and Class C addresses as described
earlier. Remember that when a classful IP address is used, the subnet mask is
implied and doesn’t need to be included. Classless IP addressing can also be used.

When a classless IP address is used, you must have both the IP address and the
subnet mask to determine the network ID. As an example, an address of 10.80.1.5 is
a classful IP address with a subnet mask of 255.0.0.0 and a network ID of 10.0.0.0.
However, Table 5.10 shows how the same IP address can be used as a classless IP
address with different subnet masks, resulting in different network IDs.

TABLE 5.10 Examples of classless IP address

IP address Subnet mask Network ID
10.80.1.5 255.255.0.0 10.80.0.0
10.80.1.5 255.255.255.0 10.80.1.0

Subnetting IPv4 Addresses

Classful IPv4 address ranges can be divided into smaller groups of addresses,
therefore creating subnets. Smaller organizations rarely need to do this, but large
organizations frequently subnet the network instead of using the typical classful
IP address ranges.

Administrators and IT support personnel need to understand subnetting to
ensure that systems have the correct IP addresses assigned. Earlier in this chap-
ter you had the opportunity to compare different IP addresses and subnet masks
for computers on a subnet to determine whether they were correct. This section
has the same goal but with advanced subnetting techniques.

Consider a single class C network of 192.168.1.0 /24, as shown in Figure 5.7.
It can host 254 computers on the same subnet.

Imagine that users on this network are in four primary groups as follows:

» One group is regularly streaming video from a server.

» Another group is regularly uploading and downloading large graphics
files.

» A third group is downloading large volumes of data from the Internet.

» The last group is just a regular group of users with occasional server
and Internet access.
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Internet

Router

©

= Network ID 192.168.1.0 / 24
192.168.1.1 t0 192.168.1.254
Subnet Mask 255.255.255.0

FIGURE 5.7 Asingle Class C network

If all four groups of users are on the same subnet, their traffic will compete
with each other for network bandwidth. The overall performance of the subnet
may be slow. However, if the four groups are divided into different subnets, each
subnet will enjoy better performance.

Determining the Number of Subnet Bits

In the example shown previously in Figure 5.7, it makes sense to create four
separate subnets. This is done by borrowing bits from the host ID portion of
the IP address and adding them to the network ID. They create a new portion
of the network ID referred to as the subnet ID. If you borrow one bit, you can
create two subnets. A single bit has two states, either a 1 or a 0, but you need
four subnets, not two. If you borrow two bits, you can create four subnets.

Figure 5.8 shows how the single Class C address is subdivided by borrowing the
two high-order bits from the host ID portion of the address. The Class C address
has a subnet mask of 255.255.255.0, with 24 bits in the network ID portion of the
IP address and 8 bits in the host ID portion.

If you borrow two bits from the original eight bits in the host ID portion, K
you now have six bits left for the host ID. The 24 bits of the original network ID T ——
and the two bits of the subnet ID are combined to give a total of 26 bits for the subnet mask of
network ID. 255.255.255.192

It’s important to realize that the two borrowed bits are the high-order bits in must be used.
host ID. They have the values of 128 and 64. These two bits have four possible com-
binations of 0 0, 0 1, 1 0, and 11, which will be used within the host ID to create
four separate subnets. Table 5.11 shows these combinations and their values.

Figure 5.7 shown earlier was a single large subnet of 254 hosts. By subnetting
the Class C address, you can get the four subnets shown in Figure 5.9.
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: Network ID Host ID
: : One IP Range
¢ (24 Bits) : (8 Bits) 254 Hosts

LUCULEEEEE L LLn

: Network ID Host ID
: : Four IP Ranges
E (24 Bits) E (6 Bits) | 62 Hosts in Each Range

Subnet ID (2 Bits)

m m m Four IP Ranges Broadcast Address

192.168.1.0 192.168.1.1-62 192.168.1.63

0 1 192.168.1.64 192.168.1.65-126  192.168.1.127
1 0 192.168.1.128 192.168.1.129-190 192.168.1.191
1 1 192.168.1.192 192.168.1.193-254 192.168.1.255

FIGURE 5.8 Creating subnets

TABLE 5.11 Subnetting with the two high-order bits

27 (Decimal 128) 26 (Decimal 64) Decimal value
0 0 0

0 1 64

1 0 128

1 1 192

Notice that each subnet has a specific nonoverlapping range of IP addresses. This
is an extremely important point. If you assigned an IP address of 192.168.1.200 to
a computer in subnet A, it wouldn’t be able to communicate with any other com-
puter since it has an incorrect network ID for the subnet.

If you wanted to create more subnets, you'd need to borrow more bits. You can
use the following formula to determine how many subnets you can create based
on how many bits you borrow: 2", where n is the number of bits you borrow.

For example, if you borrow two bits (22), you can create four subnets. If you
borrow three bits (2%), you can create eight subnets. Of course, the more bits
you borrow from the host ID, the fewer hosts that you can create in a network.
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Subnet B
Network ID 192.168.1.64 / 26
Subnet Mask 255.255.255.192

Subnet A 192.168.1.65 t0 192.168.1.126

Network ID 192.168.1.0 / 26
Subnet Mask 255.255.255.192
192.168.1.1 t0 192.168.1.62

Subnet D

Network ID 192.168.1.192 / 26
Subnet Mask 255.255.255.192
192.168.1.193 t0 192.168.1.254

Subnet C

Network ID 192.168.1.128 / 26

Subnet Mask 255.255.255.192

192.168.1.129 t0 192.168.1.190

Internet

FIGURE 5.9 A subnetted network

Determining the Number of Hosts in a Network

Valid IP addresses cannot have all Os in the host ID because that represents the
network ID. Also, they can’t have all 1s in the host ID because that represents a
broadcast address within the subnet. This eliminates two possible IP addresses
in the range of IP addresses for any subnet.

For example, if you use a typical Class C network of 192.168.10 with a subnet
mask of 255.255.255.0, you can’t have the following two IP addresses:

> 192.168.1.0 (since this is the network ID)
> 192.168.1.255 (since this is the broadcast address for the network ID)

This gives a valid range of 192.168.1.1 through 192.168.1.254 for a total of 254
possible hosts. You can determine how many hosts are supported in any subnet
based on the following formula: 2"— 2, where h is the number bits in the host ID.

A Class C address uses 24 bits in the network ID and 8 bits in the host ID, so the
formula is 28— 2. This gives a value of 254 (281is 256 and 256 — 2 = 254). Table 5.12
shows the number of hosts from a subnetted Class C address.

Although the discussion so far has been focused on subnetting a Class C net-
work, the same concepts can be applied to subnet a Class B or Class A network.
Remember, a Class B network starts with 16 bits for the network ID and 16 bits
for the host ID. Table 5.13 shows the number of subnets and the number of
hosts a subnetted Class B network will support.
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TABLE 5.12 Determining the number of subnets and hosts in a Class C network

Borrowed bits from  Subnet mask Number of Number of hosts
a Class C address value subnets (2") 2"-2)

1 0 255.255.255.128 2 (2Y 126 (27-2)

2 00 255.255.255.192 4 (2?) 62 (26-2)

3 000 255.255.255.224 8 (2% 30 (25-2)

4 0000 255.255.255.240 16 (2% 14 (24-2)

5 00000 255.255.255.248 32 (25 6(23-2)

6 000000 255.255.255.252 64 (2°) 2(22-2)

7 Not valid since zero 255.255.255.254 126 (27) 0(2'-2)

hosts are supported

TABLE 5.13 Determining the number of subnets and hosts in a Class B network

Borrowed bits from  Subnet mask Number of Number of hosts
a Class B address value subnets (2") (2"-2)

1 0 255.255.128.0 2 (2Y 32,766 (2'°-2)
2 00 255.255.192.0 4 (2?) 16,384 (214-2)
3 000 255.255.224.0 8 (2%) 8,190 (213-2)

4 0000 255.255.240.0 16 (2%) 4094 (212-2)

5 00000 255.255.248.0 32 (25) 2046 (211-2)

6 000000 255.255.252.0 64 (2°) 1022 (21°-2)

7 0000000 255.255.254.0 126 (27) 510 (2°-2)

A Class A network starts with 8 bits for the network ID and 24 bits for the
host ID. Table 5.14 shows the number of subnets and the number of hosts a sub-
netted Class A network will support.
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TABLE 5.14 Determining the number of subnets and hosts in a Class A network

Borrowed bits from  Subnet mask

a Class A address value

Number of
subnets (2")

Number of hosts
(2"-2)

1

2

0 255.128.0.0
00 255.192.0.0
000 255.224.0.0
0000 255.240.0.0
0000 0 255.248.0.0
000000 255.252.0.0

0000000 255.254.0.0

2(2Y
4(2%)
8 (2%
16 (2%
32 (2%
64 (29)

126 (27)

8,388,606 (2% - 2)
4,194,302 (2%2- 2)
2,097,150 (22! - 2)
1,048,574 (22°-2)
524,286 (21°-2)
262,142 (2'8-2)

131,070 (27 -2)

WHAT IS SUPERNETTING?

You may run across the term supernetting in your studies. Although the process is
more advanced than you’ll need to learn at this point, it is worthwhile understanding
the big picture of supernetting. In short, supernetting is the opposite of subnetting.

You've learned that subnetting divides a larger network into multiple smaller net-
works by taking bits from the host ID. Supernetting combines multiple smaller
networks into a single larger network by taking bits from the network ID. This is a
useful function when optimizing routing devices on a network.

Identifying Local and Remote Addresses

Earlier in this chapter, you had the opportunity to determine whether simple IP

address and subnet mask combinations were on the same subnet (local to each
other) or whether the destination IP address was on a remote subnet. You should
be able to make the same determination even when advanced subnetting tech-
niques are used on your network.

105



106 Chapter 5 ¢ Exploring IPv4

As a reminder, the following steps are used to determine whether an address is
local or remote.

1. Determine the network ID of the source IP address.
2. Determine the network ID of the destination IP address.
3. Determine whether they are the same:

» If so, they are local to each other.

» If not, the destination address is on a remote network and must
be sent through the default gateway.

However, when advanced subnetting is used, it’s a little harder to determine
the network ID. For example, it’s not readily apparent what the network ID is of
the following IP and subnet mask combinations:

» Source IP: 192.168.1.61, 255.255.255.192
» Destination IP: 192.168.1.65, 255.255.255.192

You can simplify the process of determining the network ID with the following
five steps:

1. Convert the IP address to binary. You can use a calculator to do this.
2. Convert the subnet mask to binary.
I 3. Draw a vertical line after the last one in the subnet mask:

Really, draw the line. » Everything to the left of the line is the network ID.

It’s a simple step
and provides an easy

» Everything to the right of the line is the host ID.

way to visually sepa- 4. Determine the network ID in binary. This is as simple as copying the

rate the network ID . . . . K

and the host ID. IP address in binary to the left of the line and writing 0Os to the right
of the line.

5. Convert the network ID to decimal.

Figure 5.10 shows the steps for the 192.168.1.61 IP address, and Figure 5.11 shows
the steps for 192.168.1.65.

Once you complete these steps, you can determine that the network ID of the
source IP address is 192.168.1.0 and the network ID of the destination IP address
is 192.168.1.64. These network IDs are not the same, so the destination IP
address is remote.
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Applying Subnetting Knowledge

On the job, subnetting knowledge is important because a misconfigured com-
puter won’t communicate with other systems. You should be able to look at the
IP address and determine whether it is correct.

192 168 1 61
255 255 255 192
1100 0000 1010 1000 0000 0001 {00§111101 Step 1. Convert the IP to Binary.

PLLELLEE B i
11111111 11111111 11111111 11400 0000 Step 2. Convert the Mask to Binary.
|<«€— Step 3. Draw the Line at End of Mask.
1100 0000 10101000 0000 0001  00]00 0000 Step 4. Determine the Network ID.

192 168 1 0 Step 5. Convert to Decimal.

192 168 1 0 Network [D

FIGURE 5.10 Determining the network ID of 192.168.1.61

192 168 1 65
255 255 255 192
11000000 : 10101000 : 00000001 |01f00 0001 Step 1. Convert the IP to Binary.

PLLELLEE B i
11111111 11111111 11111111 11100 0000 Step 2. Convert the Mask to Binary.
<€ Step 3. Draw the Line at End of Mask.
1100 0000 1010 1000 0000 0001 01100 0000 Step 4. Determine the Network ID.

192 168 1 64 Step 5. Convert to Decimal.

192 168 1 64 Network ID

FIGURE 5.11 Determining the network ID of 192.168.1.65

At the beginning of this chapter, you had the opportunity to do some basic trou-
bleshooting with Figure 5.3. It showed you the IP address and subnet mask of several
computers with some computers configured incorrectly. However, those examples
used subnet masks of 255.255.255.0 and 255.255.0.0 only. An actual network may
have advanced subnet masks.

Take a look at Figure 5.12. The default gateways are configured correctly. The
configured IP address, subnet mask, and default gateway are shown for each of
these computers, but they aren’t necessarily configured correctly. Instead, they
show common typo errors that occur when a system is configured manually.
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Hint: Two of the
computers are con-
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The remaining com-
puters have errors.
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Can you determine what computers are configured correctly and what the
errors are for the other computers?

Remember, all computers on the same subnet must have the same network ID,
and they must be configured with the correct IP address of the default gateway. Use
the steps shown earlier to calculate the network ID of the default gateways and each
of the computers on the subnets.

IP: 192.168.129.63 IP: 192.168.129.66 IP:10.80.162.2 IP:10.80.159.3
SM: 255.255.255.192  SM: 255.255.255.192 SM: 255.255.224.0 ~ SM: 255.255.224.0
DG: 192.168.129.65 DG: 192.168.129.65 DG: 10.80.160.1 DG: 10.80.160.1

oL || @ GL | ®
G L o

Subnet A 192.168.129.6&) 10.80.160.1 Subnet B
@ @ 255.255.255.192 255.255.224.0 @

<< < 2 <

IP: 192.168.129.67 IP: 192.168.129.101 IP: 11.80.160.2 IP: 10.80.161.4
SM: 255.255.255.192  SM: 255.255.255.224 SM: 255.255.224.0 ~ SM: 255.255.224.0
DG: 192.168.129.56 DG: 192.168.129.65 DG: 10.80.160.1 DG: 101.80.160.1

FIGURE 5.12 Troubleshooting IP addressing

The following text provides the solution to the challenge in Figure 5.12. After
identifying all the errors you can find, check out these solutions.

Computer 1 The network ID of the computer is 192.168.129.0. However, the
network ID of the default gateway is 192.168.129.64. Since the network IDs are
different and the default gateway is known to be correct, the computer is config-
ured with an incorrect IP address.

Computer 2 The network ID is 192.168.129.64, which is the same as the default
gateway. This computer is configured correctly.

Computer 3 The network ID is 192.168.129.64, which is the same as the default
gateway. However, the default gateway is configured incorrectly as 192.168.129.56
instead of 192.168.129.65.

Computer 4 The subnet mask is incorrect on this computer. All of the comput-
ers on the same subnet must have the same subnet mask. The network ID is
192.168.129.96, which is different from the network ID of the default gateway
(192.168.129.64).

Computer 5 The network ID of the computer is 10.80.160.0, which is the same
as the network ID of the default gateway. This computer is configured correctly.
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Computer 6 The network ID of the computer is 10.80.128.0, which is different
from the network ID of the default gateway (10.80.160.0). This computer is not
configured correctly.

Computer 7 The network ID of the computer is 11.80.128.0 (notice the first
octet is 11 instead of 10), which is different from the network ID of the default
gateway (10.80.160.0). This computer is not configured correctly.

Computer 8 The network ID of the computer is 10.80.160.0, which is the same as
the network ID of the default gateway. However, the default gateway is configured
with an incorrect IP address. It should be 10.80.160.1 instead of 101.80.160.1.

As a final exercise with subnetting, consider a single Class C network with a
network ID of 192.168.20.0 and a subnet mask of 255.255.255.0. You are tasked
with dividing this network into two separate subnets.

See if you can answer the following questions:

What is the network ID of each subnet?
What is the subnet mask of each subnet?
What is the first IP address of each subnet?
What is the last IP address of each subnet?

The graphic at the end of the Understanding APIPA section in this chapter
shows one possible solution for this challenge.

Subnet A Subnet B
NetworkD: ____ Network ID:
First IP: IP Subnetting Challenge First IP:
Last IP: Last IP:
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Comparing Manual and Automatic
Assignment of IPv4 Addresses

IPv4 information can be assigned either manually or automatically. Manually
means that you actually type in the IP address, subnet mask, default gateway,
and other TCP/IP information such as the address of the DNS server into the
configuration screens on each computer. Automatic assignment uses Dynamic
Host Configuration Protocol (DHCP) server to assign the information to the
computers without user intervention.

In most networks, it is much easier to use DHCP. The majority of the clients
automatically get their TCP/IP configuration from a DHCP server. However, some
clients may need to have a manually configured IP address. For example, the DHCP
server must be assigned an address manually. Additionally, some clients don’t sup-
port DHCP, and devices such as routers need to be manually assigned.

Manually Configuring IPv4

You can use the following steps to manually view or configure the IPv4 informa-
tion on a Windows Server 2008 server or Windows 7 system.

1. Click Start > Control Panel.

2. Type Network in the Control Panel Search box. Select Network And
Sharing Center.

3. Click Manage Network Connections in the Tasks pane on the left.
4. Right-click Local Area Connection, and select Properties.

5. Select Internet Protocol Version 4 (TCP/IPv4), and click Properties.
Your display will look similar to Figure 5.13.

6. Enter the appropriate IP address, subnet mask, default gateway, and
address of a DNS server.

Using DHCP

If your system is configured to obtain an IP address automatically, a server on
your network will be running DHCP. Windows Server 2008 servers include the
DHCP role and can be configured to run DHCP.
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Bl Local Area Connection Properties ]

Networking |

Connect using:

I £ Intel 21140-Based PCI Fast Ethemet Adspter (Emulated)

Corfigure..

This connection uses the following tems:

& Client for Microsoft Networks

431005 Packet Scheduler

S File and Printer Sharing for Microsoft Networks

-« Intemet Protocol Version 6 (TCP/IPvE)

-2 Intemet Protocol Version 4 (TCP/IPv4)

-&. Link-Layer Topology Discovery Mapper 1/0 Driver
s Link-Layer Topology Discovery Responder

Tt Urintell | Properties

- Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

(0] Cance

Internet Protocol Version 4 (TCP/IPv4) Properties [ 2]

General |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

" Obtain an IP address automatically
% Use the following IP addr

IP address: 192.168. 1 . &
Subnet mask: 255,255 .255. 0
Default gateway: 192,168, 1 & 1

& Obbain BNE server address automatically:

—{% Use the following DNS server addresses:

Preferred DNS server: 197, 18,1 It
Alternate DNS server: £ e W
Advanced...
OK Cancel

FIGURE 5.13 Viewing the IPv4 configuration of the NIC

Figure 5.14 shows the process a DHCP client uses to obtain an IP address and
other IP information from a DHCP server. This process is commonly called the
DORA process, referring to the first letter in each of the packets (Discover, Offer,

Request, and Acknowledge).

1. When the DHCP client turns on, it sends a broadcast looking for a

DHCP server. This

2. The DHCP server answers with an Offer packet. The offer includes an
IP address, subnet mask, and other information such as the address
of a DNS server. This offer is also referred to as a lease offer.

is the Discover packet.

111

3. The DHCP client replies with a Request packet to request the lease. If the || GTcTcNINNG

DHCP client receives offers from multiple DHCP servers, it requests a

lease only from the first DHCP that offers a lease.

4. The DHCP server responds with an Acknowledge packet. The DHCP
server assigns this IP address to this client and removes the IP address
from the list of available IP addresses to lease to other clients.

@ Discover
(7
@ Request

Offer @

DHCP Client

<

DHCP Server

<

Acknowledge @

FIGURE 5.14 DHCP DORA process

The default lease
length on a Windows
Server 2008 DHCP
server is eight days.
Clients try to renew
their lease after

four days.
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The DHCP broadcast packets are special bootp broadcast messages defined in
RFC 1542. A regular broadcast message would not pass through a router, but a
bootp broadcast uses UDP ports 67 and 68. Routers on the network can be con-
figured to pass these bootp broadcasts. Without bootp broadcasts, you'd have to
place a DHCP server on each subnet, or utilize a DHCP Proxy service to act as a
liaison between the DHCP client and server.

Understanding APIPA

If a DHCP client is unable to reach a DHCP server, it will automatically assign itself
an IP address using Aufomatic Private Internet Protocol Addressing (APIPA). The
APIPA address always starts with 169.254 in the IP address and always has a subnet
mask of 255.255.0.0. The host ID is randomly generated by the client computer
and then broadcast on the network to check for IP address conflicts. If no conflicts
are found the client will assume the generated IP address.

The APIPA address provides limited connectivity for clients on the network. If other
clients also have an APIPA address, then they have a network ID of 169.254.0.0, and
they can communicate with each other. However, APIPA doesn’t provide a default
gateway, so clients will not be able to access any resources outside of the subnet,
including the Internet.

You can tell whether a client has been assigned an IPv4 address by typing
ipconfig /all at the command prompt. Listing 5.1 shows the results.

Listing 5.1: ipconfig /a1l output
C:\>ipconfig /all

Windows IP Configuration

Host Name . . . . . . . . . . . . 1 FS1
Primary Dns Suffix . . . . . . . : wiley.com
Node Type . . . . . . . . . . . . : Hybrid

IP Routing Enabled. . . . . . . . : No

WINS Proxy Enabled. . . . . . . . : No

DNS Suffix Search List. . . . . . : wiley.com

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix
Description . . . . . . . . . . . :

Intel 21140-Based PCI Fast Ethernet Adapter
Physical Address. . . . . . . . . : 00-03-FF-5A-02-00
DHCP Enabled. . . . . . . . . . . : Yes
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Autoconfiguration Enabled . . . . : Yes

Link-Tocal IPv6 Address . . . . . : fe80::184:e9f8:a71b:
304%10(Preferred)

Autoconfiguration IPv4 Address. . : 169.254.3.4(Preferred)

Subnet Mask . . . . . . . . . . . : 255.255.0.0
Default Gateway . :

DNS Servers . -

NetBIOS over Tcpip. . . . . . . . : Enabled

In the code listing, three lines are in bold:

DHCP Enabled When set to Yes, it shows this system is a DHCP client.

Autoconfiguration Enabled When set to Yes, this indicates that APIPA is enabled
and an APIPA address will be assigned if a DHCP server can’t be reached.

Autoconfiguration IPv4 Address An address starting with 169.254 shows this
is an APIPA address. More, this shows that the DHCP client could not receive an
address from a DHCP server.

End of Chapter Challenge Solution

IP: 192.168.20.2 IP: 192.168.20.3 IP: 192.168.20.67 IP: 192.168.20.68
SM: 255.255.255.128  SM: 255.255.255.128 SM: 255.255.255.128  SM: 255.255.255.128
DG: 192.168.20.1 DG: 192.168.20.1 DG: 192.16820.65  DG: 192.168.20.65
Router %
Subnet A 192.168.20. 1\) 192.168.20.65 Subnet B

255.255.255.128 255.255.255.128

® @

/@
%

@
@

IP: 192.168.20.4 IP: 192.168.20.5 IP: 192.168.20.71 IP: 192.168.20.72
SM: 255.255.255.128  SM: 255.255.255.128 SM: 255.255.255.128  SM: 255.255.255.128
DG: 192.168.20.1 DG: 192.168.20.1 DG: 192.168.20.65 DG: 192.168.20.65

Subnet A Subnet B

Network ID: 192.168.20.0 Network ID: 192.168.20.64

First IP: 192.168.20.1 First IP: 192.168.20.129

Last IP: 192.168.20.126 Last IP: 192.168.20.254

THE ESSENTIALS AND BEYOND

In this chapter, you learned about the two primary components of an IPv4 address: the net-
work ID and the host ID. All computers on the same subnet must have the same network ID,
and all these computers must have unique host IDs. IP addresses can be expressed in dotted
decimal format or using binary. Classful IP addresses are identified by the value in the first
octet of the IP address and have known subnet masks. Classless IP addresses are accompanied

(Continues)
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THE ESSENTIALS AND BEYOND (Continued)

by a subnet mask, which is used to determine the network ID. Classful IP addresses can
be subnetted to create multiple subnetworks, or subnets. IP addresses and other TCP/IP
configuration can be assigned manually or automatically using a DHCP server.

ADDITIONAL EXERCISES
» Identify your IPv4 address.

» |dentify whether your computer has a public IP address or a private IP address.
» Determine the network ID of the following classful IP addresses:
> 192.168.20.5
> 172.16.178.17
> 10.80.3.18
» Determine the subnet mask and network ID of the following classless IP addresses:
> 192.168.232.222 /26
> 172.16.129.25 /20
> 10.178.215.111 /11

To compare your answers to the author’s, please visit www.sybex.com/go/
networkingessentials.

REVIEW QUESTIONS
1. Which of the following addresses is a valid IPv4 address?
A. 192.168.1.256 C. 2001:0000:4137:9e76:3¢2b:05ad:3f57:fe98
B. 10.1.25.2 D. 2001:0000:4137:9976:3c2b:05zd:3x57:gh98
2. What class is the following IP address: 192.168.1.5?
A. C(lass A C. C(lassC
B. ClassB D. ClassD

3. True or false.The following two classful IP addresses have the same network ID:
192.168.1.5 and 192.168.2.6

4. True or false.The following two classful IP addresses have the same network ID:
10.80.4.2 and 10.81.15.2

(Continues)
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5. Look at the following graphic.Which letter or number would represent the default
gateway for subnet B?

Subnet B %

6. What is the subnet mask for the following IP address: 192.168.1.5 /26?

A. 192.168.1.5 C. 255.255.255.192
B. 255.255.255.0 D. 255.255.255.240
7. Which of the following IP addresses is in one of the reserved IP address ranges
defined by RFC 1918?
A. 10.80.256.1 C. 192.169.4.5
B. 172.17.34.14 D. 2241725

8. How many hosts are supported in subnet with anetwork D 0f 192.168.1.128 /26?

A. 30 C. 62
B. 32 D. 64

9. True or false.The following two classless [P addresses have the same network
ID: 192.168.1.105 /26 and 192.168.1.136 /26.

10. Acomputerisunable to communicate with other computers on the network.You use
ipconfig and see the following information:

IP address: 169.254.5.7
Subnet mask: 255.255.0.0
Default gateway: blank
DNS server: blank
A. A DHCP server can’t be C. The DNS server IP address needs to
reached. be manually configured.

B. The default gateway needsto D. None of the above.
be manually configured.
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CHAPTER 6

IPv5 used 64 bits. It
was never adopted
since designers real-
ized the Internet
would quickly run out
of IP addresses again
if it was adopted.

Exploring IPv6

Although IPv4 has been the primary IP addressing scheme used on the
Internet and within internal networks for many years, IPv6 is also being
used today. The differences are significant, and even technicians who have
mastered IPv4 have a lot to learn to master IPv6. This includes the basics of
an IPv6 address, its different components, how IPv4 and IPv6 coexist, and
how you can assign IPv6 addresses.

Understanding IPv6 addresses
Exploring the components of an IPv6 address
Understanding the dual IP stack

Comparing manual and automatic assignment of IPv6

Exploring IPv6 Addresses

IPv4 uses 32 bits and can address about 4 billion addresses. When the Internet
was in its infancy, 4 billion addresses seemed like they would last forever—they
didn’t. The astronomical growth of the Internet resulted in the concern that
we may run out of IPv4 addresses, so IPv6 was created.

IPv6 uses 128 bits and can address more than 340 undecillion IP addresses.
That’s more than 340,000,000,000,000,000,000,000,000,000,000,000,000
addresses, or more than 340 trillion, trillion, trillion addresses. This will be
enough addresses to last quite a while. IPv4 lasted a few decades before need-
ing an upgrade. Perhaps in the year 2040 a newer version of IP will come out
to give us some more addresses.

IPv6 is slowly replacing IPv4 on the Internet and on internal networks. In
addition to adding more IP addresses, it includes many new capabilities that
simply aren’t available in IPv4.

You'll easily be able to tell the difference between an IPv4 address and an
IPv6 address just by looking at it. IPv6 addresses are displayed as hexadeci-
mal characters instead of the dotted decimal format of IPv4.



The IPv6 address
starts with fe80,
indicating it is a
link-local address.
Other types include
global and unique
local addresses.

The IPv6 prefix
notation is similar
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many bits area 1 in
the subnet mask.
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As an example, Figure 6.1 shows the IPv4 and IPv6 addresses of a Windows
Server 2008 server. The IPv6 address is fe80::184:e98:a71b:304. The %10 at the
end of the IPv6 address is a zone index and identifies the network interface card.

inistrator: Command Prompt

Windows [Uersion 6.08.6081]
Cop: ght (c> 2006 Microsoft Corporation. All rights reserved.

C:“Users“Administrator>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNE Suffix 8

Link-local IPu6 Address . . . : fe8@::184:e9fB:a71b:3A4x18
1Pu4 Address. . . . : 192.168.1.18

Subnet Mask : 255.255.255.0

Default Gateway = 192.168.1.1

FIGURE 6.1 Viewing IPv4 and IPv6 addresses

Comparing IPv4 Classes and IPv6 Prefixes

Chapter 5 presented IPv4 classful addresses (Class A, Class B, and Class C). A
classful IP address is identified by the first decimal in the IP address. For exam-
ple, an IP address of 10.80.1.1 has 10 as the first decimal, which is in the Class A
range of 1 to 126.

Similarly, an IPvé6 prefix identifies the type of IPv6 address. As an example,
Figure 6.1 showed an IP address starting with fe80, which is a link-local address.
You'll see many other prefixes in this chapter that identify specific types of IPv6
addresses.

Prefixes often are accompanied by a prefix notation similar to /3 or /32. This
indicates how many bits are in the prefix. For example, 2001 /3 indicates only
the first three bits are in the prefix, but 2001:0000 /32 indicates the first 32 bits
are in the prefix.

As an introduction, Table 6.1 summarizes the prefixes covered in this chapter.

TABLE 6.1 Common IPv6 prefixes

IPv6 prefix Description

2/3 Global unicast addresses.

These commonly start with 2001:, but other prefixes starting with
2 are possible.

2001:0000 /32 Teredo tunneling protocol address.
This is used for IPv4 and IPv6 compatibility.

(Continues)
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TABLE 6.1 (Continued)

IPv6 prefix Description

fe80 /10 Link-local addresses.

These are similar to IPv4 APIPA addresses.

fc /7 (fd /8) Unique local unicast addresses.

These are IPv6 addresses assigned in an internal network similar
to IPv4 private addresses. The prefix is only 7 bits, which is liter-
ally identified as fc in hexadecimal, but the 8th bit is always a 1,
so this is always seen as fd in an IPv6 address.

i1 Loopback address.

A prefix of 127 zeros followed by a single 1 as the 128th bit is the
loopback address. This is similar to the IPv4 loopback address of

127.0.0.1.

Understanding Hexadecimal

IPv6 addresses are displayed in hexadecimal, so it’s important to understand
hexadecimal numbers. Chapter 5 introduced binary and compared it to decimal.
As a reminder, decimal uses a base of 10 with numbers from 0 through 9, and

binary uses a base of 2 with 0 and 1 as the only two values.

Hexadecimal uses a base of 16 with the numbers 0 through 9 followed by a K
through £ Each hexadecimal number can be represented using four binary bits.

Table 6.2 shows how to count from 0 through F in hexadecimal and includes

both the binary and decimal values for each number.

TABLE 6.2 Hexadecimal values

Hexadecimal values
can be either upper-
case or lowercase.
For example, f is
the same as F. IPv6

Binary value

addresses are com-
monly displayed in

22 22 2 20 lowercase.
Hexadecimal number 8 4 2 1 Decimal value
0 0 0 0 0 0
1 0 0 0 1 1
2 0 0 1 0 2
3 0 0 1 1 3

(Continues)
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TABLE 6.2 (Continued)

Binary value

23 22 2! 20
Hexadecimal number 8 4 2 1 Decimal value
4 0 1 0 0 4
5 0 1 0 1 5
6 0 1 1 0 6
7 0 1 1 1 7
8 1 0 0 0 8
9 1 0 0 1 9
a 1 0 1 0 10
b 1 0 1 1 11
C 1 1 0 0 12
d 1 1 0 1 13
e 1 1 1 0 14
f 1 1 1 1 15

Displaying IPv6 Addresses

When a full IPv6 address is displayed, it will include eight groups of four hexa-
decimal numbers, separated by colons similar to this:

fe80:0000:0000:0000:0184:e9£8:a71b:0304

However, you can shorten the IPv6 address using two techniques. First, you
can use zero compression to identify a contiguous group of zeros. Zero compres-
sion replaces a group of zeros with two colons. Second, you can drop leading
zeros in any hexadecimal grouping. Table 6.3 shows the three ways you can dis-

play the same IPv6 address.
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TABLE 6.3 Displaying an IPv6 address

Example Description

1e80:0000:0000:0000:0184:e9f8:a71b:0304  Full IPv6 address
fe80::0184:e918:a71b:0304 IPv6 address using zero compression

fe80::184:e9f8:a71b:304 IPv6 address using zero compression
and dropping leading zeros

It’s important to note that you can use only one set of double colons. In the
example (fe80::0184:e9f8:a71b:0304), five groups of hex numbers are displayed.
Since an IPv6 address has eight groups of hex numbers, the double colon (::)
takes the place of three groups of zeros (0000:0000:0000).

However, if a number had two groups of double colons (for example
fe80::0184:e918::0304), there would be no way to determine how many groups of
zeros each double colon represents. In other words, you can have only one set of
double colons in an IPv6 address. Two sets of double colons are not valid in an
IPv6 address.

Comparing IPv6 Transmission Types

Chapter 2 introduced the three methods of transmission for IPv4 as unicast, multi-
cast, and broadcast. As a reminder, these transmissions are as follows:

Unicast Traffic sent from one computer to one other computer

Broadcast Traffic sent from one computer to all other computers on the same
subnet

Multicast Traffic sent from one computer to multiple other computers using
the IGMP protocol

IPv6 uses three types of transmission known as unicast, multicast, and any-
cast. These have some similarities to IPv4.

Unicast An IPv6 unicast transmission is traffic sent from one computer to one
other computer, just as it works in IPv4.
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Multicast An IPv6 multicast transmission is traffic sent from one computer
to multiple other computers, similar to multicast in IPv4. IPv6 provides some
improvements in multicasting.

Anycast An IPv6 anycast transmission is traffic sent from one host to one other
host from a list of multiple hosts. It is typically used to locate the nearest router
or to locate services on the network.

Understanding the Need for IPv6

The primary driving force of IPv6 was to provide more IP addresses. If only
IPv4 addresses were used, experts predicted that the Internet would run out
of IPv4 addresses sometime in 2011. Earlier predictions indicated the Internet
was on track to run out of addresses during 1990s or 2000s, but steps were
taken to extend its lifetime. For example, Network Address Translation (NAT)
helped reduce the number of public IP addresses needed.

As mentioned previously, IPv4 uses 32 bits in the IP address. The math shows that
2 raised to the 32nd power (232), or 2 times itself 32 times, equals 4,294,967,296,
which is more than 4 billion addresses. However, because of how IPv4 reserved so
many different IP address ranges, there are only about 3.7 billion IP addresses avail-
able on the Internet. No one wants to see the growth of the Internet stop, and with
the 128 bits in an IPv6 address, it has plenty of room for growth.

In addition to providing trillions of trillions more IP addresses, IPv6 also pro-
vides several improvements:

Native Support for IPSec IPv6 supports Internet Protocol Security (IPSec)
without any additions. This allows clients to easily encrypt IPv6 data. IPv4 can
use IPSec, but it takes extra effort to make it work.

More Efficient Routing [Pv6 uses global addresses on the Internet. These are
designed for worldwide delivery and reduce the number of routes that Internet
routers need to remember. In contrast, many Internet backbone routers main-
tain routing lists of more than 85,000 IPv4 routes.

Easy Host Configuration IPv6 routers can automatically configure internal com-
puters. You can also use Dynamic Host Configuration Protocol version 6 (DHCPv6)
servers to provide IPv6 information. However, even if an IPv6 router or DHCPv6
server isn't available, systems can configure themselves with internal IPv6 addresses.

Understanding Neighbor Discovery

Neighbor Discovery (ND) is an IPv6 protocol that uses Internet Control Message
Protocol version 6 (ICMPv6) messages to discover details about the network.
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It performs several key functions:

Discovers Routers ND identifies routers on the local subnet. These routers can
then be queried for IPv6 configuration.

Discovers Prefixes The prefix is used in IPv6 similar to how the subnet mask is
used in IPv4. ND identifies the prefix used by other hosts on the subnet.

Discovers Parameters ND messages tell the computer what IPv6 parameters are
being used by other hosts on the subnet.

Address Autoconfiguration This determines whether the host can obtain an
IP address from a router or a DHCPvV6 server. If not, it assigns itself a link-local
address, which is similar to IPv4’s APIPA addressing.

Detects Duplicate Addresses This prevents the computer from using an IPv6
link-local address that is already in use.

Resolves Addresses ND can resolve a neighbor’s IPv6 address to its link-layer
address. This is similar to how the Address Resolution Protocol (ARP) resolves
IP addresses to MAC addresses in IPv4.

Exploring the Components
of an IPv6 Address

An IPv4 address has a network ID component and a host ID component. Similarly,
an IPv6 address has a network identifier and interface identifier components.

Figure 6.2 shows the two basic components of the IPv6 address used on a
Windows Server 2008 server. In IPv6, the first 64 bits are typically the network
ID, and the last 64 bits are typically the interface identifier, though there are
exceptions.

Network Identifier Extended Unique Identifier (EUI)
64 Bits 64 Bits

FIGURE 6.2 The components of an IPv6 address

The interface identifier is similar to the Media Access Control (MAC) address,
or physical address used in IPv4. You may remember that the MAC is a group of
48 bits expressed as 12 hexadecimal numbers similar to this: 12:34:56:78:9A:BC.
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The first six hex numbers are the organizational unique identifier (OUI) identifying
the manufacturer, and the last six are unique on the network interface card.

In an IPv6 address, the interface identifier (the last 64 bits) is used in place of the
MAC address. Windows Server 2008 uses an EUI 64-bit address (EUI-64) defined as
part of IPv6. Gigabit network interface cards are configured with EUI-64 addresses.
IPv6 uses the 48-bit MAC addresses on older cards and adds 16 extra bits to reach
64 bits.

The interface identifier can also be created using other methods:

» A randomly generated temporary identifier
» A randomly generated permanent identifier
» A manually assigned identifier

These alternative interface identifiers provide a level of privacy in network
communication by hiding the actual identifier of the host.

Understanding Global Unicast Addresses

Global unicast addresses are used on the Internet. You can compare them to
IPv4 public IP addresses. However, global unicast addresses are designed for hier-
archical routing, which makes them easier to route throughout the Internet.

Figure 6.3 shows the components of a global unicast address. Notice that the
first three bits are 001. If the first number of the address is a 2, you know that it
is a global unicast address used on the Internet.

001 : Global Routing Prefix : Subnet ID Interface ID
= 48 Bits . 16 Bits

PublicTopology  : SiteTopology 64 Bits

001 (2) — FirstThree Bits 001 (Hex 2) Identify a Global Unicast Address
Most Global Unicast Addresses Start with 2001:
Used on the Internet

FIGURE 6.3 IPv6 global unicast address

The formal definition for global unicast addresses says that only the first three
digits are specified as 001, meaning that it could be 0010 (hex 2) or 0011 (hex 3).
However, 0011 is reserved and can’t be used. In other words, the first number
will always be a 2.

Although a wide range of global unicast addresses are possible, the most com-
mon one used is 2001. IPv6 global unicast addresses are assigned by the Internet
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Assignment Numbers Authority (IANA). They have assigned several banks of IPv6

addresses starting with 2001 (such as 2001:0000, 2001:0200, 2001: 0400, and so
on). They have also assigned some addresses starting with 2400, 2600, and more,
but 2001 remains the most popular.

The first 48 bits of the global unicast address make up the public topology,
and the next 16 bits make up the site topology. Addresses in public topology are
assigned to Internet service providers (ISPs). ISPs can then use the 16 bits in
the site topology to create as many as 65,536 subnets, with each subnet having
more than 18 quintillion addresses each.

You can read more about global unicast addresses in the document “IPv6 Global
Unicast Address Format” at www. ietf.org/rfc/rfc3587. txt.

Understanding Link-Local Addresses

In Chapter 5, you learned about Automatic Private Internet Protocol Addressing
(APIPA) addresses. When a DHCP client is unable to reach a DHCP server, it
assigns itself an IP address in the 169.254.x.y range.

Link-local addresses are similar to APIPA addresses. If a DHCPv6 server or an
IPv6 router isn’t available to assign an IPv6 address, an IPv6 client can assign
itself a link-local address to communicate with other hosts on the same network.
Just as APIPA limits communication to the local subnet, a link-local address lim-
its a client to communication only on the local subnet. This is because link-local
addresses are not routable.

However, IPv6 clients can also have another IPv6 address in addition to the link-
local address. For public systems, they can also have a global unicast address. For
private systems, they can also have a unique local address. The link-local address is
used to communicate with local nodes, and the other address is used to communi-
cate with clients past the router.

In contrast, IPv4 uses APIPA as a fallback when a DHCP client doesn’t receive
a DHCP address. In IPv4, you’ll have only one address assigned.

Figure 6.4 shows the format of a link-local address. Notice that the first 10 bits
are always 1111 1110 10. This equates to fe80 in hexadecimal.

1111111010 - XXX ... XXX Interface ID

10 Bits E 54 Bits 64 Bits

1111 1110 10 (fe80) — fe80 /10 Identifies a Link-Local Address
Similar to APIPA in IPv4

FIGURE 6.4 IPv6 link-local address
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If IPv6 is installed on a system, a link-local address will always be configured.
Microsoft systems use the link-local address for Neighbor Discovery processes,
and these processes won’t work if IPv6 is not enabled on the system.

Autoconfiguration of IPv6 addresses is either stateless or stateful.

Stateless The configuration is performed based on router advertisements. The
system will start with a self-assigned fe80 address and then go through a process
to verify it and learn about the network by communicating with local routers.

Stateful The configuration is performed by a DHCPv6 server. The “Using DHCP”
section later in this chapter presents the process used by a DHCPv6 client and a
DHCPvVG6 server.

Early documentation specified the use of site-local addresses starting with a
prefix of fec0:: /10. You may still see this in some documentation; however, the
use of site-local addresses has been deprecated and is not recommended.

You can read more about unique local addresses in the paper “IPv6 Stateless
Address Autoconfiguration” at http://tools.ietf.org/html/rfc4862.

Understanding Unique Local Addresses

Unique local addresses are IPv6 addresses used in an internal network. They are
similar to IPv4 private IP addresses in that you assign them to computers on your
internal network.

Figure 6.5 shows the format of unique local addresses. Unique local addresses are
identified by the first seven bits as 1111 110. Additionally, the 8th bit is always a 1.

1111110 :1: Global ID . Subnet ID Interface ID

7 Bits 5 LE 40 Bits 5 16 Bits 64 Bits

1111 1100 — fd0O: Prefix Identifies a Unique Local Address
Similar to Private IPv4 Addresses
Used on Internal Networks

FIGURE 6.5 IPv6 unique local unicast addresses

You can dig into the details of unique local addresses in the paper “Unique
Local IPv6 Unicast Addresses” at http://tools.ietf.org/html/rfc4193.
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Understanding the Dual IP Stack

FC oR FD FOR UNIQUE LOCAL ADDRESSES?

Some documentation indicates that a unique local address has the first
seven bits to 1111 110, giving it a 7-bit prefix of fc hexadecimal. Other
documentation indicates that all unique local IPv6 addresses start with a
prefix of fd hexadecimal. Which one is correct? Actually both.

RFC 4193 defines unique local addresses and specifies the eighth bit should
be a 1. This “L” bit indicates the address is locally assigned. RFC 4193 states
that the value of 0 for the “L” bit may be defined in the future, but for now
it’s always a 1.

If only the first seven bits are counted (1111 110), then the eighth bit is
implied as a zero. This gives a value of binary value 1111 1100, or fc in hex.
However, if the eighth bit is a 1 in the actual IPv6 address, then the first
eight bits are 1111 1101, which equates to fd.

In other words, if you see the full IPv6 address, the prefix is fd in hex. If only
the first seven bits are represented, the value is fc in hex.

Understanding the Dual IP Stack

In a perfect world, every computer on the Internet could switch from IPv4 to
IPv6 on a specific day. For example, November 9, 2010, could have been des-
ignated international IPv6 day, and everyone in the world could have magically
switch each computer’s configuration at midnight Greenwich mean time. No
one realistically envisions such as a perfect world, though.

Instead, IPv4 and IPv6 must be able to interoperate side by side. IPv6 is cur-
rently working on the Internet and will gradually replace IPv4. In the meantime,
operating systems and routers support IPv4-mapped IPv6 addresses and Teredo
tunneling.

Using IPv4-Mapped IPv6 Addresses

One way that the IPv4/IPv6 dual IP stack works is by supporting IPv4-mapped
IPv6 addresses. Figure 6.6 shows an IPv4-mapped IPv6 address. The first 80 bits
are set to 0, the next 16 bits are set to 1, and the last 32 bits hold the IPv4 address.

127



128

Teredo clients have
an IPv6 address
that starts with
2001:0000/32.
This is known as the
Teredo prefix.

Chapter 6  Exploring IPv6

000 ... 000 111..111 IPv4 Address

First 80 Bits Set to Zero . 16Bits 32 Bits

:ffff:192.168.1.5
FIGURE 6.6 IPv4-mapped IPv6 address

The IPv4-mapped IPv6 address is expressed with the leading zeros omitted with
zero compression (using a double colon, ::), the 16 ones expressed as ffff, and the
IPv4 address in traditional dotted decimal format.

Understanding IPv4 to IPv6 Tunneling Protocols

Some devices accessible from the Internet aren’t yet IPv6 enabled. If only IPv6
was used, data couldn’t transit through these devices. Teredo is a tunneling pro-
tocol that encapsulates IPv6 packets within IPv4 datagrams. This allows the IPv6
packets to transit through these devices.

Teredo is needed for NAT devices that translate private IPv4 addresses to public
IPv4 addresses and translate public IPv4 addresses back to private IPv4 addresses.
Once IPv6 is fully implemented, Teredo won’t be needed anymore.

If Teredo traffic needs to pass through a firewall, the firewall must be config-
ured to allow the Teredo traffic to pass through. By default, a firewall will block
traffic using a Teredo tunnel.

Figure 6.7 shows the mapping of a Teredo IPv6 address.

2001:0000 Teredo Server Flags : UDP Port Teredo Client
IPv4 Address ' IPv4 Address
32 Bits 32 Bits 16 Bits 16 Bits 32 Bits
2001:0000/32

FIGURE 6.7 Teredo IPv6 address

You can tell whether your system is using Teredo by entering ipconfig /
all at the command prompt. Listing 6.1 shows a partial output from a system
that has a Teredo address assigned. Notice the prefix is 2001:0.

Listing 6.1 Partial result of ipconfig /all

Tunnel adapter Local Area Connection* 18:
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Connection-specific DNS Suffix
Description . . . . . . . . . . . : Teredo Tunneling
Pseudo-Interface

Physical Address. . . . . . . . . : 00-00-00-00-00-00-00-EO
DHCP Enabled. . . . . . . . . . . : No
Autoconfiguration Enabled . . . . : Yes

IPv6 Address. . . . . . . . . . . :
2001:0:4137:9e76:4c9:399b:3f57: fe98(Preferred)

Link-Tocal IPv6 Address . . . . . :
fe80::4c9:399b:3f57: fe98/39(Preferred)

Default Gateway . . . . . . . . . 1 ::

NetBIOS over Tcpip. . . . . . . . : Disabled

6to4 is another method that used to help the migration between IPv4 and IPv6.

It allows IPV6 traffic to be transmitted over an IPv4 network and is popular with
routers used in small offices and home offices (SOHOs).

Comparing Manual and Automatic
Assignment of IPv6

Just as you can assign IPv4 addresses manually or via DHCP, you can also assign

IPv6 manually or with DHCPv6. Both processes are very similar in IPv4 and IPv6.

Manually Configuring IPv6

You can use the following steps to manually view or configure the IPv6 informa-

tion on a Windows Server 2008 server:
1. Click Start > Control Panel.
Type Network in the Control Panel Search box.
Select Network And Sharing Center.
Click Manage Network Connections in the Tasks pane on the left.

Right-click Local Area Connection, and select Properties.

@ & W N

Select Internet Protocol Version 6 (TCP/IPv6), and click Properties.
Your display will look similar to Figure 6.8.

7. Enter the appropriate IP address, subnet mask, default gateway, and
address of a DNS server. In the figure, the server is also the DNS
server, so the DNS server is set to the IPv6 loopback address of ::1.
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Although these steps
work on Windows
Server 2008, you
can also use them on
a Windows 7 system.

You can view the
information without
changing it. If you
are using link-local
addresses or a
DHCPv6 server, it
will be set to Obtain
An IP Address
Automatically.
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Networking |

Connect using

& Intel 21140-Based PCI Fast Ethi

This connection uses the following iter

9% Client for Microsoft Networks
J81005 Packet Scheduler

JZ}File and Prnter Sharing for Mi
-4 Intemet Protocol Version 6 (T
& Intemet Protocol Version 4 (T
-4 Link-Layer Topology Discove
~4- Link-Layer Topology Discove

General |
You can get IPv6 settings assigned automatically if your network supports this capability.,
Otherwise, you need to ask your netwark administrator for the appropriate IPv6 settings.

" Obtain an IPv6 address automatically
—f* Use the following TPvé address:

IPv6 address: I fd00: 1234:5678::10
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| fdoo: 1234:5678::1

Subnet prefix length:

Default gateway:
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—(* Use the following DNS server addresses:

Istal | Urinstall Preferred DNS server: | =t
- Desciption Alternate DNS server: |
TCP/IP version 6. The latest versiol
that provides communication across
Aetwors. Advanced...
oK Cancel

FIGURE 6.8 Viewing the IPv6 configuration of the NIC

Using DHCPv6

Just as you can use DHCP to assign TCP/IP information for IPv4 clients, you can
also use DHCPv6 to assign TCP/IP information for IPv6 clients. The process is
similar. The benefit is that you can assign all the TCP/IP information including the
IP addresses of DNS servers, default gateways, and more. The system can configure
itself with link-local addresses, but link-local addresses won’t provide access outside
the subnet since they are not routable and won’t include addresses of DNS servers.

Figure 6.9 shows the process of a DHCPV6 client receiving an IPv6 address
from a DHCPV6 server.

1. When the DHCPvV6 client turns on, it sends a solicit message looking
for a DHCPv6 server.

2. The DHCPvG6 server answers with an Advertise message. This lets the
client know that the server can offer IPv6 configuration information.

3. The DHCPv6 client replies with a Request message formally requesting
the IPv6 information.

4. The DHCPv6 server responds with a Reply message. This message
includes IPv6 information such as the IPv6 address, the default gate-
way, and the address of a DNS server.

DHCPv6 servers aren’t required on each subnet. If your network includes multiple
subnets, you can place DHCPv6 relay agents on each subnet to listen for the DHCPv6
solicit messages and then forward them to the DHCPv6 server. The relay agent then
acts as the intermediary, or the proxy, for the four messages going back and forth
between the DHCPv6 server and the DHCPv6 client.
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FIGURE 6.9 DHCPv6 process

THE ESSENTIALS AND BEYOND

In this chapter, you learned about IPv6 addresses. IPv6 is slowly replacing IPv4, and it uses
128 bits instead of the 32 bits used in IPv4. IPv6 addresses are displayed in hexadecimal,
and the type of IPv6 address is identified by the prefix. Global unicast addresses start with a
prefix of 2 /3. Teredo tunneling protocol addresses (used for [Pv4 to IPv6) start with a prefix
0f 2001:0000 /32. Link-local addresses (automatically assigned) start with fe80 /10. Unique
local addresses (private IPv6 addresses) start with fd and are sometimes referenced as fc /7.

ADDITIONAL EXERCISES

» Identify whether your computer has an IPv6 address. If so, determine the type of
address based on the prefix.

» Ping the IPv6 loopback address. This is possible only if your computer has an IPv6
address. If your computer doesn’t have an IPv6 address, identify the IPv6 loopback
address.

» Use the ipconfig /all command to determine whether you have a Teredo address
assigned.

» View the current IPv6 configuration of the network interface card. Document the cur-
rent settings of the IP address, prefix, default gateway, and DNS server.

To compare your answers to the author’s, please visit www.sybex.com/go/
networkingessentials.

REVIEW QUESTIONS
1. Which of the following addresses is a valid IPv6 address?

A. 192.168.1.256 C. 2001:0000:4137:9¢76:3¢c2b:05ad:3f57:fe98
B. 10.1.25.2 D. 2001:0000:4137:9976:3c2b:05zd:3x57:gh98

(Continues)
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THE ESSENTIALS AND BEYOND (Continued)

2.

You need to manually assign an IPv6 address to a client computer for use
within a private network. Which one of the following addresses should you use?

A. 0000::a123:4567:89ab:cdef D. fe80:: al23:4567:89ab:cdef
B. 2001:0001::fcde:ba98:7654 E. fd00:: a123:4567:89ab:cdef
C. 2001:0000: fcde:bha98:7654

Which of the following features is built into IPv6 to provide extra security?

A. Teredo tunneling C. Unique local addresses
B. Global addresses D. IPSec
True or false. An IPv6 address with a prefix of fd is a link-local address.

What IPv6 to IPv4 technology uses tunneling to encapsulate an IPv6 packet
within an IPv4 packet?

You need to assign IPv6 addresses to hosts on a private network. You should
use addresses.

What IPv6 protocol is used to identify routers on the same network?
A. Network Discovery C. IGMP
B. Teredo D. Anycast

IPv4 addresses use public address on the Internet. IPv6 uses
addresses on the Internet.



CHAPTER 7

Connecting Computers
to a Network

Although the process of connecting a computer to a network is often as
simple as plugging it in, there is a lot to consider. Many problems can inter-
fere with the transmission of data. Some transmission media (such as fiber-
optic cable) is immune to many of the problems, but it also adds significant
costs to a network.

In this chapter, you'll learn about many of the potential problems with trans-
mission media. In addition, you’ll learn about many of the common transmission
methods and how they can be affected by these problems.

Identifying potential problems with connectivity

Exploring cable types and their characteristics

Identifying Potential Problems
with Connectivity

Several potential problems exist that you should know about with network
connectivity. Although many technologies exist to minimize these problems,
you still need to be aware of them. Common problems explored in this sec-
tion include the following:

» Electromagnetic interference
Radio frequency interference
Power spikes

Interception of signals

vV vV v VY

Fire hazards
» Cross talk

Each of these problems can affect the quality, reliability, and security of net-
works. For example, different types of interference can corrupt transmissions
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or reduce the distance they can travel. Power spikes can damage equipment if
steps aren’t taken to protect them. If the wrong cable is used in certain areas of a
building, a fire can result in toxic fumes spreading throughout spaces where people
are working. Once you understand the problems, it’s easier to understand the pur-
pose of the solutions.

Understanding EMI

FElectromagnetic interference (EMI) is interference caused by machinery or electri-
cal devices or natural phenomena such as electrically charged raindrops. When the
EMI reaches a computer or network, it has the potential to interfere and degrade
signals. When the interference is significant, data transmissions are blocked.

A common source of EMI is devices with motors. For example, manufacturing
environments often include a lot of equipment. When computers and networks
are used in manufacturing environments, they often need additional protection
against EMI. For example, a special type of cable called Category 7 has special
shielding for use in manufacturing environments.

Other sources of EMI include electronic devices such as laser printers, micro-
wave ovens, and even older fluorescent lights. These devices aren’t intended to
transmit signals, but while they operate, they do emit signals. These signals can
interfere with nearby electronic equipment.

Understanding RFI

Radio frequency interference (RFI) is interference from broadcasted radio sig-
nals. When a transmitter is close enough and/or transmits the signals at a high
enough amplitude (or volume), unintended systems can pick it up. When RFI
enters a computer system, it may corrupt the data intended for the computer.

As an example, consider a wireless network. It broadcasts data signals using
specific frequencies. When two wireless networks are broadcasting close to each
other, they can interfere with other. The signals from one network can bleed over
into the other network.

Some other sources of RFI include cordless phones and Bluetooth devices. For
example, cordless phones transmit data using specific frequencies. These signals
can sometimes be picked up by wireless systems and interfere with the signals.

Avoiding Power Spikes

Computers and network devices receive alternating current (AC) power, which is
usually provided by commercial power companies. These devices have internal direct
current (DC) power supplies that convert the AC power to DC power required by the
device.
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ARE EMI AND RFI THE SAME THING?

As you continue your studies, you may see EMI and RFI grouped into the same
category as EMI/RFI. Although they are both interference, they are different.

As interference, they both have the ability to interfere with the performance
of a network. Unwanted signals can enter the computer network and degrade
the system’s performance.

However, EMI is interference from a mechanical or electrical device. The
purpose of these devices isn’t to transmit signals, but these devices emit
signals as an unintended side effect.

In contrast, RFI comes from an RF transmitter such as an FM or AM broad-
cast station or a wireless transceiver. The primary purpose of the RF trans-
mitter is to transmit the RF signals to receivers. However, when unintended
devices pick up the RF signals, it causes interference.

Ideally, the AC power supplied by the commercial power company will be a
perfect sine wave similar to Figure 7.1. This sine wave cycles at a rate of 60 Hertz
(Hz). One Hz is one cycle per second so 60 Hz is 60 cycles per second but only
two cycles are shown in the figure.

A sine wave cycle is
one full 360-degree
iteration of the sig-
nal. In other words,
it starts at zero,
goes up, goes back
down through zero,
and then returns to
zero for one cycle.

115

ACVoltage
(=]

-115

FIGURE 7.1 115 VACsine wave

A power spike is a short duration increase in voltage. Although it’s quick, it can
cause damage to electrical equipment. The most common source of power spikes
is a lightning strike. Figure 7.2 shows how spikes may look on an AC sine wave.
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115

AC Voltage
o

-115

Cycles

FIGURE 7.2 Power spike on a 115 VAC sine wave

Consider lights in your home. They require 115 VAC, but if there’s an increase
or decrease in voltage, you'll see them flicker. If the voltage increases too high or
stays high for too long, they’ll probably burn out. However, lights don’t respond
to changes in voltage as quickly as electrical components do. A short spike may
not even be noticeable in the light. However, if the same spikes reach electronic
components, they will often fail.

Other anomalies with AC voltage include the following:

Power Surge A power surge lasts longer than a power spike and is usually less of
an increase in voltage. For example, a power spike from lightening can be thou-
sands of volts for only a few milliseconds. However, a power surge may be only
about 20 percent above normal but may last as long as a minute or so.

Power Sag A power sag occurs when the AC voltage falls below normal for a period
of time. When a DC power supply doesn’t receive enough AC power, it can’t provide
enough DC power to the internal system. Power sags often result in the system
turning off.

You can protect computer and networking equipment from power anomalies
using different types of equipment:

Surge Protector A surge protector protects against both power spikes and power
surges. If excessive voltage reaches the surge protector, a built-in circuit breaker
pops and prevents the voltage from reaching the equipment. Most (but not all)
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power strips include surge protectors. Surge protectors have different rating lev-
els based on their response time and power threshold sensitivity.

Uninterruptible Power Supply (UPS) A UPS provides continuous power to a sys-
tem even if a power sag occurs or if power is lost for a short period. The primary
purpose of a UPS is to provide power to a system by battery long enough to com-
plete a logical shutdown or for generators to come online and stabilize. A UPS is
not intended as a long-term power source.

Power Filters Power filters can filter out dirty power. Dirty power occurs when
random noise enters the power line and is carried on the sine wave. Instead of a
clean sine wave (as shown in Figure 7.1), the signal includes dozens to hundreds
of small spikes along the line, as shown in Figure 7.3. This noise can cause dam-
age to power supplies, but a power filter filters out the noise producing a clean
sine wave. Power filters also include a surge protector.

115

ACVoltage
(=]

-115

FIGURE 7.3 Dirty power

Generators Generators provide long-term power when the commercial power
source fails or is unavailable. Most generators use diesel fuel, though some use
natural gas, propane, and even gasoline. Typically, only critical systems require
generator power.

Avoiding Interception

Another potential problem with connecting computers on a network is the risk
of interception of data as it crosses the network. Just as people can eavesdrop by
listening in on conversations, attackers can use tools to eavesdrop on network
conversations.
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Protocol analyzers can capture traffic going across a network. Although some
are hardware devices, most protocol analyzers are simply software programs
you can run on any personal computer. They capture the individual packets or
frames that cross a network and then allow you to dissect the data. Microsoft
provides a free protocol analyzer called Network Monitor.

Figure 7.4 shows Network Monitor. While this was running and capturing
data, I opened a file named Passwords. txt from a network drive named
MYBOOKWORLD. Network Monitor captured the entire process including
the contents of the opened file.
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Shows Captured
Frames

Frame Details
Shows Selected
Frame

FIGURE 7.4 Network Monitor

Notice that the contents of the Passwords. txt file (username: Darril..
Password: P@sswOrd) are displayed in readable form in the Hex Details sec-
tion. (The Hex Details section is shown larger by itself so you can read it easier.)

If someone has this tool, a little bit of knowledge, and some patience,
they can intercept data on your network and learn its secrets. Because of
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this, it’s important to protect your network from interception tactics. Here are
some basics:

Use Switches Instead of Hubs Hubs pass all traffic to all ports. A network moni-
tor connected to a hub will capture all traffic going through the hub. In contrast,
switches internally switch traffic so that only the traffic that is addressed to a
host is sent to the host’s port. In other words, each port is limited in the traffic
that it can capture.

Protect Network Devices Most routers and switches have maintenance ports

that can capture all traffic going to and from the device. If someone has physi-
cal access to the devices, they can connect listening devices to these ports and
capture all the traffic. Most organizations use physical security to protect net-
work devices such as routers and switches.

NONPROMISCUOUS MODE VS. PROMISCcuOUS MODE

Sniffers run in one of two modes: nonpromiscuous mode or promiscuous mode.

In nonpromiscuous mode, the sniffer will only capture data sent directly to or
from the system capturing the traffic. Each frame includes the source and desti-
nation IP address, and if the neither of these matches the IP address of capturing
computer, the frame isn’t captured. In other words, the sniffer will not capture
unicast traffic sent to and from other systems. Microsoft’s Network Monitor runs
in this mode by default but can be switched to promiscuous mode.

In promiscuous mode, the sniffer will capture any traffic that reaches the
interface card of the system capturing the traffic. Most sniffers can operate in
promiscuous mode. Although older free versions of Microsoft’s Network Monitor
would not operate in promiscuous mode, the current version can.

Network Monitor comes in three versions, based on the architecture of the system:
> x86 for 32-bit systems
> x64 for 64-bit systems (including both Intel and AMD 64-bit systems)
> 1ia64 for high-end Itanium servers

If you try to install the wrong version on a computer, such as installing a 64-bit
version on a 32-bit system, the installation program will stop and prompt you to
use the correct version.
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I You can use the following steps to download and install Network Monitor:

These steps were 1. Go to Microsoft’s download site (www.microsoft.com/downloads).

f d .
wi:l::):: S::‘ver 2. Type Network Monitor in the Search All Download Center text box,
2008 R2 Server but and press Enter.

ill work similarl : ) ) e
:: o::;rr s?‘:;ma;y 3. Select Microsoft Network Monitor from the list. At this writing, the

including Windows current version is 3.4.
Server 2008 and
Windows 7.

=

. Identify the version you need (such as the 32-bit version or the 64-bit
version), and click the download button for that version.

5. Click Save, and browse to a location on your computer to save it.
Once the download is complete, you're ready to install it.

=]

. Click Start > Computer. Browse to the location where you saved the
Network Monitor download, and double-click it.

N

Review the information in the dialog box, and click Yes to continue.

[+

. Review the information on the Welcome page, and click Next.

©

Review the End-User License Agreement, select I Accept The Terms
In The License Agreement, and click Next.

I 10. If the Microsoft Update page appears, accept the defaults, and click Next.
This page may not 11. Click the Typical button on the Choose Setup Type page. Click Install.

:;;z::; \SA(;;l:ows 12. After a moment, the installation of Network Monitor will complete.

Update has already Click Finish. The installation of additional components will then
been configured. begin and may require several minutes to finish. When it completes,
it will automatically close.

I After you've downloaded and installed Network Monitor, you can use it to cap-
ture and review traffic. The following steps assume you have downloaded and

These steps were installed Network Monitor on a system:

performed on

Windows Server 1. Click Start, and enter Network Monitor in the Search Programs And
2008 R2 Server but Files text box
will work similarly ’

on other systems 2. Right-click Microsoft Network Monitor, and select Run As Administrator.

including Windows . .
- If the Microsoft Update Opt-In dialog box appears, choose Yes or No

Windows 7. depending on whether you want to check for updates.
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3. On the Start Page, locate the Select Networks pane at the bottom K
left. Ensure your network interface card is selected, as shown in

Figure 7.5. If desired, you can select all networks. Network Monitor

works in nonpro-
miscuous mode by
default. You can con-
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[packets that are being sent and received over a live network connection
lor fram a previously captured data file. It pravides filtering options for Networks pane.
[compiex analysis of network data.

Click for — [What's New
promiscuous mode . *  User Interface Refresh: The Network Manitor Ul has evolved,
New features have been added and previousty hard-to-find
3 Progerien | 153 Pblode features have been made more readity avallable.
Fi « Parser Configuration Management: Parsers are now
9 Lecal drea Connicton [niel 21140 Sased PCIFast installed with profiles that aliow you to easily switch
O roiswaen VAN Megert

between parser canfigurations with the Parser Profiles
toolbar button. Thege configurations are also cached,
removing the need 1o recompile when you switch between
them.

+  Column Management: Metwork Monitor will automatically
choose 3 column layout based on the type of file being

“ " opened. This column layout is applied 10 the Frame -
— — — = i
-"m!'i.- SE s | | 3o ... «| g2 windows .. <| £ 00 Marape {&Mn_ & Mith mam

FIGURE 7.5 Starting Network Monitor

4. Click New Capture on the toolbar.
5. Click Start page to begin capturing traffic.

6. Open a command prompt, and ping the IP address of one or more sys- || IEGTcNGNG

tems on your network such as the default gateway or other computers.
You can use

7. When the ping completes, return to Network Monitor, and click Stop. ipconfig /all
. . . . to determine the
8. Click All Traffic in the Network Conversations pane. This shows all IP address of your

the traffic that your computer captured during this short time. default gateway.

9. Click My Traffic. This shows traffic with your computer’s IP address
in the Source or Destination column. Enter icmp in the Display Filter
pane, and click Apply. Your display will look similar to Figure 7.6. Only
ICMP traffic from your pings is shown.

10. Feel free to look around at the different frames that were captured.
You can expand any selected frame in the Frame Details pane. When
you're done, close all open windows.



142

The filter removes
all frames except for
the frames using the
ICMP protocol.

Plenum-safe cable is
listed as UL 910 or
ASTM E84 certified.

Chapter 7 » Connecting Computers to a Network

alnl=|

Fe S ves Fase Coner fle o Tos e
N Gty | ¥ ComnCavre Hﬁ-ru ‘p{-uum st e d limt o Parve Profies = -] Cptorm gy Deld

el |
= - Trae

L
IO% e Reaant fsmegn ros LA LI Ty 183 W8 1.4
e i TR LT WA 30

i em e
Hermen 347900

FIGURE 7.6 Displaying ICMP frames in Network Monitor

Preventing Fire Hazards

Another potential problem with cables is the potential hazardous fumes they
can release when they catch on fire. The jacket or covering of some cables can
be toxic to humans, so only certain types of cable are safe to use in different
areas of a building.

Most buildings have spaces between the walls, below floors, and above ceilings
used to circulate cooled or heated air. These spaces are called plenums. And, since
it’s such an open space, it’s easy (and common) to run cables through this space.
However, if these cables catch fire, the air circulates the fumes from the cables
throughout the building.

Cable rated as plenum safe is designed specifically so that it will not release toxic
fumes if it catches fire. Only plenum-safe cable should be used within plenums.

Understanding Cross Talk

Cross talk is data that crosses from one transmission line to another. This can
result in a degraded signal, or worse, it can result in data jumping from one wire
to another.

When data travels down a wire, it creates an induction field that is much larger
in diameter than the wire. The induction field is a magnetic field that holds images
of the actual signal. Figure 7.7 illustrates this induction field.
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< [\ Transmission Wire [\
VARV

Induction Field

FIGURE 7.7 Induction field around a wire

Tools are available that can capture the signals from the induction field simply
by placing the tool around the wire, similar to how you could close your forefin-
ger and thumb around a wire. These tools capture the signals in the magnetic
field without cutting into the cable.

Cross talk occurs when signals from one wire cross over to another through
these induction fields. As an example, consider Figure 7.8. Cables connecting two
classified computers are running side by side with cables connecting two unclas-
sified computers. These signals cross from one wire to the other.

Undlassified System Undlassified System

/ Classified Signal /
- ,-~ (Red) Bleeds Over to %
« % Undlassified Line [\

< _ I‘. : L~ >
U Unclassified Signal \‘/ ;

(Blue) Bleeds Overto "~
Classified Line

Classified Classified

(Secret) System (Secret) System

FIGURE 7.8 Cross talk between two wires

This cross talk results in two problems:

Corruption of Data The cross talk can interfere with intended signals on the
wire. This works similar to a collision and requires the retransmission of data.

Loss of Confidentiality If confidential or secret data is transmitted on one wire
but crosses to the other wire, the wrong people could pick it up. If unintended
recipients learn the secrets, they aren’t secret anymore.

Although shielded twisted pair (STP) provides some resistance against cross
talk, it isn’t a guarantee. Most systems that transmit classified data have specific
requirements concerning the placement of wires transmitting classified and
unclassified data. For example, an organization may specify that classified
and unclassified wires can’t be closer than 36 inches to each other.
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Exploring Cable Types
and Their Characteristics

You connect computers and devices to each other using different types of cables
or media. The primary types of media you'll see in use today are as follows:

Twisted Pair This is a single cable with four pairs of copper wires twisted around
each other. Twisted-pair cables are limited to a distance of 100 meters, though you
can use repeaters to extend the distance.

Fiber Optic  Fiber-optic cable is either glass or a type of plastic that carries light
pulses. Fiber-optic cable has a lot of benefits over twisted pair, but it is more expen-
sive. Fiber optic can carry signals distances up to 40 kilometers.

Wireless Wireless networks connect computers together without wires.
Instead, devices have transceivers to send and receive radio frequency transmis-
sions. Wireless transmissions are limited to a smaller areas within a building,
but multiple wireless access points can be connected together to make the net-
work as large as desired.

When deciding which media to use, you need to be aware of the different char-
acteristics of each. As an example, fiber-optic cable is the most expensive but
supports the longest cable runs. Fiber-optic cables can be as long as 40 km. You
should be aware of the following primary cable characteristics:

Distance This indicates how long a cable can be between connections, or how
far wireless devices can be between each other. All twisted-pair cables are limited
to no more than 100 meters. Fiber-optic cable can have much longer cable runs
depending on the type of fiber-optic cable used. Wireless is limited to about 30
meters to 90 meters (100 feet to 300 feet) depending on the type of access used.

Speed The speed indicates how much data can travel across the media measured
in bits per second (bps). Higher data rate numbers indicate higher speeds and better
network performance.

Frequency The frequency refers to the transmission bandwidth. A higher signal-
ing frequency equates to higher speeds on physical media. For wireless media,
this indicates the primary frequencies used to transmit the data over the air.

Understanding Twisted Pair

Twisted-pair cable is the most commonly used cable type in networks today. It
comes in multiple categories with different speed capabilities. A twisted-pair
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cable used in a network includes four pairs of copper wire. Each wire in the pair
is twisted around each other, and the four pairs within a cable are then twisted
around the other pairs. The four twisted pairs are then wrapped in a polyethyl-
ene or polyvinyl jacket.

The number of twists per meter in these cables is different for different cat-
egories of cables. Twists in the cable help minimize both cross talk and EMI.
Additionally, the number of twists per meter determines the speed and frequency
capabilities of the cable. Higher speeds and frequencies allow the cable to carry
larger amounts of data.

However, all the twisted-pair categories have a maximum distance of 100 meters.

In other words, the cable can’t be longer than 100 meters between any two compo-
nents. It is possible to extend this distance by using a repeater. The repeater ampli-
fies the signal, allowing you to run the cable another 100 meters.

Table 7.1 shows the common twisted pair cable categories you'll come across
in today’s networks along with their basic characteristics.

TABLE 7.1 Twisted-pair categories

Type Speed Frequency = Comments
Cat5 Rated at 100 Mbps 100 MHz Largely replaced by CAT 5E
today.
CAT 5E Rated up to 1000 Mbps 100 MHz Cat 5E supersedes Cat 5
(1 Gbps Ethernet) cables.
CAT 6 Rated up to 1000 Mbps 250 MHz Most new installations use
(1 Gbps Ethernet) or up to this or Cat 6A today.
10 Gbps for shorter runs Shorter Cat 6 runs up to 55 m
provide speeds up to 10 Gbps.
CAT 6A Rated up to 10,000 Mbps 500 MHz Improved resistance to cross
(10 Gbps Ethernet) talk and noise.
CAT 7 Rated up to 1000 Mbps 600 MHz Shielded for manufacturing

environments.

Twisted pair is also identified using the xxBaseT format. The xx indicates the
speed. Base indicates that it uses baseband transmissions. Baseband uses a single
frequency for transmission, while other methods such as broadband use multiple
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You don’t need to
know how many
twists per meter a
cable has, but you
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example, Category 5E
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frequencies. The T indicates it is twisted pair. Some of the common designations
are as follows:

10BaseT 10 Mbps twisted pair
100BaseT 100 Mbps twisted pair
1000BaseT 1000 Mbps twisted pair (1 Gbps)
10GBaseT 10 Gbps twisted pair
» The following are the primary problems that twisted pair is susceptible to:

Interference from EMI/RFI  Although the twists help prevent EMI and
RFI problems, interference can still get in. Shielded twisted pair pro-
vides additional protection compared to unshielded twisted pair.

Cross talk Twists also help prevent cross talk problems. Shielded
twisted pair provides an additional layer of protection against cross
talk. Also, many organizations have rules dictating what type of
cables can be run next to each other.

Interception It’s relatively easy for someone to tap the cable and
then add connectors to capture the signal. Wire-crimping tools are
widely available, and experienced technicians can cut and splice a
twisted-pair cable in just a couple of minutes.

Comparing Unshielded and Shielded Twisted Pair

Twisted pair comes in both shielded and unshielded versions. Unshielded twisted
pair (UTP) includes the twisted wires encased in a polyethylene or polyvinyl sheath.
Shielded twisted pair (STP) includes metal shielding over each pair of wires within
the cable. This shielding helps prevent data from escaping beyond the cable from
cross talk. It also helps prevent EMI and RFI from entering the cable.

Although the shielding does provide significant protection against EMI/RFI
and cross talk, it does not eliminate it. The only way to be immune from these
problems is to avoid using copper altogether. Fiber-optic cable is immune to
these problems.

Comparing Straight-Through and Crossover Cables

Chapter 2 presented the concept of crossover cables. Straight-through and cross-
over cables are only used with twisted pair but can be found with both shielded
and unshielded cables.
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As a reminder, most cables are straight through. The wires going to the pins in
a connector in one side of the cable are going to identical pins in the other side
of the cable. In other words, pin 1 in one connector is wired to pin 1 in the other
connector, pin 2 is wired to pin 2, and so on. Straight-through cables connect
dissimilar devices on the network. For example, a computer connected to a hub,

switch, or router would use a straight-through cable.

In contrast, crossover cables connect similar devices to each other. For example,
you’d use a crossover cable to connect a router with a switch, a wireless access

point to a modem, or a computer to another computer.

Crossover cables have specific pins in one connector crossed over to different
pins in the other connector. Figure 7.9 shows these connections on opposite RJ-45
connectors in a single crossover cable. You can see in the figure the exact pins that
specific wires connect to in a EIA/TIA 568B crossover cable.

12345678
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FIGURE 7.9 RJ-45 connector views of a crossover cable

Understanding Fiber Optic

Fiber-optic cable sends signals as light pulses rather than as electrical signals.

As a result it’s not susceptible to many of the problems associated with twisted
pair and can be used for much longer cable runs. There are two primary types of

fiber-optic cable: single-mode fiber and multimode fiber.

Single Mode Single-mode fiber (SMF) is smaller than multimode and is used
for long-distance high-speed cable runs. A single SMF cable supports 10 Gbps for

distances up to 40 km. Single mode uses a glass core.

123456738
| —

i
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Multimode Multimode fiber (MMF) uses a plastic core and supports a wider vari-
ety of light sources. However, the speed and distance is less than the glass core SMF
cable. A single MMF cable supports 100 Mbps for distances up to 2 km and up to
10 Gbps for distances up to 300 m.

Table 7.2 summarizes the characteristics of fiber-optic cable.

TABLE 7.2 Characteristics of fiber-optic cables

Type Speed Distance Comments
Single-mode fiber Up to 10 Gbps Up to 40 km Uses a glass core
Multimode fiber Up to 100 Mbps Up to 2 km Uses a plastic core
Multimode fiber Up to 1 Gbps Up to 550 m Uses a plastic core
Multimode fiber Up to 10 Gbps Up to 300 m Uses a plastic core

Compared to the 100 meter runs supported by twisted pair, fiber-optic cable
provides significant improvement in the distance of the runs. Fiber also pro-
vides several other benefits:

Immune to Interference Fiber is not susceptible to either EMI or RFI since the
signals are sent using light pulses. In contrast, twisted pair is susceptible to
electromagnetic interference (EMI) and radio frequency interference (RFI).

Immune to Crosstalk Since fiber uses light pulses, it doesn’t generate an induc-
tion field around the cable. This eliminates any problems related to cross talk.

Interception Is Difficult Fiber-optic cable is difficult to cut and splice. It requires
specialized equipment that isn’t widely available and also requires special skills to
ensure the splice works and is not detectable.

Lightweight Fiber cable carries much more data per pound. Individual cables
carry more data than twisted pair, and the overall weight is much less. This makes
fiber ideal in airplanes and ships where weight and space are both a concern.

The biggest drawback to fiber-optic cable is the cost. The actual cable costs more
than twisted pair, and the technicians working on the cable require specialized
training to work with the cable.
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Understanding Wireless

Just as its name implies, wireless transmission doesn’t use cables. Instead, the K
transmissions are broadcast over the air on specific frequencies. IEEE 802.11

. . .. Chapter 12
standards define different wireless characteristics. apler 12 covers

wireless networks in

Table 7.3 shows there are four primary wireless standards. much greater depth.
This section provides
TABLE 7.3 Characteristics of wireless standards a short introduction
and comparison with
Standard Speed Frequency Distance Comments twisted-pair and
fiber-optic cable.
802.11a 54 Mbps 5 GHz About 30 meters Less susceptible
(about 98 feet) to interference
802.11b 11 Mbps 2.4 GHz About 35 meters Can configure
. Wireless trans-
(about 114 feet) specific channels L.
missions can be
802.11g 54 Mbps 2.4 GHz About 35 meters Widely deployed e any

environmental
factors. Actual dis-
tances for transmis-
sions vary widely.

(about 114 feet)

802.11n 600 Mbps 2.4 GHz or  About 70 meters Newer and quickly
5. GHz (about 222 feet) overtaking 802.11g
in popularity

Wireless devices provide a simple but valuable benefit. You don’t have to run
cables between devices in your network. Instead, you can add a wireless access
point (WAP) to your network and use devices with wireless network interfaces.
With just a little configuration, you have a running network.
A significant drawback with wireless is that the signals are broadcast over the  [[IEGTGNGEG
air and susceptible to interference and interception. When placing the WAPs in The coverage ofthe
a building, you need to ensure that the signal is reachable throughout the build- wireless network is
ing. In a large business, you may place several WAPs to ensure full coverage. referred to as its foot-
The frequencies used by wireless networks are well known, and anyone with print. The footprint
a wireless receiver can easily capture traffic. Even Microsoft’s Network Monitor ~ ©f a wireless network
can be configured to capture wireless transmissions when it’s run on a computer freqf'e"“y e.x tends
) . outside the intended
with a wireless NIC. coverage area.
Because of this, wireless security is extremely important. Chapter 12 covers
the different security protocols you can use to protect wireless transmissions.
Older wireless security protocols, such as Wired Equivalent Privacy (WEP), were
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cracked long ago and provide very little security. Newer wireless security proto-
cols, such as Wi-Fi Protected Access version 2 (WPA2), provide significant secu-
rity when implemented correctly.

THE ESSENTIALS AND BEYOND

In this chapter, you learned about the potential problems of connecting computers on a
network and the different types of media used to connect them. Interference comes in
the form of EMI and RFI. Power spikes can destroy unprotected systems. Unprotected
signals can be intercepted, captured, and analyzed using tools such as Microsoft’s Network
Monitor. Twisted pair is the most popular media, though it is susceptible to EMI/RFI, inter-
ception, and cross talk. Fiber optic is immune to interference and cross talk problems, and
it is much more difficult to tap into to intercept the signals. Wireless is very easy to set up
and configure, though it requires additional steps to protect the data transmission.

ADDITIONAL EXERCISES

» Identify the power source of the computer you’re using. Determine whether it is a
surge protector.

» Download Network Monitor from the Internet and install it if you haven’t already.
Capture some traffic on your network. Filter the traffic so that only TCP traffic is
displayed.

» Locate the switch or router that your computer is connected to. Determine whether it
is protected with physical security.

» Look at the cable used in your network. Determine whether it is plenum safe.
» To compare your answers to the author’s, please visit wwaw.sybex.com/go/
networkingessentials.

REVIEW QUESTIONS

1. What types of interference can cause problems for networks? (Choose all that apply.)

A. EMI C. STI
B. RFI D. Pdl
2. A short-duration increase in AC power is a
A. power spike C. powersag
B. power surge D. surge protector

(Continues)
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THE ESSENTIALS AND BEYOND (Continued)

3.

True or false.The purpose of a UPS system is to provide long-term power when
power fails.

True or false. STP provides protection against interference and cross talk.

The maximum distance of a CAT 6 twisted-pair cable between two connections
is meters.

What is the speed of a CAT 6 cable?

A. 10 Mbps C. 1000 Mbps

B. 100 Mbps D. 10000 Mpbs
What does theT represent in a 100BaseT cable?
What tool can you use to capture traffic going across a network? (Choose all
that apply.)

A. Microsoft’s Network Monitor C. A network sniffer

B. A protocol analyzer D. A wire crimper
What frequency does 802.11g use?

A. 2.4 GHz C. 2.4and5GHz
B. 5GHz D. 9GHz
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The /24 represents
CIDR notation. It
indicates the subnet
mask has the first
24 bits set to a 1.

In other words,

the subnet mask is
255.255.255.0.

Networking Computers
with Switches

Switches are an important component in any wired network. At one point,
switches were optional in most, but they have steadily replaced Ethernet hubs
because of their extra capabilities. Additionally, advanced switches can perform
functions of a router.

In this chapter, you’ll learn the details of how a switch works and its benefits
over a hub. You'll also learn about the differences between managed and unman-
aged switches, between layer 2 and layer 3 switches, and how a switch can be
used to create VLANs. Last, you'll learn some basics about switch speeds and
switch security.

Connecting multiple computers
Understanding physical ports

Comparing hubs and switches

Comparing managed and unmanaged switches
Exploring switch speeds

Understanding security options

Connecting Multiple Computers

Chapter 2 introduced basic connectivity with hubs, switches, and routers. As a
reminder, switches (or hubs) connect computers in a network. In larger organi-
zations, routers connect multiple networks into a local area network (LAN).

Consider Figure 8.1. It shows three separate subnetworks of 192.168.1.0/24,
192.168.5.0/24, and 192.168.7.0/24. Each of the subnetworks has a central
switch connecting the devices. A router connects the three.

Packets sent by computers on this network go through a switch first. The
switch learns which computers are connected to which port. It uses this knowl-
edge to determine the path for every packet it receives. In contrast, routers
move packets between the subnetworks.
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7

>

192.168.5.0/24

Switch 2

FIGURE 8.1 Using switches to connect computers

NETWORKS, SUBNETS, AND SUBNETWORKS

The terms networks, subnetworks, and subnets can easily be confusing. The
terms are sometimes mixed together, and it’s worth identifying the differ-
ences. In general, a network is two or more computers or other network
devices connected together. When they are connected, they can share data
and resources with each other.

Both a subnet and a subnetwork are a group of computers with the same
network ID. Additionally, routers separate subnetworks and subnets from
each other. However, there is a subtle difference between these two.

A subnet is a network that started as a classful network and was divided into
multiple subnets. For example, you can divide a single Class C network of
192.168.1.0/24 into four subnetworks of 192.168.1.0/26, 192.168.1.64/26,
192.168.1.128/26, and 192.168.1.192/26. (The “Subnetting IPv4
Addresses” section of Chapter 5 explained subnetting.)

(Continues)
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NETWORKS, SUBNETS, AND SUBNETWORKS (Continued)

Subnetworks use different classful IP ranges without subnetting them. For
example, you can create one subnetwork with an address in 192.168.1.0/24,
and a different subnetwork could have an address range in 192.168.5.0/24.
This creates two subnetworks without subnetting a classful IP address. This is
actually very common in private networks. There are more than enough classful
IP address ranges for even very large organizations to use without subnettting.

Unfortunately, not everyone uses these terms in the same way. You’ll often hear
technicians call a subnetwork a subnet or simply a network. Some insist that
they are all called networks. Some insist that a subnet is created only when
a classful IP address range has been subnetted, and the rest are networks.

The debate will continue. However, the convention I’m using in this chapter
is to separate subnetworks, subnets, and networks. If | called them all net-
works, then it would be easy for you to become confused between a local
area network (composed of multiple subnetworks) and a network on one
side of the router (which is only one subnetwork).

Although the terminology can be tricky, the primary message should still be
clear. Switches connect and track computers within a subnetwork. Routers
connect and track subnetworks.

If the destination computer is on the same subnetwork, the switch forwards
the packet to the destination computer. If the destination computer is on a dif-
ferent subnetwork, the switch forwards the packet to the router for routing to
the correct subnetwork.

Notice that the switch is the central device for each subnetwork. It could be
a hub, but for several reasons, switches have replaced hubs in many networks.
Although most networks have switches connected as shown in Figure 8.1, many
network line drawings omit the icon of the switch. For example, Figure 8.2
shows a network line drawing with the switches omitted.

Even though Figure 8.2 doesn’t show the switches for each subnetwork, the
computers have to be connected to a central device. They wouldn’t all be con-
nected directly to the router.
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Understanding Physical Ports

Switches have physical ports where physical cables plug in. For example, if the
network is using twisted-pair cable, the switch will have RJ-45 ports that accept
RJ-45 connectors. If the cable is fiber optic, the switch has physical ports that
accept the fiber-optic connectors.

192.168.7.0/24

FIGURE 8.2 Using switches to connect computers

Most switches that connect end user computers have RJ-45 ports since twisted
pair is the most commonly used media. Some switches include fiber-optic ports
for uplinks.

Physical ports and logical ports are not the same. A physical port is something
you can touch and accepts a cable. A logical port is simply a number that is embed-
ded in a packet. For example, HTTP uses a logical default port of 80. When the
packet reaches the destination computer, the logical port identifies the service or
application that will process the data.

Identifying the Number and Type of Ports

The number of ports on a switch or hub varies according to the physical size of
the device. Hubs are less expensive than switches and commonly have between
4 and 24 ports. This is usually enough for a small office/home office (SOHO)
network. If selecting a device for a small business with 8 or 10 users, a 24-port
device may be a reasonable investment, allowing for future growth.
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Switches typically have between 8 to 64 ports. You can purchase switches in
two separate designs:

Form Factor Switch This has a set number of ports built into the switch, and the
number of ports can’t be changed. Form factor switches can have any number of
ports, but 48 is the maximum for most form factor switches. These switches are
great where simplicity is required.

Modular Switch A modular switch starts with few to zero ports and can expand
to hundreds of ports. You can then add plug-in modules to add ports. This is
similar to a computer that can accept additional memory modules. For example,
the computer may start with 1 GB RAM, but you can add RAM when your needs
change. Similarly, you can buy a modular switch with a module that includes
eight ports but then add modules to increase the number of available ports.

Selecting a switch design is based on several factors. For example, you will
want to ensure you have enough ports for your immediate needs while also con-
sidering future growth requirements. Most modular switches require program-
ming, which adds administrative overhead, while many form factor switches
work right out of the box.

Identifying Ports in Drawings

When switches are included in network drawings or connection maps, the ports
are usually labeled. This allows technicians to identify what port goes to what
system. Switch ports are commonly labeled with E, F, or Gi followed by a number.
For example, the following conventions are common:

E The first 10 Mbps port is labeled as E0. This indicates Ethernet port 0. Some
manufacturers represent the first Ethernet port on a modular switch as E0/0,
which represents the first port on the first module.

F The first 100 Mbps port is typically labeled as F0 or F0/0, a Fast Ethernet port.
Compare this to the second port on the first module, which is labeled as F0/1.
Fast Ethernet ports can also be labeled as Fa instead of just F.

Gi The first 1000 Mbps port is labeled as Gi0/0, a gigabit port. Similarly, the first
port on the second module is Gil/0.

As an example, consider Figure 8.3. Based on how the ports are labeled, you can
gain additional information about the switches. The ports on switch 1 are labeled
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as E0 through E4, so it is a 10 Mbps switch. The ports on switch 2 are labeled as
F0 through F4, so it is a 100 Mbps switch. The ports on switch 1 are labeled as G0
through G3, so it is a 1000 Mbps switch.

Router

>

(G

Switch 2 >

192.168.7.0/24

FIGURE 8.3 Identifying switch ports

Comparing Hubs and Switches

Chapter 2 introduced hubs, switches, and the concepts of broadcast and collision
domains. Before going too far, it’s worth repeating and expanding some of the
key material.

A hub is a layer 1 device that connects multiple network devices. When using
a hub, bandwidth decreases as you add more devices to the network since all
devices share bandwidth equally. Any data sent into one port of a hub goes out
all other ports. With a switch, each port is separated from each other. The ports
do not share bandwidth with one another.

Hubs create a single collision domain and a single broadcast domain. Switches
create multiple collision domains but share a common broadcast domain.
Routers create separate collision and broadcast domains.
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Understanding Collision Domains

A collision domain is a group of devices on the same segment that are subject to
collisions. A hub creates a single collision domain. A switch creates multiple col-
lision domains.

Ethernet Carrier Sense Multiple Access/Collision Detection (CSMA/CD) helps
each device determine when they can send data across the network. The devices
listen for traffic, and if they don’t hear any traffic, they are free to send data.
However, just as two people can start talking at the same time, two computers
can start sending data at the same time.

Consider Figure 8.4. This shows several computers connected on the same
segment. PC-1 and PC-4 are both sending traffic at the same time, and a colli-
sion occurs.

PC-1 PC-2

1

FIGURE 8.4 Collisions on a collision domain

PC-3

CSMA/CD has a recovery mechanism for retransmission of lost data after
a collision. First, a jamming signal is transmitted on the segment letting all
devices know there has been a collision. Other devices postpone data transmis-
sion until the devices that had the collision resend their data. Once this process
is complete, the network is reopened for business, and other devices may trans-
mit their data.

You can reduce the number of collisions by increasing the number of collision
domains. Since a hub has a single collision domain and a switch creates a sepa-
rate collision domain for each port, you reduce collisions by replacing hubs with
switches.

Identifying a Collision Domain with a Hub

A hub connects multiple computers into a single collision domain. In other words,
all devices connected with a hub contend for equal access to the same segment.
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Figure 8.5 shows four computers connected with a hub. This is logically the
same as Figure 8.4 shown earlier. Each computer uses CSMA/CD to listen before
transmitting and can cause a collision if it sends data at the same time as another
computer.

PC-2

L

PC-4
FIGURE 8.5 Asingle collision domain created by a hub

The hub acts as the central point in the network, and any traffic destined for
another device will go to the hub first. In Figure 8.5, PC-1 sends data to PC-3.
However, the hub forwards the packet to all computers connected to it. PC-3 will
process the packet while PC-2 and PC-4 will discard it. However, this packet can
cause a collision if any other computer sends data at the same time.

Identifying Collision Domains with a Switch

In contrast, Figure 8.6 shows how a switch creates multiple collision domains.
Unicast traffic sent from the source computer is passed only to the destination
computer. The switch creates an internal connection between PC-1 and PC-3.
PC-2 and PC-4 don’t receive the data.

If PC-2 sends data to PC-4 at the same time PC-1 is sending data to PC-3, it
doesn’t cause a collision. Instead, the switch makes an internal connection between
PC-2 and PC-4.

A logical question is, “How does the switch track the computers connected to
the ports?” That’s a great question. The short answer is that a switch maps physi-
cal ports to computers’ media access control (MAC) addresses.
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PC-2

PC-4

FIGURE 8.6 Multiple collision domains created by a switch

Mapping Ports to MAC Addresses

Chapter 3 introduced MAC addresses. As a reminder, a MAC address is a 48-bit K
address expressed in a hexadecimal format. For example, a MAC address looks

like 00-23-5A-33-C4-CA. Four bits are used to
. . X represent each hexa-
Every network interface card (NIC) has a MAC address assigned to it. MAC decimal character.
addresses are typically burned into the card and unchangeable, though some Chapter 6 covered
NICs allow you to modify the MAC. Additionally, when a computer sends data to hexadecimal num-

another computer, it always includes both its own IP address and its own MAC ~ Ders in more depth.

address as part of the source information.

A simple switch starts with very little knowledge when it’s turned on. It knows |GG
what ports it has, but it does not know which computers are connected to which .
ports. However, as traffic is sent through the switch, it learns. It populates an (A::::;ee(:l?xittcc:eei)
internal MAC address table with the MAC addresses of each computer and maps are configurable.
them to the port to which they’re connected. You can configure

Consider Figure 8.7. It shows a four-port switch with a computer connected to ~~ them with the MAC
each port, and it shows their MAC addresses. Imagine this switch is just turned ::g:::scfl:;s::;
on. When PC-1 sends data to PC-3, the switch doesn’t know what port PC-3 is i
on, so it sends the data to all ports. However, the packet from PC-1 includes the
MAC address of PC-1. The switch silently says “gotcha” and starts populating
the MAC table by logging port number F0O with the MAC address of PC-1.
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PC-2
00-23-5A-78-9A-BC

MACTable

CIT—

FO  00-23-5A-AB-CD-EF
F1  00-23-5A-78-9A-BC

PC-3 F2  00-23-5A-EF-AB-CD
00-23-5A-EF-AB-CD F3  00-23-5A-12-34-56

PC-1
00-23-5A-AB-CD-EF

00-23-5A-12-34-56
FIGURE 8.7 Mapping ports to MAC addresses

When PC-3 answers, it includes the destination MAC address of PC-1 and the
source address of PC-3. Again, the switch silently says “gotcha” and logs the MAC
address of PC-3 with port F2 in the MAC address table. Since the switch knows that
PC-1 is connected to port F0O (based on the MAC address), it internally switches the
data from PC-3 to PC-1 on port F0. In a very short period, the switch will learn
the MAC addresses of each computer along with their associated ports.

When the switch maps the MAC addresses to ports as traffic passes, the table
is updated dynamically. However, an administrator can configure a managed
switch with specific MAC addresses as static entries. Dynamic entries can be
overwritten as time passes, but static entries remain.

Comparing Managed and
Unmanaged Switches

Switches can be configurable or nonconfigurable. If the switch must be cus-
tomized in some way, then the administrator must be able to configure it. This
requires additional knowledge on the part of the administrator and extra time.
In other words, a configurable switch has administrative overhead.

A configurable switch is a managed switch. A nonconfigurable switch is an
unmanaged swifch. Determining what switch you need requires some basic
knowledge of these two types of switches.
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Understanding Unmanaged Switches

An unmanaged switch is just like a hub with respect to administrative overhead.

There isn’t any. You take the switch out of the box and plug it in, and it works.
The switch will monitor the traffic from each of the ports and build the MAC

address table. As mentioned, the MAC address table maps the MAC addresses of

the connected computers to their respective ports. Chapter 3 presented
Even though an unmanaged switch doesn’t require any administration, it does the 0SI Model. Layer
provide performance benefits over the simple hub. It still creates separate colli- 2 is the Data Link
sion domains and increases performance on the network. Bz
Unmanaged switches operate at layer 2 of the OSI Model. K

Understanding Managed Switches

In contrast to an unmanaged switch, a managed switch can be configured. Managed
switches are commonly managed using protocols such as Telnet or Secure Shell

.. . . Chapter 4 discussed
(SSH), and administrators can monitor and configure the switch remotely. As a PUTTY. 2 common
reminder, SSH encrypts the traffic so that it can’t be read if intercepted by a protocol applic;tion that uses

analyzer or sniffer, while Telnet transmits in clear text. SSH to administer
Some of the management tasks that an administrator can perform are as follows: managed switches
from a remote
» Configure static entries in the MAC table location.

» Configure duplex settings (half-duplex or full-duplex) on ports

Port mirroring sends

» Monitor performance of the switch using the Simple Network a copy of all traffic on
Management Protocol (SNMP) the switch to a single
port. Administrators
» Configure the switch to send alerts called traps with SNMP when can capture traffic on
certain events occur this port for monitor-
ing with a packet
> Create a virtual LAN (VLAN) sniffer.

» Configure port mirroring _

Although managed switches provide many more capabilities, they are also more
expensive. Before spending the extra money for a managed switch, you should first
ensure that your administrative staff can support them. If not, you may have a shiny
new electronic toy with expensive extra features that no one knows how to use.
Managed switches can operate at layer 2 or layer 3 of the OSI Model. K

Layer 2 is the Data
Link layer. Layer 3 is
the Network layer.
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Comparing Layer 2 and Layer 3 Switches

A layer 2 switch has the primary purpose of segmenting collision domains at layer
2 of the OSI Model. Each port is segmented from the others. Layer 2 switches are
hardware based, which makes them extremely fast. They use the integrated cir-
cuitry on the main board (the hardware) to move data between ports at lightning
speed.

As you'd expect, a layer 3 switch operates at layer 3 of the OSI Model. It includes
standard switching functionality, but also contains routing capability to route layer
3 traffic just as if it were a router. Although the router is a great layer 3 device, it
can be slow, because additional procesing of the packets must take place by the
integrated software. A hardware-based switch is quicker.

Only managed switches can be configured to route traffic on layer 3 like a
router. Additionally, managed switches can be configured to create virtual local
area networks. Unmanaged switches will work on layer 2 only.

As mentioned previously, a regular switch (a layer 2 switch) creates separate
collision domains. It does pass broadcasts, so broadcast traffic goes to all ports
on the layer 2 switch. In other words, a layer 2 switch does not create separate
broadcast domains.

In contrast, a router does not pass broadcasts. The router creates separate
broadcast domains. However, a layer 3 switch acts like a router and creates sepa-
rate broadcast domains. You can use this to ensure traffic is routed to only cer-
tain ports on a switch without replacing the switch with a router.

Using a Managed Switch to Create a VLAN

Avirtual LAN (VLAN) is like a LAN inside a LAN. However, just as the name
implies, it is created virtually, not with extra physical hardware.
The benefits of creating a VLAN include the following:

» Improved LAN security, because broadcast traffic is limited to spe-
cific ports

» The ability to group workstations or servers based on needs, not
physical location

» Improved network performance for each separate broadcast domain

Imagine this scenario. You are the administrator for an organization that has sev-
eral departments including the sales and finance departments. Recently financial
data was leaked. The source of the leak is unknown, but security is being tightened
everywhere financial data flows. Traffic from the computers in the financial depart-
ment needs to be isolated with the least cost.
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Figure 8.8 shows the configuration before creating the VLAN. Although the
switch is actually hosting many more computers, the figure shows only four com-
puters for simplicity’s sake. There shouldn’t be any surprises in this diagram to you
except that it’s drawn with the switch on one side and the computers on the other.

1| 1P Address 192.168.2.2
4] Subnet Mask 255.255.255.0

IP Address 192.168.2.5
Subnet Mask 255.255.255.0

Switch 1

IP Address 192.168.2.13
4] Subnet Mask 255.255.255.0

IP Address 192.168.2.24
Subnet Mask 255.255.255.0

FIGURE 8.8 Connecting computers with a switch

The goal is to create two separate VLANs with this switch—one for sales and
one for finance. VLANs need VLAN identifiers (VLAN IDs) and VLAN names,
and Table 8.1 shows the VLAN configuration. The sales department will be on
VLAN ID 2 using ports F0/0 through F0/11 and a network ID of 192.168.2.0/24.
The finance department will be on VLAN ID 4 using ports F0/12 through F0/24
with a network ID of 192.168.4.0/24.

TABLE 8.1 VLAN configuration

VLAN ID VLAN name Port range Subnet range Subnet ID

2 Sales F0/0-F0/11 192.168.2.0/24 192.168.2.0

4 Finance F0/12-F0/24  192.168.4.0/24 192.168.4.0

Figure 8.9 shows this VLAN configuration. Even though the switch is shown
twice, there is only one physical switch. However, it is using specific ports out-
lined in Table 8.1 to create the two VLANSs.
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IP Address 192.168.2.2
Subnet Mask 255.255.255.0

VLAN 2 Subnet
SalesVLAN 192.168.2.0/24

IP Address 192.168.2.5
Subnet Mask 255.255.255.0

N\

Switch 1

IP Address 192.168.4.13
Subnet Mask 255.255.255.0

VLAN 4 Subnet
192.168.4.0/24

IP Address 192.168.4.24
Subnet Mask 255.255.255.0

FIGURE 8.9 Creating VLANs with a switch

You would ensure that the financial computers are connected only to switch
ports F0/12 through F0/24 and their IP addresses are changed so that they have
a network ID of 192.168.4.0/24. Additionally, you need to ensure that all the sales
computers are connected only to ports F0/0 through F0/11.

Although this example shows the basics of creating a VLAN, VLANs can be much
more complex. For example, VLANs can be created to span multiple switches.

Consider Figure 8.10. This shows four departments connected with five switches.
Each switch is dedicated to a specific department, but as the company grows, more
salespeople are added than the office space can support. Some salespeople are sit-
ting in the office space where the HR switch is connected. However, you can create
VLANSs so that these salespeople are virtually connected to the sales switch.

The following are some basic points to remember with VLANs:

» A VLAN must have at least two ports before traffic can flow, but it
can have more.

» You can create 24 two-port VLANs on a 48-port switch.
» You can create two 24-port VLANs on a 48-port switch.

» You can create any mixture as long as each VLAN has at least
two ports.

» All ports don’t have to be used in a VLAN.

» VLANSs can span multiple switches.
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FIGURE 8.10 Multiple switches connecting different departments

Exploring Switch Speeds

A major consideration when managing and purchasing a switch is the transmis-
sion speed. This indicates the bandwidth of the switch, or how much data it can
process at a time. Speeds are rated in megabits per second (Mbps) or gigabits per
second (Gbps), per physical port.

You'll often hear the terms bandwidth and speeds used interchangeably. You
can compare this to traffic on a highway. A single-lane road may be able to han-
dle 100 cars an hour. However, if traffic increases and you need to handle 1,000
cars an hour, you can widen the road and add more lanes. The first 100 cars may
or may not reach their destination any faster than before the road was widened,
but as traffic increases, more cars will be able to get there faster because of the
extra bandwidth of the road. Similarly, you can increase the amount of traffic a
network can handle by increasing the bandwidth of the devices on the network.

The IEEE 802.3 standard identifies several basic speeds you're likely to see in
networks today. Although more speeds are possible, Table 8.2 shows common
speeds used with twisted-pair cables.

TABLE 8.2 Ethernetspeeds

Protocol Speed Comments
IEEE 802.3 10 Mbps 10 million bits per second
IEEE 802.3u 100 Mbps 100 million bits per second

(Continues)
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TABLE 8.2 (Continued)

Protocol Speed Comments
IEEE 802.3z 1000 Mbps 1000 million bits per second (1 gigabit)
IEEE 802.3an 10 Gbps 10 gigabits per second

There are three important speeds to pay attention to when looking at a switch:
» Transmission speed
» Uplink speed
» Backplane speed

These speeds are discussed in detail in the following sections.

Identifying Transmission Speeds

Switches are commonly represented with port speeds such as 10/100 Mbps or
100/1000 Mbps. The 10/100 means that a port may operate at either 10 Mbps
or 100 Mbps, and the 100/1000 means that a port can operate at either 100
Mbps or 1000 Mbps.

The limiting factors are the capabilities of the end devices and the cable grade
that is used. In other words, CAT 5 twisted-pair cable can’t be used for 1000 Mbps,
though CAT 5E can.

Similarly, if a computer has a 10 Mbps NIC, the switch can send data to the NIC
only at 10 Mbps no matter how fast the switch is.

High-speed switches are available. Of course, they are more expensive. If you
have a group of users who need to share large files, stream audio and video, or
use Voice over IP (VoIP), it’s worth getting the high-speed switches. If you do,
you also need to ensure that the connecting cable and individual NICs meet the
speed requirements.

If you are using a managed switch, you can manually configure individual
ports for speed. Some ports could be set at 10 Mbps, some at 100 Mbps, and some
at 1000 Mbps, as long as the switch supports all the speeds. Additionally, you can
configure the ports individually for half-duplex or full-duplex.

Autosense for speed between the PC and the port is a common option with
many switches. In other words, you don’t have to set the speed, but the switch
automatically determines the best settings for optimal speed.
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Understanding the Uplink Port

An uplink port is a special port on a switch used to connect the switch to another
switch or to another device. In contrast, other ports on the switch are called
access links.

Uplink ports offer scalability by allowing you to add switches to the network in
a daisy chain. You can also use the uplink port to connect the switch to a router
for access to other subnets.

UPLINK PORTS AND CROSSOVER CABLES

An uplink port is wired so that a straight-through cable can be used to connect
it to other switches or routers. However, if you’re using a regular port, it’s not
wired to connect two switches, and you’ll need to use a crossover cable.

Many new switches can automatically sense whether a crossover or straight-
through connection is needed and configure the switch internally using
Auto-MDIX. Other devices use the MDI/MDI-X button that you can toggle
to change the port from straight-through to crossover.

The uplink port may be labeled as an uplink port. However, on some switches the
port is not labeled but instead shares the capability with another port. For example,
on some smaller switches, one of the ports may include a push button labeled as
MDI/MDI-X (for medium dependent interface/medium dependent interface cross-
over). When MDI is selected, it works as a regular port. When MDI-X is selected, it
works as an uplink port. If the MDI/MDI-X button is not available, you may need to
use a crossover cable.

Many switches offer the ability to bundle access links together to act as a single
link between switches. If your switch has a bundling option, you can configure
multiple ports together as a single link. This uses the link aggregation control
protocol (LACP).

LACP defined in IEEE 802.3ax forms a single logical channel between devices
with multiple physical links. For example, with LACP enabled, you could bundle
five 100 Mbps ports as one logical link. This gives an effective throughput in
this trunk of 500 Mbps. If full-duplex is used (and it normally is), your effective
data throughput is 1 Gbps. Table 8.3 shows some possible speeds when bundling
ports into a trunk.
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TABLE 8.3 Trunking throughput speeds

No. of ports Port speed Duplex setting Effective throughput at uplink

One 10 Half 10 Mbps

One 100 Full 200 Mbps

Five 100 Half 500 Mbps

Five 100 Full 1000 Mbps (Gigabit)

Identifying Backplane Speed

Another speed to consider with switches is the backplane speed. The backplane
speed is the internal speed of the switch. The faster this speed is, the better the
overall performance of the switch.

Backplane speed applies only to modular switches, not form factor switches. It
measures how fast data is transferred between modules in the switch.

Depending on the manufacturer, backplane speed may be measured at a couple
different points. The first would be the speed on the chassis where the modules
plug in. This is sometimes referred to as the speed between application-specific
integrated circuits (ASICs), or the ASICs speed. This is similar in concept to the
bus speed on a computer.

The second backplane speed measurement is between ports on the different
blades on the same chassis. This is slightly different from the ASICs speed and is
sometimes referred to as the port-to-port speed.

Understanding Security Options

Security is required in any network. Any time data needs to be kept secret, secu-
rity is required. In addition, a company without any proprietary data quickly
becomes a company without revenue.

The basic security principle of security in-depth dictates that multiple layers
of security are required. Additionally, security needs to be regularly reviewed and
updated. Some of the common security steps you can take with switches are as
follows:

» Keep network hardware protected with physical security (in a
locked room, in a locked rack).

» Change default passwords on managed switches to a complex password.
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» Never use blank passwords.
» Use a secure protocol (such as SSH) to remotely manage switches.

» Use SNMP version 3 (instead of just SNMP or SNMP version 2) for
best security.

» Consider port security.

» Consider hardware redundancy for maximum availability of network
resources.

These last two items (port security and hardware redundancy) are explained
in more depth in the following two sections.

Understanding Port Security

Port security helps you restrict what devices can connect to ports on a switch.
The danger is that if someone can walk into your organization and simply plug
a computer into an RJ-45 jack in the wall, they can access your network. That’s
disconcerting to both administrators and organization executives.
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One method of port security is to configure each port with the MAC address of || EGTGNG

a specific computer. Only that computer can connect. If a device with a different
MAC attempts a connection, the switch refuses the connection. If you have five
computers, this won’t take much time. However, if you have 500 computers, it
can be quite time-consuming and tedious.

An alternative is to configure the port to remember which MAC addresses it
learned and to set a threshold for the maximum number of addresses allowed.
For example, you may set the threshold at one or two addresses, and any MAC
learned after that would trip an alarm. The alarm may notify an administrator
using an SNMP trap (or error message) or may shut down communication with
the port.

Another element of port security is ensuring that unused ports are not enabled.
For example, you may have a 48-port switch that is cabled to 48 RJ-45 wall jacks in
your organization. However, you are currently using only 40 of the RJ-45 jacks. The
other jacks don’t have computers attached. The switch ports where these jacks are
connected should be disabled. This prevents someone from coming in, plugging in
a computer to an empty jack, and accessing your network.

Planning Hardware Redundancy

The switch in a typical network configuration presents itself as a single point of
failure. If the switch fails, poof, all the computers connected through the switch
lose connectivity to network resources. However, you can build in fault tolerance
by adding hardware redundancy.

Only managed
switches can use
port security.
Unmanaged switches
can’t be configured
for specific MACs.

Fault tolerance
means that a fault
can occur and a
system can tolerate
it. Fault tolerance
can be implemented
at the disk level, the
server level, the site
level, and more.
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Hardware redundancy simply means that additional components are added
to ensure that the failure of one component doesn’t result in a complete failure.
For example, many modular switches come with more than one power supply. If
one power supply fails, the switch can continue to operate. In some switches, the
power supplies are completely redundant, meaning that the switch will continue
to operate with no loss of capability. In other switches, a failure of one power sup-
ply may affect only some of the ports on the switch but not all of them.

It’s also possible to configure a fail-over state in a trunked environment with
LACP. In other words, if one or more ports fail in the combined trunk, the capa-
bility can be switched to another port.

Obviously, adding redundant capabilities costs more money. The majority
of the time, the redundant component is not actively utilized but is instead
just there in case a failure occurs. When considering hardware redundancy for
switches, you need to consider how critical connectivity is for the devices.

It may be that a failure of a particular switch results in immediate loss of critical
resources and lost revenue. It’s worthwhile adding additional redundancy for this
switch. On the other hand, the loss of a switch may not be critical. You may be able
to replace it within a day without any impact on the business’s bottom line. In
this case, the added cost of redundancy is not necessary.

THE ESSENTIALS AND BEYOND

In this chapter, you learned about many of the capabilities and inner workings of switches.
You learned how the switch uses the MAC addresses to create a MAC address table. It then
creates multiple collision domains by sending data only to the destination device based
on the MAC address instead of to all devices connected to the switch. You also learned
how some switches are managed and can be configured, while other switches simply
work by plugging them in. Some switches operate as layer 2 and layer 3 switches, and
you can create VLANs within a managed switch. Port security can control what devices
can connect to a switch.

ADDITIONAL EXERCISES

» Draw a diagram of computers in your network up to the nearest router. ldentify the
different broadcast domains and the different collision domains.

» Locate a switch in your network. Count the number of normal ports it uses.
» Locate a switch in your network. Identify the uplink port. How is it labeled?
» Locate an active switch in your network. ldentify the physical security used to protect it.

(Continues)
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THE ESSENTIALS AND BEYOND (Continued)

To compare your answers to the author’s, please visit www.sybex.com/go/
networkingessentials.

REVIEW QUESTIONS

1. A switchis expandable.You canadd ports by adding components.

2. You are looking at a drawing of a 100 Mbps switch and want to identify what
device is connected to the first port. How will the port be labeled?

A. EO C. F1
B. FO D. Gil
3. True or false. Layer 2 switches create separate broadcast domains.
4. Your network includes computers connected via hubs. You want to reduce the
number of collisions to the least number possible. What should you do?
A. You should replace the hubs C. You should replace the hubs
with bridges. with switches.

B. You should replace the hubs D. You should replace the hubs
with managed hubs. with firewalls.

5. True or false. A managed switch requires less administrative overhead than an
unmanaged switch.

6.  Alayer 3 switch functions just like a

7. What does a switch maintain to track the location of computers?

A. A MAC address table  C. A layer 3 table
B. Arouting table D. A managed table
8. A switch has 48 ports. How manyVLANSs can you create with it?
A. 2 C. 24
B. 12 D. 48
9. A100 Mbps switch is configured to combine five ports using LACP with full-duplex.
What is the effective throughput at the uplink?
A. 100 Mbps C. 600 Mbps
B. 500 Mbps D. 1000 Mbps

10. You want to ensure that only known computers can connect to a switch. What
should you implement?
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CHAPTER 9

Connecting Networks
with Routers

Routers expand networks by allowing you to create multiple subnets or
subnetworks. Routers are the traffic cops on a network that direct all the traffic
from one subnetwork to another. At the very least, you need a router to access
the Internet, and most networks in organizations include multiple routers.
Although the administration of routers is minimal in small networks, you
should know some basics. For example, a router needs to know the path to all
subnets in your network and the path to the Internet. Routers include a rout-
ing table that lists all of these paths, and the routing table can be updated
manually or automatically. This chapter covers these topics and shows you
how you can configure a Windows Server 2008 server as a software router.

Connecting multiple networks

Routing traffic on a network

Identifying transmission speeds

Routing software in Windows Server 2008

Understanding other routing protocols

Connecting Multiple Networks

Chapter 8 covered switches and showed how switches connect multiple com-
puters. In contrast, routers connect multiple networks so that computers on
different networks can communicate with each other.

When talking about routers, you should understand some basic terms.
These are explored throughout the chapter, but as introduction, they are
defined here:

Hardware Router This is a dedicated hardware device that routes packets.
For example, Cisco makes several different models of routers used on inter-
nal networks and the Internet.
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Software Router This is a server that includes software used to route packets.
For example, you can configure Windows Server 2008 as a software router.

Routing Interface This is the interface where packets are received and transmitted.
A router will have multiple interfaces but must have at least two.

Static Routing Sfatic routing means that routes to different subnets in the net-
work are manually (statically) added to the router. If there are any changes to the
network affecting the routes, an administrator must manually modify the routes.

Dynamic Routing Dynamic routing means that routes to different subnets in the
network are automatically (dynamically) updated on the router. Administrators
need to configure routing protocols, but after that, the routers take care of keeping
routes up to date themselves.

Routing Protocols These protocols allow routers to communicate with each other
and share routing information. Two primary routing profocols used on internal
networks are Routing Information Protocol version 2 (RIPv2) and Open Shortest
Path First (OSPF).

Routing Table This is a table maintained within a router that identifies all known
subnetworks. The routing fable also includes the path to these subnetworks.

Consider Figure 9.1. This shows a single router connecting four networks (labeled
as A, B, C, and D). In this context, each of the networks is joined into a single local
area network (LAN), and you can think of these joined networks as subnetworks in
the overall LAN.

B 192.168.2.0/24

/ 192.168.2.1/24
A192.168.1.0/24 @ (€192.168.3.0/24

192.168.1.1/24 /7 \V\ 192.168.3.1/24

192.168.4.1/24

D 192.168.4.0/24

FIGURE 9.1 Using a router to connect networks
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Each of the subnetworks has its own network ID that is different from the others.
Additionally, the router has four separate interfaces with a single interface connected
to each subnetwork.

Notice that the IP address assigned to the router interface in each of these sub-
networks is the first IP address available. In other words, in the 192.168.1.0/24
subnetwork, the router interface is assigned the address of 192.168.1.1/24. It’s
common to assign the first address within a range to the router interface, but
it is not required. No matter what address is assigned, though, it must have the
same network ID as other devices in the subnetwork.

Comparing Hardware Routers
and Software Routers

Routers can be dedicated hardware routers, or they can be software routers.
Although most routers in production networks are hardware routers, it is pos-
sible to configure Windows Server 2008 as a software router.

Windows Server 2008 includes all the software components to configure it
as a software router. You don’t need to purchase any additional software. The
only item that is required is to have at least two network interface cards (NICs)
installed. One NIC would connect to one network, and the other NIC would con-
nect to another network. You then configure the server as a router, and it takes
care of the rest.

Although it’s much more common to use hardware routers, here are some
examples of when you may want to use Windows Server 2008 as a software router:

Development Environment You can create a temporary subnetwork without pur-
chasing additional hardware. For example, if you want to isolate some computers
in a separate subnet for testing or development purposes, a software router is an
inexpensive alternative.

Replacement of Failed Router If a hardware router fails, in smaller environ-
ments you may temporarily replace it with a software router until you purchase
and receive a replacement.

Understanding Default Routes

A default route is the path that IP traffic takes when another path isn’t identified.
Most computers determine default routes based on their configured default gate-
way settings. Chapter 5 covered some basics of how TCP/IP determines whether
traffic should go through a router. As a reminder, consider Figure 9.2 for the fol-
lowing scenarios.
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Sandy
192.168.1.57/24
Internet

Default Gateway for A
BN 192.168.1.1/24
A192.168.1.0/24 \ B 192.168.3.0/24

Router

<<

Frank Jim
192.168.1.94/24 192.168.3.25/24

FIGURE 9.2 Moving traffic on a network

Imagine that Sandy wants to send data to Frank. TCP/IP will determine
Sandy and Frank’s network ID as shown in Table 9.1. Since the network IDs of
both computers are the same (192.168.1.0), TCP/IP sends the traffic directly to
Frank’s computer.

TABLE 9.1 Determining the network ID of local computers

Computer IP address Subnet mask Network ID
Sandy 192.168.1.57 255.255.255.0 192.168.1.0
Frank 192.168.1.94 255.255.255.0 192.168.1.0

Later, Sandy wants to send data to Jim. As you can see in Figure 9.2, Sandy
and Jim’s computers are on different subnetworks. TCP/IP determines this by
calculating the network ID as shown in Table 9.2. Since the network IDs are dif-
ferent, TCP/IP realizes it must send the data to another network.

TABLE 9.2 Determining the network ID of remote computers

Computer IP address Subnet mask Network ID
Sandy 192.168.1.57 255.255.255.0 192.168.1.0
Jim 192.168.3.25 255.255.255.0 192.168.3.0

More specifically, since the destination is on a different network, it must forward
the data to the addresses of the default gateway. In Figure 9.2, the interface on
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router 2 with an IP address of 192.168.1.1 is the default gateway for subnetwork A. |G

Notice that the default gateway has the same network ID as other computers on
subnetwork A.

Some people call the router the default gateway. This is only partially correct.
That’s like calling an automobile a car door. Sure, an automobile does have a door,
but the door is just one component. An automobile has much more to it. Similarly,
the default gateway is one component of the router, and there is much more to the
router.

IDENTIFY THE DEFAULT GATEWAY AND ROUTERS

You can use the command-line tool i pconfig to determine your default
gateway. You can launch the command prompt in most Windows systems by
clicking Start Run, typing cmd in the Run box, and pressing Enter.

At the command prompt, enter ipconfig. The output will include infor-
mation similar to the following:

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix .

IPv4 Address. . . . . . . . . . . :192.168.1.57
Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.1.1

The default gateway identifies the IP address of the near side of the router.
Note this doesn’t show the IP addresses of all the router’s interfaces. It shows
only the IP address of the interface on the same subnetwork.

Understanding Directly Connected Routes

Any subnetwork that is directly connected to a router is a directly connected route.
For example, each of the subnetworks in Figures 9.1 and 9.2 is directly connected
to a single router. Since the router is directly connected to these subnetworks, it
inherently knows the path to them.

However, routers don’t automatically know the paths to other subnetworks
within a LAN. If a LAN includes multiple routers with multiple subnetworks con-
nected to these different routers, you need to teach these routers about the other
subnetworks. This is done either statically or dynamically. The next section dis-
cusses both static routing and dynamic routing.

Similarly, any traf-
fic destined for the
Internet goes through
the default gateway.

The router in

Figure 9.2 has three
interfaces. The inter-
face on subnetwork A
is the default gateway
for this network. The
interface on subnet-
work B is the default
gateway for that
network.



180

Chapter 9 e Connecting Networks with Routers

Routing Traffic on a Network

Figure 9.3 shows a larger network with three routers and six subnetworks. This
network includes both directly connected routes for each of the routers and
indirectly connected routes. Can you name the directly connected routes for
each of the routers?

A
192.168.1.0/24

Local Area Connection Local Area Connection 2
192.168.3.1/24 192.168.4.200/24

B C D E
192.168.3.0/24\(W\/ 192.168.4.0/24 (W\ 192.168.5.0/24 (V\ 192.168.6.0/24

Router 1 Router 2 Router 3

Default Gateway for C
192.168.4.1/24

FIGURE 9.3 Multiple router network

F
192.168.8.0/24

» Router 1 knows about the directly connected subnetworks of B and C.

» Router 2 knows about the directly connected subnetworks of subnet-
works A, C, D, and F.

» Router 3 knows about the directly connected subnetworks of subnet-
works D and E.

For the network to be fully routed, each of the routers needs to know the paths to
other networks. For example, if a computer in the F subnetwork needs to send data
to a computer in the B subnetwork, router 2 needs to know how to get it there.

Creating Static Routes

When your network includes multiple routers, routers can be statically con-
figured or dynamically configured. Administrators may manually add routes
to a router to create statically configured routes. In a dynamically configured
router, the administrator configures routing protocols, and these routing pro-
tocols automatically discover subnets on the network.

If you have only a few routes to add and you don’t anticipate them changing,
static routes can be the simplest method. It’s also common to deploy some rout-
ers with some static routes, while others are configured dynamically.
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Figure 9.4 shows the Routing and Remote Access (RRAS) console on a Windows |GG
Server 2008 server that has been configured as a router. In the figure, one static

route to the 192.168.5.0 destination has been created. The dialog box in the ep;zc:f :I:;Sc;ta::zr
foreground is adding a second static route to the 192.168.8.0 destination subnet. Shoninowtiotadd
These routes support the network shown in Figure 9.3 earlier and are two of the RRAS to a Windows
routes that are needed on router 1. Server 2008 server

and configure it as a
software router.

2 Routing and Remote Access _[Of=
File Acton View Help
¢+ Hmls=HE
Server Status
- e Destination ~ Gatewa: Interface Metric
g p e B 192.168.5.0 255.255.255.0  192.168.41  Local AreaComnection2 256
£ Remote Access Logging &F
B P4 1Pv4 Static Route 7 x|
B General
T statcRoutes Interface [Local Area Connection 2 |
Aws Desiination 192.163. 8 0
Network mask: 255.255.255. 0
Gateway: 192.168. 4 1
Metric: 2%
¥ Use this routz to intiate demand dial connections
For more information
OK Cancel
« A | K1 | B

FIGURE 9.4 Configuring static routes

There are several key pieces of information in this figure worth pointing out:

Destination This identifies the destination subnetwork. The router doesn’t name [ EGTcG
these by letters like you saw in Figure 9.3 but instead uses the network ID. If you
look back at Figure 9.3, you can see these networks are identified by both a letter
(such as A, D, E, and F) and a network ID.

You can also enter
routes to specific
computers instead
of to subnetworks.
Routes to specific
computers use a
network mask of
255.255.255.255.

Netmask This is the subnet mask of the network ID. Each of the subnetworks in
Figure 9.3 has a CIDR notation of /24, indicating a subnet mask of 255.255.255.0.

Gateway This is the IP address of the destination router’s network interface.

Notice in Figure 9.3 that the path to other subnetworks from router 1 is through
router 2 (except for the directly connected routes of B and C). The IP address of
the router’s NIC on subnetwork C is 192.168.4.1, so its IP address is entered here.
It becomes the default gateway from router 1 and is also the default gateway for
any computers on subnetwork C.
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In large networks
with multiple routers
and multiple paths,
the metric is impor-
tant. It helps routers
identify the best
routes to different
subnetworks.
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Interface This identifies the NIC that should be utilized to connect to the speci-
fied destination by name. In this example, the NIC named Local Area Connection
is on subnetwork B. The NIC named Local Area Connection 2 is on subnetwork C.

Metric A metric represents a cost value to the route. If there are multiple paths

to a network, the router calculates the least cost path to determine which path to
take. In our example here, the metric doesn’t matter since there is only one path

to any of the networks.

While the figure shows the creation of two static routes, many more static routes
must be created to support the network shown in Figure 9.3 earlier. Can you iden-
tify all the static routes that need to be created on each router?

» Router 1 needs four static routes (to A, D, E, and F) since it knows only
about the two directly connected routes of B and C.

» Router 2 needs two static routes (to B and E) since it knows only about
the directly connected routes of A, C, D, and F.

» Router 3 needs four static routes (to A, B, C, and F) since it knows only
about the directly connected routes of D and E.

» This network has 10 static routes.

Instead of typing these static routes in manually, you can choose to configure
dynamic routing instead.

Configuring Dynamic Routing

You can enable dynamic routing protocols on routers to enable them to learn the
paths to other routers dynamically. After you configure the protocols, the routers
talk to each other. Each router lets other routers know what it knows, and after a
short time, each router knows the paths to all subnetworks on the network.

Table 9.3 briefly compares static and dynamic routing. In short, static routing
has very few features. Dynamic routing provides more benefits.

TABLE 9.3 Comparison of static and dynamic routing

Features Static routing Dynamic routing

Discovery of remote networks Must be done Done automatically
(including new or changed manually
networks)

(Continues)
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TABLE 9.3 (Continued)

Features Static routing Dynamic routing

Information exchange with None Information exchanged with routing
other routers protocol

Fault tolerance None Failure of routers can be detected

and paths to networks modified
(when multiple paths exist)

Since dynamic routing provides so many features over static routing, you may
wonder why you’d ever use static routing. It depends in part on how many rout-
ers you have. If you have only two routers, it’s much easier to configure the static
routes once rather than adding and configuring a routing protocol.

A primary routing protocol used on Windows Server 2008 is Routing
Information Protocol version 2 (RIPv2). RIPv2 is very easy to add and configure
on a Windows Server 2008 server running RRAS. You simply add it, identify the
NICs you want it to operate on, and you're done. The routers will automatically
share their routing information with each other.

RIPv2 has replaced RIPvl in most networks because of its many benefits. Table 9.4
compares RIPvl and RIPv2.

TABLE 9.4 A comparison of RIPvl and RIPv2

Features RIPv1 RIPv2

Multicasting Not supported Supported

Supports routes to classful and classless
networks

Supports only routes
to classful networks

Classless routes

Allows routers to authenticate between
each other prior to sharing routing data

Authentication None available

Figure 9.5 shows the Windows Server 2008 RRAS console with RIPv2 added.
Both the Local Area Connection and Local Area Connection 2 NICs have been
added to the RIP node so that RIP operates on both. This router will now lis-
ten for RIP information from other routers and send RIP information to them
through both of its interfaces.
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Many advanced rout-
ing protocols are
available in larger
networks and the
Internet. This section
focuses primarily on
protocols used on
smaller to medium-
sized networks.

RRAS will send RIPv2
data and listen for
RIPv1 and RIPv2 data
by default. However,
it can be configured
for any combination
of RIPv1 and RIPv2.
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Although you can do more advanced configuration of RIPv2, the default con-
figuration will work for most networks as long as the settings are configured in
the same on other routers in the network. However, two settings are of primary
importance:

» The Outgoing Packet Protocol is configured to use RIP version 2 broad-
cast by default. However, you can change this to RIP version 2 multicast
(as shown in Figure 9.5) for better network performance.

» You can configure authentication by clicking the Activate Authentication
check box and adding a password. All routers will need the same pass-
word. This ensures that only routers that can authenticate can access
the routing information.

a Acces oy =] 3
File Action View Help
o 2[wXE o = [H
Server Status Inferfa 7 = =
B [fs) RTR1 (ocal) A - pone e
B Network Interfaces 77 Local Area Connection Periodic 0 o
g Remote Access Logging &F wLndNea Connection 2 Periodic 0 0
=Epn
B General
B static Routes Genersl | Secuty | Meighbors | Advanced |
-y
BB E,_% Routing Information Protocal (RIF) Interface
Operation mode:
|Pericdic update mode j
Outgoing packet protocal:
|RIP version 2 mulicast =
Incoming packet protocol:
|HIF‘ version 1and 2 LI
Added cost for routes 1 _,j
Tag for announced rottes o 33
I™ Activate authentication
1N [ — | Password: I

FIGURE 9.5 Configuring RIPv2 properties on a NIC

OPEN SHORTEST PATH FIRST

Open Shortest Path First (OSPF) is a common routing protocol used on internal
networks with hardware routers. The method it uses to share routes between
routers on the network is different from RIPv2. However, the result is the same.
With OSPF, routers on the network will learn all routes and be dynamically
updated when the network changes. RIPv2 and OSPF are not compatible with
each other.

(Continues)
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OPEN SHORTEST PATH FIRST (Continued)

Even though OSPF was available in Windows Server 2003, it was removed in
Windows Server 2008. At the time I’'m writing this, it remains out of Windows
Server 2008 R2, though it’s possible it may return in a future service pack.

If you have an existing network using OSPF and you want to add a Windows
Server 2008 server as a router, you’ll either need to configure the Windows server
with static routing or need to convert the other routers to use RIPv2.

Understanding the Routing Table

Routers maintain routing tables that identify the path to other networks. Routing
tables include the primary components shown in the “Creating Static Routes” sec-
tion earlier in this chapter such as destination, interface, and gateway.

Figure 9.6 shows the routing table in a Windows Server 2008 RRAS console
with a few key items highlighted. This computer has two NICs with IP addresses
of 192.168.3.1 and 192.168.4.200.

= Routing and Remote Access _[Ofx]
File Acton View Help
2 Hrc - @
S Statu
S Network sk Intrfoce etre
E Network Interfaces glgz.]ﬁ&ﬂ‘o 255.255.255.0 192.168.4.1 Local Area Connection 2 256
55 Remote Access Logging &f | SL192.168.5.0  255255.255.0  192.168.4.1  Local AreaComnection2 256
5 EH P4
3 General
& staticRoutes
Pv6
=
Destination Network mask Gatews [iteface [ Metic [Protocol |
127000 255.000 127001 Loopback 51 Local
127.0.01 255,255 255255 127001 Loopback 306 Local
192.168.3.0 255,255 255.0 0000 Local Area C... 276 Network ma...
1 —> [152.168.31 255 255 255265 0.000 Local Area C... 276 Network ma...
192.168.3.255 255 255 255 255 0000 Local Area C... 276 Network ma.
192168340 255 255 2550 0000 Local Area ... 276 Network ma.
2 —> | 152.168.4 200 255 255 255 255 0000 Local Area ... 276 Network ma.
192.168.4.255 255 255 255 255 0000 Local Ares ... 276 Network ma.
3 —> [ 152.168.5.0 255.255.255.0 15216841 Local Area C... 276 Static (non ..
4 — [192.168.8.0 255.255.255.0 13216841 Local Area C... 276 Static (non ..
224000 240000 0000 Local Area C... 276 Network ma...
285.255.255.255 255,255 255285 0.000 Local Area C... 276 Network ma...
4 |

FIGURE 9.6 Viewing static routes in RRAS

The following list identifies the numbered items in Figure 9.6:

1. The NIC connected to the 192.168.3.0/24 subnetwork has an IP address
of 192.168.3.1. Notice the network mask is 255.255.255.255, and the
gateway is 0.0.0.0. This helps identify it as a directly connected route.
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2. The NIC connected to the 192.168.4.0/24 subnetwork has an IP address
of 192.168.4.200. Notice the network mask is 255.255.255.255, and the
gateway is 0.0.0.0. This helps identify it as a directly connected route.

3. The path to the 192.168.5.0 subnetwork is via the 192.168.4.1 default
gateway.

4. The path to the 192.168.8.0 subnetwork is via the 192.168.4.1 default
gateway.

I You can also view a routing table for any individual system. For example,
Listing 9.1 shows a partial output of the route print command executed at the
::’eu :Z:::ec::i ot command prompt on a Windows Server with two NICs. The server is configured as
command at the com- @ router connecting the 192.168.1.0/24 network and the 192.168.9.0/24 network.

mand prompt of any
Windows system to
view the full routing

Listing 9.1 Partial output of command C:\>route print

table. Active Routes:

Network Destination Netmask Gateway Interface Metric
127.0.0.0 255.0.0.0 On-Tink 127.0.0.1 306
127.0.0.1 255.255.255.255 On-Tink 127.0.0.1 306

127.255.255.255 255.255.255.255 On-Tink 127.0.0.1 306
192.168.3.0 255.255.255.0 On-Tink 192.168.3.1 276
192.168.3.1 255.255.255.255 On-Tink 192.168.3.1 276

192.168.3.255 255.255.255.255 On-Tink 192.168.3.1 276
192.168.4.0 255.255.255.0 On-Tink 192.168.4.200 276
192.168.4.200 255.255.255.255 On-Tink 192.168.4.200 276
192.168.4.255 255.255.255.255 On-Tink 192.168.4.200 276
192.168.5.0 255.255.255.0 192.168.4.1 192.168.4.200 276
192.168.8.0 255.255.255.0 192.168.4.1 192.168.4.200 276
224.0.0.0 240.0.0.0 On-Tink 127.0.0.1 306
224.0.0.0 240.0.0.0 On-Tink 192.168.4.200 276
224.0.0.0 240.0.0.0 On-Tink 192.168.3.1 276

255.255.255.255 255.255.255.255 On-Tink 127.0.0.1 306

255.255.255.255 255.255.255.255 On-Tink 192.168.4.200 276

255.255.255.255 255.255.255.255 On-Tink 192.168.3.1 276

ROUTING TABLES AND MEMORY

The information for routing tables is stored in the router’s memory. The rout-
ing tables shown in this chapter are trivial in size. They don’t consume much
memory. However, routing tables on Internet routers can contain tens of
thousands of entries. These tables consume a significant amount of memory.




Identifying Transmission Speeds

Identifying Transmission Speeds

Chapter 8 presented information on the speed of switches. As a reminder, the
maximum speed of a switch determines the maximum speed that computers
can send data through the switch. Switch speeds are measured in bits per sec-
ond (bps, such as 100 Mbps).

Similarly, routers are also measured in bits per second, and the maximum
speed of the router is the maximum speed that switches can send data through
the network. One important consideration is the speed of routers that accept
traffic from multiple switches.

Consider Figure 9.7. It shows a network with multiple routers and switches.
Different routers will have to accommodate different amounts of data. For exam-
ple, the router to the Internet may have high usage if all users regularly access
the Internet. Even the router right below it (which is central to the network)
will likely be substantially busier than other routers. The activity depends on
where resources are placed in the network and the amount of usage for each of
the subnetworks.

FIGURE 9.7 Multiple router network with access to the Internet

Common speeds for wired routers are 100 Mbps and 1000 Mbps. However, just as
switches have increased in their speed capabilities, you can also buy higher-perfor-
mance routers in the 10 Gbps range. Of course, higher speeds cost more money.
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Routing Software in Windows Server 2008

I  You can add routing capabilities to a Windows Server 2008 server by enabling the
. Routing and Remote Access Services service. This is part of the Network Policy
The Routing and dA Servi le. O th le is added f th .
Remote Access and Access Services role. Once the role is added, you can con gure the service so
Selicestevicells that the server functions as a router.

built into Windows
Server 2008. In other
words, you don’t have
to purchase an addi- ROUTING AND REMOTE ACCESS
tional server product
to use it.

The Network Policy and Access Services role has multiple uses. In addition
to using it as a router as shown in this chapter, you can also use it to enable
remote access for a network. Chapter 13 touches on using Network Policy
and Access Services to create a dial-up or a virtual private network (VPN)
server for remote access.

It’s worthwhile repeating the obvious here. A router must have at least two
separate interfaces. If you're creating a software router on a server, the server
must have at least two network interface cards. Not all servers start with more
than one NIC, but you can add NICs to most servers without too much problem.

Imagine that you manage a network with multiple computers and one or more
servers. You decide that you want to move some of the computers from the primary
network to a separate subnetwork for testing. This will create separate broadcast
domains, and traffic on the testing network won’t interfere with traffic on the pri-
mary network. Unfortunately, you don’t have funding for a new hardware router.
However, you do have a server and an extra NIC that you can use.

You can redesign the network so that it looks like Figure 9.8. You add the second
NIC to the server, configure the server as a router, and rerun some of the cables.

Adding Routing Services to Windows Server 2008

I  The following steps show how to add the Routing and Remote Access Services

service to Windows Server 2008:
These steps will also

work on a Windows 1. Click Start > Administrative Tools > Server Manager.
Server 2008 R2 )
server. 2. Click Roles, and select Add Roles.

3. Review the information on the Before You Begin page, and click Next.
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4. Select Network Policy And Access Services. Click Next.

5. Review the information on the Network Policy And Access Services
page, and click Next.

6. Click the Routing check box.
A dialog box will appear as shown in Figure 9.9, prompting you to
add the role services required for routing.

Primary Network
192.168.3.0/24

Testing Network
192.168.4.0/24

Figure 9.8 doesn’t
show switches.
However, switches
are implied in both
subnetworks. Even if
you used a hardware
router, you’d use two
switches.

FIGURE 9.8 Adding routing to Windows Server 2008 _
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FIGURE 9.9 Adding routing to Windows Server 2008 _
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USING VIRTUAL SYSTEMS FOR TESTING

You don’t always have to use physical systems for testing. In fact, most IT profes-
sionals do a lot of testing, experimenting, and learning with virtual systems.

For example, if you’re using Windows 7, you can use Windows Virtual PC. You
can then install Server 2008 as a virtual machine running within Windows 7.
You can even run multiple virtual systems at the same time (as long as you
have enough memory), creating your own virtual network.

The Windows Server 2008 screenshots in this chapter were captured from a
single Windows Server 2008 virtual server running within a Windows 7 operat-
ing system.

9.
10.

Click the Add Required Role Services button.
Check boxes will appear next to Routing And Remote Access Services,
Remote Access Service, and Routing.

Click Next.
Click Install on the Confirmation page.

After a moment, the install will complete. Click Close.

Configuring a Router on Windows Server 2008

Once you've added the RRAS service to a Windows Server 2008 server, you can
then configure it. The following steps show the basic configuration:

1.

Launch Routing and Remote Access by clicking Start > Administrative
Tools > Routing And Remote Access.

Right-click the server, and select Configure And Enable Routing And
Remote Access.

3. Review the information on the Welcome screen, and click Next.

On the Configuration page, select Custom Configuration, as shown in
Figure 9.10. Click Next.

On the Custom Configuration page, select LAN Routing, as shown in
Figure 9.11. Click Next, and then click Finish.

When prompted to start the Routing and Remote Access service, click
Start Service.
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2 Routing and Remote Access =[=]x]
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Configure the Routing and Remote Access Server

To set up Routing and Remote Access, on the Action menu, click Configure and Enable Routing
Routing and Remote Access Server Setup Wizard
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" Remote acoess (dial-up or VPN)
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FIGURE 9.10 Selecting Custom Configuration to create a router

Routing and Remole Access Server Setup Wizard

Custom Configuration
When this wizard closss, you can configure the selected services in the Routing
and Remote Access console.

Select the services that you wart to enable on this server.
™ VPN access

[~ Dialup access

™ Demand-dial connections (used for branch office routing )
™ NAT

¥ LAN routing

For more information

<Back | Mea> | Caed |

FIGURE 9.11 Selecting LAN routing when creating a router

At this point, the server is configured as a router. It will route traffic between
the primary network and the testing network, and it will also create separate
broadcast domains between the two networks.

Figure 9.12 shows the RRAS console with Network Interfaces selected. Notice
the names of the interfaces are Loopback, Testing, PrimaryNetwork, and Internal.
Loopback and Internal are part of the RRAS. However, Testing and PrimaryNetwork
reflect the names of the networks directly connected to the router.
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If you rename the
NIC, you may have
to refresh the RRAS
console before the
new name appears.

This is the same
dialog box used to
add the RIP protocol.
After the RIP protocol
was added to RRAS,
it’s no longer avail-
able to add as a new
routing protocol.
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FIGURE 9.12 Selecting LAN routing when creating a router

You may wonder how the directly connected networks were named, since none
of the previous steps named them. These names are derived from the names of
the network connections on the computer.

The default names of a network connection are Local Area Connection, Local
Area Connection 2, and so on. However, you can rename them. These connec-
tions were renamed before creating the RRAS console. Local Area Connection
was renamed to PrimaryNetwork, and Local Area Connection 2 was renamed to
Testing.

You can rename NICs on a Windows Server 2008 server with the following steps:

1. Click Start, right-click Network, and select Properties.
2. Click Manage Network Connections.

3. Right-click a connection, and select Rename.

4

Type the name you want, and press Enter. The connection is dis-
played with a new name.

The name that will appear in the RRAS console is the same as the name of
the NIC.

Even though the server is configured as a router, it can still be used for other
services. Servers typically will be used for several roles simultaneously.

Understanding Other Routing Protocols

Primarily when you're talking about routing protocols in the context of internal
routers, you're talking about RIPv2 or OSPF. However, other routing protocols
that you can add to a Windows Server 2008 RRAS server are worth mentioning.

Figure 9.13 shows the dialog box within a Windows Server 2008 RRAS server
you can access to add new routing protocols.
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é Routing and Remote Access !El E
File Acton View Help
e=5nrlBo=H
S5 Status
o R:.:frﬂmbs Interface_~ Type 1P Address Dutgoing bytes
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55 Remote Access Logging &1 | & Testing Dedicated 192,168.4.200 70,748 50,528
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W~ IGMP Router and Proxy
Y NAT
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FIGURE 9.13 Adding a new routing protocol to Windows Server 2008

If you've installed RRAS on a server, you can access this dialog box with the
following steps:

1. Launch RRAS by clicking Start > Administrative Tools and selecting
Routing And Remote Access.

2. Expand the server and IPv4.
3. Right-click General, and select New Routing Protocol.

Notice that there are several choices. The following section explains these
additional protocols.

Using a DHCP Relay Agent

Chapter 1 introduced the Dynamic Host Configuration Protocol (DHCP),

and Chapter 5 described DHCP in depth. As a reminder, a DHCP server provides
DHCP clients with TCP/IP configuration such as an IP address, subnet mask,
and more. DHCP automatically configures the DHCP client when the DHCP cli-
ent first turns on and then again are various intervals.

DHCP uses special types of broadcasts known as BootP broadcasts. BootP
broadcasts pass through routers using UDP ports 67 and 68. That is, of course, if
the router is RFC 1542 compliant and can be programmed to allow these BootP
broadcasts through.

Consider Figure 9.14. It shows a network with two subnets and one DHCP server.
The router connecting the subnets is not RFC 1542 compliant. However, instead
of installing a DHCP server on each subnet, you can install a DHCP relay agent on
subnet B.
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After adding the pro-
tocol, you also have
to add the interface
to the protocol node
and configure it.

Routers that can
pass DHCP broad-
casts through UDP
ports 67 and 68
are compliant with
RFC 1542. Older
routers are not RFC
1542 compliant and
can’t pass these
broadcasts.
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the client and server.
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Subnet A Subnet B

RouterThat is Not RFC
1542 Compliant

DHCP Server Server Configured as a
DHCP Relay Agent

FIGURE 9.14 Using a DHCP relay agent

When a DHCP client in subnet B turns on, the following actions will occur:

1. The DHCP client sends a DHCP Discover message.

N

The DHCP relay agent hears the broadcast and forwards it to the
DHCP server.

The DHCP server sends back a DHCP Offer to the relay agent.

The relay agent broadcasts the DHCP Offer on subnet B.

The DHCP client responds to the offer with a DHCP Request.

The relay agent hears the request and forwards it to the DHCP server.
The DHCP server sends back a DHCP Acknowledge to the relay agent.

® NSO 0 W

The relay agent broadcasts the DHCP Acknowledge back to the
DHCP client.

The default lease length for a Windows DHCP server is eight days, and clients
renew the lease every four days. In other words, the DHCP relay agent won’t have
a lot of activity. If it’s needed, you can easily install it on another server that is
performing another role such as file or print server.

Using an IGMP Router and Proxy

You can add the IGMP Router and Proxy service to your router to have it act as
a proxy for multicast traffic. For example, Microsoft’s Windows Media Services
generates multicast traffic on the network. With this service added, traffic from
Windows Media Services (and other multicast traffic) can cross the routers to
other subnetworks.
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Using NAT

You probably remember that the Internet uses public IP addresses and that inter-
nal networks use private IP addresses. If you're using a router between the Internet
and your internal network, you need to translate these addresses between private
and public.

Network Address Translation (NAT) translates private IP addresses to public IP
addresses and translates public ones back to private. You can add NAT within RRAS
if the server will be used for Internet access.

If you look back at Figure 9.10 where the system was configured for LAN routing,
you'll see you can also select the NAT check box to include NAT.

THE ESSENTIALS AND BEYOND

Networks with Internet access include at least one router that provides a path to the
Internet. Most networks include more than one router that provides paths to multiple
other subnetworks. Each router includes a routing table that includes the paths to these
other subnetworks. The routing table can be updated manually by an administrator (static
routes), or routing protocols can update the routing table automatically (dynamic rout-
ing). Two common routing protocols used on internal networks are RIPv2 and OSPF. You
can configure a Microsoft server as a software router by adding and configuring RRAS.
RRAS supports RIPv2 but not OSPF.

ADDITIONAL EXERCISES

» View the routing table on a Windows computer.

» Determine the metric for the default path of your computer.

» Identify the IP address of the default gateway used in your subnetwork.

» Locate a router in your network. Identify as many directly connected routes as you can.

To compare your answers to the author’s, please visit www.sybex.com/go/
networkingessentials.

REVIEW QUESTIONS

1. A router is configured in a network that includes multiple other routers. What
routes does a router know by default?

A. Directly connected routes €. Dynamic routes
B. Static routes D. Routes added to the routing table

(Continues)
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Chapter 11 covers
firewalls and proxy
servers. It also
includes an in-depth
explanation on how
NAT translates IP
addresses.
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THE ESSENTIALS AND BEYOND (Continued)

2. You have added a second router to your network that includes three subnets.
What’s the easiest way to ensure that both routers know the routes to all
subnets?

A. Add OSPF to each router. C. Add dynamic routes.
B. Add RIPv2 to each router. D. Add static routes.

3. True or false. A router determines the best path to another subnet based on the
highest cost metric.

4. Where are routes known by a router?

5. Your network includes more than 50 hardware routers. What can you configure
on these routers so that they will share routing information with each other?
(Choose all that apply.)

A. RIPv2 C. Routing protocols
B. OSPF D. ARP

6. True or False. Windows Server 2008 supports RIPv2 and OSPF routing
protocols.

7. A network includes a router that is not RFC 1542 compliant. Computers on one
subnet use DHCP. What should you add to ensure computers on other subnets
connected to the router can use DHCP?

A. Another DHCP server C. RIPv2
B. DHCP relay agent D. OSPF

8. You are adding a Windows Media Services server to your network that is using
aWindows Server 2008 server as a router.You want to ensure that IP multicast
traffic passes through the router. What would you add?

A. OSPF C. IGMP Router and Proxy service
B. RIPv2 D. DHCP relay agent
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Resolving Names
to IP Addresses

You've learned a lot about TCP/IP in previous chapters. You know that TCP/
IP uses IP addresses to route traffic from one computer to another. However, if
you're like most people, you don’t want to memorize IP addresses. Computers
are much easier to identify when they have names.

Computers are named with host names and NetBIOS names. Each of these
name types has special features. For example, computers on the Internet use
host names, but internal networks can use either host names or NetBIOS
names. Additionally, TCP/IP uses several different methods to resolve these
names to IP addresses. The primary method used to resolve host names to IP
addresses is with Domain Name System (DNS) servers. The primary method
used to resolve NetBIOS names to IP addresses is with Windows Internet
Naming System (WINS) servers. However, additional methods exist. This
chapter covers the different types of names, the types of name resolution,
and the steps TCP/IP uses to resolve names to IP addresses.

Exploring types of names used in networks
Exploring types of name resolution

Identifying the steps in name resolution

Exploring Types of Names Used
in Networks

Computers work with numbers. At the lowest level, the computers use ones
and zeros assigned to individual bits. Every single piece of data that flows
through a computer is reduced to simply ones and zeros.

However, you and I just don’t think that way. Instead, we think in words. If
someone asked you to memorize the MAC addresses or IP addresses of your
favorite websites, you may find it a little challenging. However, if someone
asked you to name your favorite websites, you could do so easily.
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Thankfully, computers can also use names. However, there are many different
elements built into networking to convert these names into the numbers used
by the computers.

The following list shows the progression of how names are resolved to different
types of addresses:

Name Computers are assigned names, and you can usually reach a computer
in a network using the name. These names can be either host names or NetBIOS
names, or both, depending on where they are located. Only host names are uti-
lized on the Internet, but both host names and NetBIOS names can be used on
internal networks.

IP Address IP addresses are assigned to the network interface cards of comput-
ers. The IP address is used at the Network layer of the OSI Model to route traffic
between subnetworks. Name resolution methods resolve the computer name to
an IP address.

MAC Address The media access control (MAC) address or physical address uniquely
identifies the NIC. Each device on a network has an interface with a different MAC
address. The MAC address is used at the lower levels of the OSI Model.

Bits Bits are the lowest level of data. Data streams to and from computers using
bits of ones and zeros.

The types of names given to computers and other network devices are either
host names or NetBIOS names. As an introduction, Table 10.1 outlines some of
the characteristics and differences of host names and NetBIOS names.

TABLE 10.1 Comparing host names and NetBIOS names

Characteristics Host names NetBIOS names

Length Up to 255 characters 15 readable characters; 16th
character identifies a service

Location On Internet and internal Only on internal networks

networks

Primary name
resolution method

Domain Name System (DNS) Windows Internet Naming

Service (WINS)

Namespace Hierarchical (part of fully quali- Flat namespace (single level

fied domain name) names only)
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Understanding Host Names

A host name is a user-friendly string of characters, or label, assigned to a computer
or other network device. Host names are the primary name type used today. They
are the only types of names used on the Internet and the primary name type used
on many internal networks.

Host names can be as long as 255 characters. They can contain letters, num-
bers, periods, and hyphens.

When a host is part of a domain, the full computer name is the fully qualified
domain name (FQDN). Figure 10.1 shows the host name and FQDN of a Windows
Server 2008 server. The FQDN in a Windows system can be up to 255 characters
as long as no more than 63 characters are used between each period.

ilZl System o =] 3
Y B o — .
2.2 |: % + Control Panel = System - & |:E=,Lh 2]
File Edit View Tools Help
) o
Tasks 8=

View basic information about your computer

1§ Device Manager
L2 ’ Windows edition

¥ Remote settings Windows Server ® Enterprise
¥ Advanced system settings Copyright € 2007 Microsoft Corporation. All rights reserved.

Service Pack 1

e —

System

Processor:

Memary (RAM):
System type:

Intel(R) Cora(TM)2Duo CPU PB600 @ 2.40GHz 3 MHz
1.50GB
322bit Operating System

Computer name; domain, and workgroup settings

Computer name: Successl @Changa settings

See also

Full computer name: Success 1.netwarking.mta

Windows Update Computer desaription:

Domain: networking. mta

FIGURE 10.1 Viewing the computer name on Windows Server 2008

Notice that the computer name is Successl. This is the host name. The com-
puter is a member of a domain named networking.mta. The full computer name
(or FQDN) is successl.networking.mta.

Understanding NetBIOS Names

Network Basic Input/Output System (NetBIOS) names are 15 characters long.
Even when the actual name is shorter (such as PC1), the NetBIOS name is pad-
ded with trailing spaces to make the name 15 characters long.
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Windows limits the
length of host names
in Windows systems
to 63 characters.
However, it’s recom-
mended to limit the
length to 15 char-
acters for compat-
ibility with NetBIOS
names.

You can also view
the host name of
your computer
from the command
prompt by typing
hostname and
pressing Enter.
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Host NAMES, URLsS, AND FQDNs

A uniform resource locator (URL) is the address used to access Internet
resources such as websites. It includes the protocol and the fully qualified
domain name (FQDN). For example, if you wanted to reach the website
www . bing. com, you would use this URL: http://www.bing.com.
The protocol is HTTP, and the FQDN is www . bing. com.

www is the host name, and it represents a web farm of computers that
respond to that name. You probably know that you don’t even have to use
www, though. Instead, you can simply enter the address as http://bing
.com, and it’ll work. Of course, you can also skip the protocol in your web
browser. For example, if you’re using Internet Explorer (IE), you can simply
enter bing. com. IE assumes you’re using HTTP and fills that in for you.

DNS supports multiple computers with the same name and can resolve name
requests to different servers in a round-robin fashion. DNS also supports
alias names to allow computers to respond to different names. A single
computer can be registered in DNS with multiple different names, and each
name will resolve to the same IP address.

The NetBIOS name includes a hidden 16th byte. This 16th byte is a hexadeci-
mal number that identifies services running on the system. Other systems and
applications on the network use this information to determine how they can
communicate with a system.

Table 10.2 shows common values for the 16th byte of a computer’s NetBIOS
name. These values identify services running on desktop and server operating
system computers or provide other information about the computer.

In addition to tracking the name of the computer, NetBIOS tracks the name
of the workgroup or domain that a computer has joined.

You can view NetBIOS names registered by a system using the nbtstat com-
mand. The following steps show how:

1. Launch a command prompt by clicking Start > Run; then enter cmd
in the Run box, and press Enter.

2. Enter nbtstat -n, and press Enter.


http://www.bing.com
http://www.bing.com
http://www.bing.com
http://bing
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Listing 10.1 shows the output of the nbtstat -n command on a Windows
Server 2008 server named successl. This computer is a domain controller
within the networking.mta domain.

TABLE 10.2 Examples of the value and meaning of NetBIOS 16th byte for
computer names

Hexadecimal
value Meaning Comments
00 Workstation Used to create and maintain client network connec-
service tions to other computers on the network
20 File server Indicates the computer can share files and printers
service over the network
23/24 Microsoft Identifies a server hosting Microsoft Exchange K
Exchange
Microsoft Exchange
is used in Windows
environments for
Listing 10.1 Output of nbtstat - n command email.

C:\>nbtstat -n

Local Area Connection:
Node IpAddress: [192.168.3.1] Scope Id: []

NetBIOS Local Name Table

Name Type Status

SUCCESS1 <00> UNIQUE Registered _

NETWORKING <00> GROUP Registered

NETWORKING <1C> GROUP Registered The value <00>

SUCCESS1 <20> UNIQUE Registered means something

NETWORKING <1B> UNIQUE Registered different when it's

a UNIQUE type and

Notice the output for the computer name (SUCCESSI) has specific hex values when it’s a GROUP

listed. Similarly, the output for the domain name (NETWORKING from network- ~ tpe. UNIQUE
<00> indicates the

ing.mta) has hex values listed. Table 10.2 showed the meaning of these values for workstation service

a computer name. Table 10.3 shows the meaning of some values for the domain. and GROUP <00>
indicates the domain
name.
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TABLE 10.3 Examples of the value and meaning of NetBIOS 16th byte for
domain names

Hexadecimal
value Meaning Comments
— 00 Domain name Indicates the name of the domain
Note that the value 1C Domain controller Indicates that the server is a domain controller in
00 means domain the domain
name when associ-
it G G 1B Domain master Indicates the computer is hosting the Domain
but it can also mean browser Master Browser role, which is used by NetBIOS

the workstation ser-
vice when associated
with UNIQUE.

services in the network

Many more NetBIOS services can be assigned to any computer. The important
point to grasp from this section is that each computer can have multiple NetBIOS
names. Different NetBIOS names have different hex values to provide information
about the computer.

Creating NetBIOS Names from Host Names

A Windows Server 2008 server’s name is Successl. Is this a host name or a NetBIOS
name? The answer is that it’s both. When you name a computer, the name is used
for both the host name and the NetBIOS name.
I If the name is 15 characters long or less, the computer will have the same host
name and NetBIOS name. However, if the host name is more than 15 characters,
names result in Windows truncates the name to the first 15 characters for use as the NetBIOS
errors and communi-  Name. This is important because it’s possible to inadvertently give different
cation problems with  computers duplicate NetBIOS names.
these computers. All As an example, consider Table 10.4, which shows the host names and the result-
computers on the ing NetBIOS name derived from the host name. Some of the host names are more

same network need .. .
TR TS than 15 characters, resulting in duplicate NetBIOS names.

Duplicate NetBIOS

TABLE 10.4 NetBIOS names derived from host names

Host name NetBIOS name Comment
CPU1 CPU1 No problem
CPU2 CPU2 No problem
NetworkingComputerl NETWORKINGCOMPU Name truncated

(Continues)
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TABLE 10.4 (Continued)

Host name NetBIOS name Comment
NetworkingComputer2 NETWORKINGCOMPU Duplicate name
DC1 DC1 No problem
DC2 DC2 No problem

DomainControllerl

DomainController2

DOMAINCONTROLLE Name truncated

DOMAINCONTROLLE Duplicate name

Notice that the shorter computer names are identical as both host names and
NetBIOS names. However, since NetBIOS truncates the longer computer names to
only the first 15 characters, some of the computers have duplicate NetBIOS names.

Viewing and Modifying a Computer Name

You can use the following steps to view a computer’s host name, view its
NetBIOS name, and modify the computer’s name:

1.

Log onto the computer. If you plan on changing the computer name,
you will need to log on with an administrative account.

Click Start, type cmd in the Start Search box, and press Enter. This
will launch a command prompt.

Enter hostname at the command prompt, and press Enter. This
returns the host name of the computer.

Click Start, right-click Computer, and select Properties. This will dis-
play a page similar to Figure 10.1 shown earlier in this chapter.

Notice that you can view the computer name, the FQDN (as the full
computer name), and the domain on this page. In Figure 10.2, the com-
puter name is Successl, the FQDN is successl.networking.mta, and the
domain is networking.mta.

. On the System properties page, click Advanced System Settings. If

prompted by UAC, click Yes or provide appropriate credentials.

Select the Computer Name tab. Click Change. Click More. Your display

will look similar to Figure 10.2.
Notice that you can view the DNS suffix of the computer and the
NetBIOS computer name on this page. The suffix is automatically
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Although Windows
host names can be
63 characters, you
should limit them
to no more than
15 characters for
compatibility with
NetBIOS.

These steps are writ-
ten for a Windows
Server 2008 server.
However, they

will also work on
Windows 7 and
some other Windows
systems.

You can modify the
primary DNS suffix.
However, you cannot
modify the NetBIOS
name.
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added when a computer joins a domain, and the NetBIOS name is
automatically created from the computer name.

Computer Hame/Domain Changes
System Properties
*You can change the name and the membership of this
Computer Name: I Hardware | Advanced | Remote | computer. Changes might affect access to network resources.
More irformation
- ‘Windows uses the following information to identify your computer
i
Computer name:
Computer description: | [Bucesst
For example: "IIS Production Server” or e
BEECREER SuccessTnetworking mta

Full computer name:

Domain:

A Member of
To rename this computer or change its domain or ’V oA / ‘

workgroup, click Change

Success1 networking. mia

networking mia / /LI
L

Inetworking mta
DNS Suffix and NetBIOS Computer Hame | x|

Primary DNS suffic of this computer:
|ne¢warking.mta

¥ Change primary DNS suffix when domain membership changes

NetBIOS computer name:

SUCCESS1

This name is used for interoperability with older computers and services
oK I Cancel i i ks

(] Cancel

FIGURE 10.2 Viewing computer names

7. Click Cancel. If desired, you can modify the computer name by
changing it on the Computer Name/Domain Changes page.

8. Close all windows.

Exploring Types of Name Resolution

Names have to be resolved to IP addresses on the Internet and within internal
networks. Eight types of name resolution can be used. Table 10.5 introduces the

different types, and the

following sections describe them in more detail.

TABLE 10.5 Name resolution methods

Name resolution

Resolves (host names,

method NetBIOS names, or both) Comments

Domain Name Host names (Windows Server DNS servers are on the Internet
System (DNS) 2008 DNS can be configured and internal networks; Microsoft
server to resolve NetBIOS names domains require DNS.

using GlobalNames zones)

(Continues)
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TABLE 10.5 (Continued)

Name resolution Resolves (host names,

method NetBIOS names, or both) Comments

Host cache Host names Host cache can be viewed with
the ipconfig /displaydns
command.

Hosts file Host names Located in c:\windows\

system32\drivers\etc\
folder by default.

Windows Internet NetBIOS names WINS servers are located only on

Name Service internal networks.

(WINS)

NetBIOS cache NetBIOS names NetBIOS cache can be viewed
with the nbtstat -c
command.

Lmbhosts file NetBIOS names Located in c:\windows\

system32\drivers\etc\
folder when used.

Broadcasts Both The system simply sends a
broadcast with the name asking
the owner to reply with its IP

address.
Link-local multicast Host names This is a newer method similar
name resolution to broadcast that works on inter-
(LLMNR) nal networks.

Understanding Domain Naming Service

The Domain Naming System (DNS) is a service that resolves host names to K
IP addresses. These can be names of computers within an internal network or

. . DNS i tial
names of computers on the Internet. Clients send name resolution requests to 1S essen'ia

on a Microsoft

a DNS server, and the DNS server responds with the IP address. The client com- domain. Active
puter then uses the returned IP address as the destination IP address for data Directory requires
traffic. DNS to locate serv-

ers running specific
services, such as
domain controllers.
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Host records are
sometimes listed as
host (A) and other
times as A (host).
However, they are
the same.

Reverse lookup
zones are optional.
Some DNS servers
don’t host reverse
lookup zones or sup-
port reverse lookups.

I
I
SRV records are
used for host names
similar to how
the 16th byte of
NetBIOS names is
used. Both identify

specific services run-
ning on computers.
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Figure 10.3 shows the DNS console on a Windows Server 2008 server. It shows
several host (A) records with their names and IP addresses. When a system queries
a DNS server with the name of a computer, the DNS server checks to see whether
it has a matching host (A) record for the requested name in its database, and if so,
it returns the IP address to the requesting client.

2 DNS Manager

o [=1E3

Fle Action View Help

B EEEEI =
2 DNS Name
= § Successi
23] Global Logs
=l [ Forward Lookup Zones
=) _msdes.networking.mtz
tworking. mta

| Type [ pa

- | _msdcs
| _sites
| _tp
7 _udp
|| DomainDnsZones

__| ForestDnsZones
£ (same as parent folder)  Start of Authority (SOA)
5—] (same as parent folder) Name Server (NS)
@ ] DomainDnsZanes f—] (same as parent folder) Host (A)
B [ ForestDnsZones || i successt Host (&)
[ (] Reverse Lookup Zones Herass Host ()
21 3.168.192.in-addr.arps =] Host (a)
| Conditional Forwarders | =] rtr1 Host (&)
Ewinst Host (&)
] certified1 Host (A) 192,168, 1.61
ﬂ Degree Host (&) 192.168.1.62

4 1]l | |

B [ s
B[ _top
H [ _udp

[25], success1.networking.mta., hostmaster.networking.
success 1.networking.mta.

192.168.3.1

192.168.3.1

192.168.1.50

192.168.1.51

192.168.3.111

192.158.1.55

H O E

I
FIGURE 10.3

Viewing the DNS console

Notice that the server in Figure 10.3 also has a reverse lookup zone. Reverse
lookup zones use pointer (PTR) records to do reverse lookups. In other words,
you can pass the IP address to the DNS server and retrieve the name of the
computer with that IP address.

DNS servers host multiple types of records beyond the A records. For example,
an Active Directory domain must have service (SRV) records to locate domain
controllers in the network. Table 10.6 outlines many of these records.

TABLE 10.6 Common DNS records

Record type Usage

A (host) Resolves host names to IPv4 IP addresses

AAAA (host) Resolves host names to IPv6 addresses

PTR (pointer) Resolves IP addresses to host names

CNAME (alias) Resolves one host name to another host name, which allows mul-

tiple computer names to be resolved to the same IP address

MX Used for mail exchange servers (email servers)

(Continues)
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TABLE 10.6 (Continued)

Record type Usage

SRV Required by Active Directory to locate servers running specific ser-
vices (such as domain controllers)

NS Identifies DNS name servers

A DNS server that holds records for a specific namespace (such as the network-
ing.mta namespace) is authoritative for that namespace. In other words, it knows
all the computers and the IP addresses in that namespace. If it doesn’t have a
record for one of these computers, no one else will either.

If a DNS server is not authoritative for a namespace, it can still resolve names
by forwarding the name request to other DNS servers.

DNS is hierarchical. No single server knows the names and IP addresses for all
the computers on the Internet. Instead, DNS servers are authoritative for differ-
ent namespaces. Consider Figure 10.4, which shows the hierarchy of DNS servers
on the Internet. They are explained as follows:

DNS Root Servers At the top of the hierarchy are DNS root servers. There are
only 13 DNS root servers in the world. These servers know only the addresses of
DNS servers that are authoritative for top-level domains such as .com, .net, .org,
and so on. If you ask it for the address of training.microsoft.com, it won’t know.
However, it will know the address of the DNS servers that are authoritative for
the .com namespace.

Top-Level Domain DNS Servers Next are the top-level domain DNS servers. Top-
level domain DNS servers know the addresses of second-level domain DNS serv-

ers in their namespace. For example, a .com DNS server knows the addresses of

servers that are authoritative for the Microsoft.com namespace. However, a .com

DNS server doesn’t know anything at all about .net, .org, or any other top-level

domain namespace.

Second-Level Domain DNS Servers Below the top-level domain DNS servers
are the second-level domain DNS name servers. These servers are authoritative
in the second-level DNS namespace. For example, Microsoft has several serv-
ers that are authoritative in the Microsoft.com domain. The DNS servers in the
Microsoft.com namespace know only about Microsoft.com. They wouldn’t know
anything about other namespaces such as sybex.com.

Third- and Lower-Level Domain DNS Servers Third-level and lower-level domain
DNS servers are possible. However, these are needed only when the FQDN includes
these lower levels. For example, Microsoft may have a DNS server dedicated to the
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Multiple DNS serv-
ers are available for
each of the top-level
domains. If one DNS
server in the .com
namespace fails,
others in the .com
namespace can still
answer queries.
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training.microsoft.com namespace. This DNS server can resolve all the host names
in the training.microsoft.com namespace. Other companies may not have third-
level DNS servers. Instead, the second-level server resolves the names for all the
company'’s resources on the Internet.

DNS Root Servers
§‘ (13 in the World)
4

g g Top Level Domain DNS Servers
(.com, .net, .org, .biz, and so on)
T
.com
‘ Second Level Domain
%‘ %{‘ %?' % %g‘ gg' %{‘ DNS Servers

microsoft.core

Third and Lower Level Domain
DNS Servers

training.microsoft.com

FIGURE 10.4 DNS hierarchy

DNS queries to the Internet start with a query to one of the DNS root servers.
For example, imagine if a client is trying to reach a web server named www. sybex
.com from an internal network named networking.mta. The record for the
www . sybex. com web server won’t be on the internal DNS server. However, the
internal DNS server can make queries to the Internet to retrieve the name.
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Figure 10.5 and the following steps show how this works in practice. K
1. The client passes the request to the DNS server to resolve www.sybex. If the DNS server has
com. Assume that the DNS server has just turned on and doesn’t been on for a while,
have any information except for the address of the DNS root servers. it will have cached
information, and it
2. Since the top-level domain is .com and the DNS server doesn’t have may be able to skip
the IP address of a DNS server in the .com domain, it queries a DNS some of the steps.

root server. The DNS root server responds with the IP address of a
DNS server that is authoritative for the .com namespace.

4 )
@

DNS Root Servers

4 )

v©

Top Level Domain
DNS Servers
(.com, .org, .net, and so on)

Internal
DNS Server

/1N

~®

% Internal p ’
Network >y Second Level Domain
\_ J \ DNS Servers

Internet

- J

FIGURE 10.5 Resolving a DNS query on the Internet

3. Next, the internal DNS server queries the .com DNS server for the
address of a DNS server that is authoritative in the sybex. com
domain. The top-level domain DNS server responds with an IP address.

4. Finally, the internal DNS server queries the sybex.com DNS server
for the IP address of the web server named www.

DNS servers cache responses in their internal memory. In other words, after
a DNS server queries a root DNS server for an address of a .com DNS server, it
keeps this information. The next time it needs to query the .com server for an
address, it just looks in cache for this information.


http://www.sybex
http://www.DNS
http://www.DNS
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RESOLVING NETBIOS NAMES WITH DNS

Windows Server 2008 supports a new type of zone called a GlobalNames zone. In
networks where there are very few NetBIOS applications, you can use GlobalNames
zones for single label names, just as if they were NetBIOS names.

When a GlobalNames zone is used, DNS can resolve both host names and NetBIOS
names. GlobalNames zones are used only on internal Microsoft networks. On the
Internet, DNS can only resolve host names.

Viewing the Host Cache

Every time a computer receives a name resolution response from a DNS server, it
I »laces the result in the local host cache. The host cache is an area of memory
on any computer that is dynamically updated with host name and thier corre-

The host cache on an .
sponding IP addresses.

end user’s computer

elitte enRomitne The host cache is also called the DNS resolver cache, since many of the entries
DNS cache on a DNS are created when DNS is queried to resolve a host name. However, the host cache
5:"’"' “:‘”:"e” also includes data from the hosts file (described in the next section).

they work the same. .

Cached data dossn't \.(ou can view t‘he host cache on any computer from the command prompt by
need to be queried using the following steps:

again. 1. Launch a command prompt by clicking Start > Run; enter cmd in

the Run box, and press Enter.

2. Enter ipconfig /displaydns, and press Enter.

I Listing 10.2 shows the partial output of the ipconfig /displaydns com-

mand on a Windows Server 2008 server.
The actual output

includes many more Listing 10.2 Output of ipconfig /displaydns command
entries. However,

only a few entries C:\>ipconfig /displaydns

are shown here to

conserve space. Windows IP Configuration

1.0.0.127.in-addr.arpa

Record Name . . . . . : 1.0.0.127.in-addr.arpa.
Record Type . . . . . : 12

Time To Live . . . . : 86400

Data Length . . . . . : 4

Section . . . . . . . : Answer
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PTR Record : Tocalhost
Jocalhost

Record Name . : Tocalhost
Record Type . i1

Time To Live : 86400
Data Length . : 4

Section . .o : Answer

A (Host) Record . : 127.0.0.1
bing.com

Record Name . . . . . : bing.com
Record Type . . . . . : 1
Time To Live . . . . : 580

Data Length . . . . . : 4

Section . . . . . . : Answer

A (Host) Record . : 65.55.175.254

Notice the first record is a PTR record (reverse lookup record) for the local com-
puter using the loopback address of 127.0.0.1. The second record is an A (host)
record for localhost record that is mapped to the loopback address of 127.0.0.1. You
will usually see these two entries for any Windows 2008 computer.

The third record for bing.com is a record returned from a DNS server and
placed in cache. Notice that it has a Time To Live section. Every record returned
from a DNS server includes this, and it indicates how long the data will remain
in cache. The value of 580 indicates that it will remain in cache for another 580
seconds. Any queries to bing.com will use this IP address as long as it remains
in cache. After the timeout period, it is removed from the cache and requires
another query to DNS to resolve it.

Viewing the Hosts File

The hosts file is a simple text file located in the c:\windows\system32\
drivers\etc folder by default. The hosts file maps the names of computers to
IP addresses. The benefit is that mapped records in this file are automatically
placed in the host cache.

Listing 10.3 shows the contents of a host file on a Windows Server 2008 server.

Listing 10.3 Hosts file

# Copyright (c) 1993-2006 Microsoft Corp.
#
# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.
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The 127.0.0.1 and
localhost records
come from the hosts
file on Windows
computers.

You can remove
cached items from

the host cache with
the ipconfig /
flushdns com-
mand. However, this
does not remove items
in cache from the
hosts file.

You can place
entries in a hosts
file to bypass DNS
queries for specific
hosts. If the entry is
in the hosts file or
in cache, DNS is not
queried.



If you enter ping
Tocalhost at the
command prompt,
the localhost name
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Don’t be fooled by
the word Internet in
WINS. WINS is not
used on the Internet
at all. It is used only
on internal Microsoft
networks.
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#

# This file contains the mappings of IP addresses to host names. Each
# entry should be kept on an individual Tine. The IP address should
# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.

#

# Additionally, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a ‘#’ symbol.

#

# For example:

#

# 102.54.94.97 rhino.acme.com # source server

# 38.25.63.10 X.acme.com # x client host
127.0.0.1 Tocalhost

H Tocalhost

Notice that the beginning of the file consists of comments preceded by hash
marks (#). The only two entries are the 127.0.0.1 and ::1 lines. These lines map the
localhost name to the IPv4 loopback address of 127.0.01 and to the IPv6 loopback
address of ::1.

All entries in the hosts file are immediately placed in cache, and they stay
there constantly. Hosts file entries do not time out and fall out of cache.

Understanding WINS

Windows Internet Name Service (WINS) is a service you can add to a server to
resolve NetBIOS names to IPv4 addresses. A WINS server can resolve only NetBIOS
names, not host names.

You'll find WINS servers on internal Microsoft networks. Non-Microsoft networks
may include NetBIOS servers to resolve NetBIOS names, but they can be other
types of NetBIOS servers. WINS is Microsoft’s implementation of a NetBIOS server.

You may remember that DNS is hierarchical. It uses multilevel names such
as root level, top level, and so on. Because of this, DNS is highly scalable. DNS
on the Internet efficiently resolves the IP addresses of billions of computers. It
works as efficiently with these billions of computers as it will on an internal net-
work with just a few dozen computers.

In contrast, WINS is not hierarchical. Instead, it’s a flat database that supports
only single-level names. WINS does not scale well and couldn’t possibly work
with billions of computers. As more computers are added to a WINS server, it can
get bogged down.
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Since DNS performs so much better than WINS and because WINS does not
support IPv6, WINS is being phased out. However, it is still being used in many
networks today since many applications still use NetBIOS names.

Figure 10.6 shows the TCP/IP properties for a network interface card (NIC)
on a Windows system. Notice that you can configure the name of a DNS server
on the same page as you configure the IP address of the NIC. However, you have
to click the Advanced button and select the WINS tab to add the IP address of
a WINS server.

If your network includes multiple WINS servers, you can add the IP addresses
of each one.

H | ocal Area Connection Properties x| |
Networking | Advanced TCP/IP Settings B
J
Internet Protocol Version 4 (TCP/IPv4) Properties IP Settings | DNS  WINS |
General | ~WINS addresses, in orderofuse: ———————————————————————————
‘You can get IP settings assigned automatically if your network suppor t
this capability, Otherwise, you need to ask your network administrato
for the appropriate IP settings. 1
" Obtain an IP address automatically Add... | Edit... | Remave |
% Use the following IP address:
Harddress: 192,188, 3 , 1 If LMHOSTS lookup is enabled, it applies to all connections for which
TCR/IP is enabled.
STl R it [¥ Enable LMHOSTS lockup Import LMHOSTS... |
Default gateway: s 0%
~NetBIOS setting
&+ Default:
« 5 Server = £
bt DNS server address attomatically T RIS St Fo e T e yen e NP s
—{* Use the following DNS server addressesr————————— is used or the DHCP server does not provide NetBIOS setting,
enable NetBIOS over TCP/IP.
——Preferred DNS server: 192.168. 3 . 1
€ Enable NetBIOS over TCP/IP
Hsaelrs e ——  Disable Ne{EIOS over TCP/IP

FIGURE 10.6 Configuring a computer to use WINS

Viewing the NetBIOS Cache

Just as any host name that is resolved by DNS is placed in cache, NetBIOS names
resolved by WINS are also placed in cache. DNS names are placed in the host cache,
and WINS names are placed in the NetBIOS cache.

You can view the NetBIOS cache using the nbtstat -c command, as follows:

1. Launch a command prompt by clicking Start > Run; then enter cmd
in the Run box, and press Enter.

2. Enter nbtstat -c, and press Enter.

Listing 10.4 shows the cache of a Windows 2008 server that recently resolved
the name of a file server (named FS1) to the address of 192.168.1.117.

Although you can
configure the IP
address of DNS and
WINS servers manu-
ally, most networks
use DHCP to config-
ure these addresses
automatically.



214

The R in the
nbtstat -R
command must be
uppercase. This is
one of the few times
when a command
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Listing 10.4 Output of nbtstat -c

C:\>nbtstat -c

Local Area Connection:
Node IpAddress: [192.168.3.1] Scope Id: []

NetBIOS Remote Cache Name Table

Name Type Host Address Life [sec]

FS1 <20> UNIQUE 192.168.1.117 562

Notice that the table in Listing 10.4 includes a Life (sec) column. This lists how
long (in seconds) the entry will remain in cache. It is similar to the Time To Live
entry for the hosts cache. After the time expiries, the entry will fall out of cache,
and another NetBIOS query will be needed to resolve the IP address. You can
flush the NetBIOS cache with the nbtstat -R command.

Understanding the Lmhosts File

I 2  The Imhosts file is similar to the hosts file except that you map NetBIOS names

The last popular use
of the Imosts file was
in Windows NT 4.

LLMNR has been
available in Windows
since Windows Vista
and Windows

Server 2008.

to IP addresses. The hosts file maps host names to IP addresses. Although the
Imhosts file was used quite often in the early days of Microsoft networking, it
is rarely used today. Windows 7 and Server 2008 products don’t even include a
working Imhosts file in operating systems.

You can view the Tmhosts. sam file (a sample Imhosts file) in the same location
as the hosts file: c:\windows\system32\drivers\etc. If you want to use an
Imhosts file, you need to create one. The name of the file must be Tmhosts with-
out any extension.

Understanding Broadcast Name Resolution

Another method of name resolution is broadcast. In other words, a system can
simply send a request on the segment with a name. Any host that has that name
replies with its IP address.

Remember, though, that broadcasts don’t pass routers, so the use of broadcasts
for name resolution works only when the computers are on the same segment.

Understanding Link-Local
Multicast Name Resolution

— Link-local multicast name resolution (LLMNR) is similar to broadcast, but it can

resolve both IPv4 and IPv6 addresses. It works for hosts on the same local link.
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Chapter 5 described Automatic Private IP Addresses (APIPA) in the 169.254.0.0
range. APIPA addresses are assigned to DHCP clients when a DHCP server can’t be
reached. APIPA addresses don’t include DNS addresses, and the primary method of
name resolution for APIPA clients is via broadcasts. Chapter 6 described link-local
addresses that are similar to APIPA addresses but for IPv6. Link-local addresses
have a prefix of fe80 hexadecimal.

If a system is using a link-local IPv6 address, LLMNR can be used in place of
DNS for name resolution. It will work for other hosts that have the same link-local
address prefix of fe80.

Identifying the Steps in Name Resolution

Applications and services on networks resolve computer names to IP addresses.
Some of the applications and services are host based, and some are NetBIOS based.
In other words, some expect that the computers have host names, and some expect
that the computers have NetBIOS names. This is important because it affects the
steps in name resolution.

The following two sections show the steps in name resolution for host names
and NetBIOS names.

Identifying Steps in Host Name Resolution

When an application or service assumes that a name is a host name, it will take
the following steps to resolve it:

1. Windows first checks to see whether the queried name is the same as
its host name. If so, it uses its own IP address.

2. Next, Windows checks the host cache. If the name is in cache, it doesn’t
check any further.

3. If the name isn’t in cache, Windows queries DNS. If a system is con-
figured with both a preferred and an alternate DNS server, it queries
the preferred DNS server. An alternate DNS server is queried only
if the preferred DNS server doesn’t respond.

4. Next, Windows checks the NetBIOS name cache.

5. If the name isn’t in the NetBIOS name cache, Windows will query a
WINS server. If multiple WINS servers are configured, Windows will
query each WINS server until it either resolves the name or runs out
of WINS servers to query.
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The application or
service determines
the steps used in
name resolution,
based on whether it
expects a host name
or a NetBIOS name.

These first three
steps are the pri-
mary steps for host
name resolution. If
necessary, NetBIOS
methods can be used
to resolve the name.
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6. If WINS doesn’t resolve the name, Windows will attempt to resolve
the name using broadcast. This succeeds only if the computer is on
the local subnet.

7. Last, Windows will check the Imhosts file, if it exists.

The preceding steps are used if the application assumes that the name is a host
name. However, if the application assumes that the name is a NetBIOS name, then
it performs the steps in a different order, as shown in the next section.

Identifying Steps in NetBIOS Name Resolution

If the application or server assumes that the name is a NetBIOS name, it will
use the following steps by default:

1. First, Windows checks the NetBIOS name cache.

2. If the name isn’t in the NetBIOS name cache, Windows will query
DNS for a name in a GlobalNames zone (GNZ).

3. If a GNZ isn’t being used or can’t resolve the name, then Windows
will query a WINS server. If multiple WINS servers are configured,
Windows will query each WINS server until it either resolves the
name or runs out of WINS servers to query.

4. If WINS doesn’t resolve the name, Windows will attempt to resolve
the name using broadcast. This succeeds only if the computer is on
the local subnet.

5. If the broadcast can’t resolve the name, Windows then checks to see
whether the queried name is the same as the computer’s NetBIOS name.

6. Next, Windows checks the host cache.
7. Last, Windows queries DNS.

Although the preceding steps are the default, different steps and orders are
possible. Windows systems use NetBIOS over TCP/IP (NetBT). The NetBT node
type can be modified to use different combinations. Table 10.7 shows the differ-
ent node types available in Windows.

You can view which NetBT node type your system is configured to use
with the ipconfig /a1l command. Listing 10.5 shows a partial output of the
ipconfig /all command. Notice the node type is listed as Hybrid. This shows
that it will use WINS by default and then use broadcast.
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TABLE 10.7 NetBIOS over TCP/IP (NetBT) node types

Type Comments

B-node (broadcast) Sends only a broadcast
P-node (peer-to-peer) Queries only a WINS server
M-node (mixed) Combines B-node and P-node

Uses broadcast by default

H-node (hybrid) Combines B-node and P-node
Uses WINS by default

Microsoft enhanced B-node  Uses broadcast and then the Imhosts file

Listing 10.5 Partial output of ipconfig /all
C:\>ipconfig /all

Windows IP Configuration

Host Name . . . . . . . . . . . . 1 Successl
Primary Dns Suffix . . . . . . . : networking.mta
Node Type . . . . . . . . . . . . : Hybrid

IP Routing Enabled. . . . . . . . : Yes

WINS Proxy Enabled. . . . . . . . : No

DNS Suffix Search List. . . . . . : networking.mta

THE ESSENTIALS AND BEYOND

The two types of computer names are host names and NetBIOS names. Computers on
the Internet use host names. Internal networks use either host names or NetBIOS names.
The primary name resolution method for host names is DNS. The primary name resolution
method for NetBIOS names in Microsoft networks is WINS. Other name resolution methods
include the host cache, hosts file, NetBIOS cache, Imhosts cache, broadcast, and LLMNR.

ADDITIONAL EXERCISES

> Identify the host name and FQDN (if applicable) of your computer.
» |dentify the NetBIOS name of your computer.

(Continues)
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Windows 7 and
Windows Server
2008 use the H-node
(hybrid) by default.
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THE ESSENTIALS AND BEYOND (Continued)

» View the host cache on your computer.
» View the NetBIOS cache on your computer.

To compare your answers to the author’s, please visit www.sybex.com/go/
networkingessentials.

REVIEW QUESTIONS
1. What is the type of name used for computers on the Internet?
A. DNS name C. WINS name
B. NetBIOSname  D. Hostname

2. What type of computer names are assigned to Microsoft systems on a Microsoft
network? (Choose all that apply.)

A. DNS names C. WINS names
B. NetBIOS names D. Host names
3. True or false.The primary name resolution method for NetBIOS names is DNS.

4. True or false. Any entries in the Windows hosts file automatically appears in the
host cache.

5. How can you view the host cache (or DNS resolver cache)?

A. Enternbtstat -natthe C. Enteripconfig /displaydns

command prompt. at the command prompt
B. Enter nbtstat -catthe D. Enteripconfig /flushdns at
command prompt. the command prompt.

6. True or false. The Windows Internet Naming Service (WINS) operates on the
Internet.

7. What command can you enter at the command prompt to remove DNS resolved
entries from the host cache?
A. Enteripconfig /flushdns C. Enter nbtstat -n atthe
at the command prompt. command prompt.

B. Enteripconfig /displaydns D. Enternbtstat -catthe
at the command prompt. command prompt.

8. A system has an IPv6 address with a prefix of fe80. It does not have an IPv4
address. How is the computer name resolved to an IP address for this computer?
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CHAPTER 11

Understanding
Network Security
Zones

Security is an important consideration with any network. Some areas of
a network are more vulnerable to attacks than other areas. This increased
risk requires increased security. Different areas of a network are categorized
in zones with varying levels of security required in different zones.

The Internet is the riskiest zone. Internal networks, or intranets, are the saf-
est. Between these two, you can create perimeter networks as a buffer zone.
One of the primary methods of separating the zones is with firewalls. This
chapter covers these different zones and provides some information on firewalls
in general and Microsoft firewalls in particular.

Understanding risks on the Internet
Exploring an intranet
Understanding firewalls

Identifying a perimeter network

Understanding extranets

Understanding Risks on the Internet

I'm betting you've used the Internet once or twice, but it’s still worth men-
tioning here. It’s the largest network in the world and continues to grow by
leaps and bounds with no end in sight.

Several things have been mentioned about the Internet throughout this book,
and it’s worth consolidating them here in the context of network security zones:

The Internet Is the Riskiest Security Zone Attackers from anywhere in the
world can attack computers on the Internet, and they do. In 2009 and 2010,
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malware authors created 20 million new strains of malicious software (an aver-
age of 63,000 a day). Infected systems join massive botnets and participate in
attacks on other computers.

All Internet Addresses Are Public Internet Protocol (IP) addresses used on the
Internet are public IP addresses. In other words, they are accessible from any other
computer with access to the Internet. In comparison, IP addresses on internal net-
works are private.

The Internet Is TCP/IP Based The TCP/IP protocol suite is the standard used
on the Internet. Most internal networks use the same TCP/IP protocol suite for
easy interaction on the Internet.

The World Wide Web (WWW) Travels Over the Internet The primary protocol
used to transfer web pages is the Hypertext Transfer Protocol (HTTP). Note that
the WWW isn’t the Internet. Rather, you can think of the WWW like a semitruck
delivering goods and the Internet as the highway that the truck travels on. Other
protocols traveling over the Internet include the File Transfer Protocol (FTP) and
Simple Mail Transfer Protocol (SMTP).

BOTNETS AND MALWARE

Malicious software (malware) includes viruses, worms, Trojan horses, and
other software designed with malicious intent. In the early days of comput-
ers, malware would often cause harm to a user’s computer such as destroy-
ing data or destroying a user’s hard drive. Some were relatively benign and
simply popped up a message like “Legalize Marijuana” on a certain day.

However, malware has changed. Today, the primary purpose of most malware
is to have a computer join a botnet.

Botnet is short for robot network, implying an automated network. Infected
computers become a member of a botnet as a clone or zombie. The terms
clone and zombie are interchangeable. Botnets are networks of these clones
or zombies that can be secretly controlled at will by the attackers. Attackers
manage computers on the Internet with command and control software that
can issue orders to them. These zombies check in periodically and do the
bidding of the attacker. It’s not unusual for the attackers to have almost as
much control of the user’s computer as the user does.

Zombies may send spam on behalf of the attackers, steal identities, or steal
financial data. Zombies also participate in massive distributed denial of

(Continues)
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BOTNETS AND MALWARE (Continued)

service (DDoS) attacks on the Internet. A DDoS is a simultaneous attack
on a single system or server by multiple attackers.

Any computer with access to the Internet (even computers within private
networks) can become a zombie. Users are often unaware their computers
are infected as zombies. Indeed, this is one of the strengths of botnets. They
don’t harm the user’s computer but instead enlist it in their army. Today,
it’s not unusual for a botnet to have tens of thousands or even millions of
zombies at their beck and call.

The best defense is antivirus software that is always on and regularly updated.

Exploring an Intranet

An intranet is nothing more than a LAN by a different name. A stricter defini-
tion is that an intranet is a private network that uses TCP/IP protocols to share
resources within the network.

From a network security perspective, the intranet is the safest network security
zone. It includes clients on the internal network and has substantially fewer risks
than computers placed directly on the Internet. Administrators control these com-
puters and can implement many layers of security on them.

However, don’t think that computers within an intranet are risk free. They aren’t.
The only way to keep a computer free of risks is to leave it powered off. Of course, it
isn’t very useful without power.

Intranets have private IP addresses. Chapter 5 listed these usable private IP
address ranges, but as a reminder, here they are:

10.0.0.1 through 10.255.255.254
172.16.0.1 through 172.31.255.254
192.168.1.1 through 192.168.255.254

You may remember that private IP addresses can only be used on internal
networks, and they are never used on the Internet. However, most users within
intranets need to access the Internet. Since private IP addresses are used in
intranets and public IP addresses are used on the Internet, networks need some
method of connecting the two. Enter NAT.
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You can also think
of an intranet as an
internal network that
uses the same pro-
tocols found on the
Internet.
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Understanding Network Address Translation

Network Address Translation (NAT) is a service that translates private IP addresses
to public IP addresses and translates public back to private.

Consider Figure 11.1. It shows a private intranet with connectivity to the
Internet via a router that is running NAT. The router does basic routing, and
the NAT service translates the private and public IP addresses.

> g )

Intranet

The router in the
figure also has a
firewall. Firewalls
are explained in
more depth later

in this chapter,

but it’s common to
implement firewalls
between the Internet
and intranet. \_ Private IP Addresses

Internet

Public IP
Addresses

FIGURE 11.1 Anintranet connected to the Internet

All the computers on the intranet have private IP addresses, and of course,
the Internet has public IP addresses. The router with NAT has a private IP address
assigned to the interface connected to the intranet and a public IP address assigned
to the interface connected to the Internet.

Port Address Translation (PAT) is a popular way that NAT is implemented. PAT
is sometimes called Network Address Port Translation, but more often than not,
it’s simply called NAT. The following explanation shows how the PAT version of
NAT works.

Imagine that a user named Dawn on the intranet is trying to access Bing.com
via the router. NAT will take the following actions:

1. It receives the request and logs the source IP address and port (Dawn’s
computer) and logs the destination IP address and port (Bing.com) in
an internal table.

2. NAT then creates a new packet to forward the request to Bing.com. It
keeps the destination IP and port but changes the source IP address to
its own public IP address. It also changes the source port to an unused
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port. At this point, the NAT table, with only one entry, looks something

like this:
Source IP Source port Destination IP Destination port NAT source port
192.168.1.5 49155 Bing.com 80 49212

3. NAT sends the request to Bing.com. Bing.com returns the web page
to the NAT server with the NAT source port (49212) included.

4. NAT looks at the source port and compares it to its internal NAT table.
It sees that it’s mapped to Dawn’s computer with an IP address of
192.168.1.5 and then sends the page back to her computer.

You may be wondering why NAT created its own source port. That’s a great point.
It needs a way to identify the original requestor, and it does so with different source
ports. Suppose that Jack was accessing Bing.com searching about feng shui at the
same time Dawn was accessing Bing.com searching about firewalls. The NAT server
would receive two answers from Bing.com. Without changing the source port for
each request, there wouldn’t be any way for NAT to determine who should receive
which response from Bing.com.

The following table shows the NAT table with two entries. In this example,
Dawn has an IP address of 192.168.1.5, and Jack’s computer has an IP address of
192.168.1.22. NAT creates different source ports for each request in the internal
NAT table. When Bing.com returns the data on firewalls requested by Dawn, it
includes the source port created by NAT. NAT then uses this information to ensure
that the request is forwarded back to Dawn’s computer.

Source IP Source port Destination IP Destination port NAT source port
192.168.1.5 49155 Bing.com 80 49212
192.168.1.22 49158 Bing.com 80 49213

You may be wondering how the source ports are generated. Most systems gen-

erate source ports from the dynamic port range of 49,152 to 65,535. Only ports

that aren’t currently being used are selected.
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The NAT table is
stored in the sys-
tem’s memory. If

it’s a router running
NAT, it’s stored in
the router’s memory.
If it’s a proxy server,
it’s stored in the
server memory.

Chapter 4 covered
the different ports.
It included the
well-known ports
between 0 to 1023,
the registered ports
from 1024 to 49151,
and the dynamic
ports to 65,535.
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Microsoft sells a
proxy server product
called Microsoft
Forefront Threat
Management Gateway
(Forefront TMG). It
was previously called
Internet Security

and Acceleration
Server (ISA).

A proxy server isn’t
a replacement for
antivirus software
within a company.
However, it is useful
as part of a defense-
in-depth security
strategy.
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NAT provides several benefits:

Hides Internal Computers Since the computers don’t have public IP addresses,
they can’t be directly accessed by Internet sources.

Reduces Costs If NAT wasn’t used, you’d have to purchase public IP addresses
for all internal computers. This is simply an unnecessary cost since it’s so easy
to install NAT.

Extended the Lifetime of IPv4 Since companies can use a single public IP address
for hundreds or thousands of internal computers, the public IPv4 address range
wasn’t depleted earlier.

Although NAT can use a single public IP address, it’s also possible to use multiple
public IP addresses. Consider a large network with thousands of users. A single
connection to the Internet may not be enough to adequately serve all of these
clients. Instead, additional connections can be added with additional public IP
addresses.

Static NAT uses a single public IP address, and all connections are mapped to
this single IP address. Dynamic NAT uses a two or more public IP addresses. Any
user’s request from a private IP address can be dynamically mapped to any one
of the public IP addresses. One benefit of dynamic NAT is that it is able to bal-
ance the load among the different public IP addresses.

Understanding Proxy Servers

Instead of just using NAT, many organizations use proxy servers. A proxy server

acts on behalf of the client computers in the internal network to retrieve web

content from the Internet. A proxy server often includes NAT, but it does more.
Proxy servers provide three important benefits:

Caching If one user requests a page from a site, the proxy server will retrieve the
page and return it to the user. It also keeps a copy of the page in its local memory,
or cache. If another user then requests the same page, the proxy server retrieves
the page from memory and serves it to the second user. This saves Internet band-
width since the same content doesn’t have to be retrieved repeatedly.

Filtering The proxy server can use filtering lists to restrict access to certain
websites. For example, if an organization wants to ensure that employees don’t
access gambling sites, a filter list can list these sites, and the proxy server will
then block all access to these sites.

Content Checking Some proxy servers can verify that the content is valid. For
example, the proxy server can check web pages for malicious content, such as
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embedded malware or malicious scripts. If the web server includes a certificate
for secure HTTPS pages, the proxy server can check the certificate’s validity.

Consider Figure 11.2. Notice in the figure that a proxy server is between the
Internet and the other computers in the intranet. This is a common configura-
tion for many midsize and large organizations.

The proxy server will retrieve any requests that are allowed. It will block
requests for pages identified in its block list.

Intranet

g&@i

Blocked
Requests

FIGURE 11.2 Anintranet connected to the Internet via a proxy server

PROXY SERVER FILTERS

Some companies sell subscriptions to filter lists. These companies have
web bots that constantly crawl the Web to identify content. The content is
categorized, and the web pages are then added to specific lists. For example,
one list might be for gambling and include all known gambling sites. Another
list might be for pornography and include all known pornography sites.

Organizations can then subscribe to the different lists. These lists are added
to the proxy server, and any requests to access a site on a list are blocked.

Some organizations are more proactive and create lists of only acceptable
websites. If a user tries to access any website that isn’t on this list, access
is blocked.

For example, if a client wanted to access a web page on the Internet, the inter-
nal process would take the following steps:

1. The client computer forwards the request to the proxy server.
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2. The proxy server checks the internal filter.

a. If the page is on a block list, the request is not filled. Instead,
the user will usually see a web page indicating that accessing
this page is against the company policy.

b. If the page is allowed, the web server will attempt to retrieve it
from the Internet. It often uses the same NAT process shown
previously in this chapter.

3. When the web page is received, the proxy server checks the content
to ensure it’s valid. Suspect content can be blocked with a warning to
the user that the page is suspect.

4. The proxy server places valid web pages in cache. Pages in cache are
served to other users from cache without retrieving them from the
Internet again.

5. The web page is sent to the client that originally requested it.

Client computers need to be configured to use the proxy server. For example,
most Windows computers use Internet Explorer. Figure 11.3 shows the proxy server
settings on Internet Explorer. In this example, the IP address of the proxy server is
192.168.1.251, and it is listening on port 8080.

‘ ;Q Home Page - Windows Internet Explorer [ le ][]

I§ Internet Options EAE3AI | t,‘ x ||;' Bing -
Administrators can E | General [ security [ Privacy | content | Connections | programs [ Advanced |
set these settings 3 L SR S
manually or auto- q i, v B v o+ Pagev Sofetyv Tooksw @+
. Dial-up and Virtual Private Network settings —
mate the set"ngs. Local Area Network (LAN) Settings =]

Add...
Automatic configuration
Add VPN... Automatic configuration may override manual settings. To ensure the
use of manual settings, dissble automatic configuration.
Remo

[¥] automatically detect settings

Choose Settings if vou need to configure & proxy [ ] Use automatic configuration script

server for a connection.

(@ Never dial a connection
Dial whenewver a network connection is not present Proxy server

Al | my defauit connection

Use a proxy server for your LAN (These settings will not apply to
dial-up or VPN connections).

Current Hlone Set default

Address:  192.168.1.251  Port: 8080
Local Area Network (LAN) settings —

7B for local add
LA S it sk 1 ol i e pnites e el sadk e

Choose Settings above for dial-up settings,

L cel Appl
A — ; ‘4~ Hi00% -

FIGURE 11.3 Configuring proxy server settings in Internet Explorer
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An additional setting shown in the figure is Bypass Proxy Server For Local
Addresses. This ensures that requests to web servers on the internal network
(the intranet) don’t have to go through the proxy server.

You can access the settings in Figure 11.3 by following these steps:

1. Launch Internet Explorer.

2. Select Tools and then Internet Options.
3. Click the Connections tab.

4. Click the LAN Settings button.

Understanding Firewalls

Chapter 2 introduced firewalls. As a reminder, a firewall provides protection to
both networks and individual systems by controlling the traffic that can flow in
or out. A host-based firewall controls the traffic for an individual host or com-
puter. A network-based firewall controls the traffic for a network.

Microsoft’s Forefront Threat Management Gateway (Forefront TMG) is a
network firewall. It’s an additional server product you can purchase and install
on a server. Forefront TMG was previously known as Internet Security and
Acceleration (ISA) Server.

Firewalls have been widely improved over the years. The most basic firewall is
simply a router with rules that define what traffic is allowed and what traffic is
blocked. This is also known as a packet-filtering firewall.

Packet-Filtering Firewall A packet-filtering firewall filters packets based on IP
addresses, ports, and some protocols. For example, if you want to allow only HTTP
traffic (which uses port 80), you can create a rule to allow incoming traffic on port
80. If you only wanted to allow traffic through a firewall from specific computers,
you could create rules based on their IP addresses.

Stateful Filtering Traffic is filtered based on the state of the network connections.
In other words, the firewall is able to examine packets in different conversations
and make decisions based on connection states. Both TCP and UDP traffic is ana-
lyzed. If traffic isn’t part of a known connection, it is blocked.

Content Filtering Some firewalls can block traffic based on the content. For
example, malware is often delivered via spam embedded as a zip file and other
types of attachments. Content filtering is often performed on email servers also
in order to filter spam and its attachments.

Application Layer Filtering Traffic is filtered based on an application or service.
The firewall has a separate component for each application protocol (such as
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HTTP or FTP) that it will filter. These firewall components examine the traffic
using that protocol to allow and block certain types of traffic. For example, HTTP
Get commands (which allow retrieval of documents or files) could be allowed,
while Put commands (which would post documents or files) can be blocked. In
practice, application layer filters are CPU intensive and used sparingly.

Most firewalls use an implicit deny policy. In other words, all traffic that has
not been explicitly allowed is blocked. As an example, consider Figure 11.4. This
shows a partial listing of programs and their Windows Firewall settings on a
Windows Server 2008 system.

* Windows Firewall Settings
|General Exceptions | advanced |

Exceptions control how programs communicate through Windows Firewall. Add a
program or port exception to allow communications through the frewall,

Windows Firewall is currently using settings for the domain network location.
Vihat are the risks of unblocking a proaram?

To enable an exception, select its check box:

Program or port -
Active Directary Domain Services

[JBITS Peercaching

[[]COM+ Network Access

Core Networking

DFS Management o

DFS Replication

DHCP Server

DHCP Server Management

[ Distributed Transaction Coordinator

DNS Service

File and Printer Sharing

File Replication

[JiSCSI Service =l

Add program... Add port... | Properties | Delete |

™ Motify me when Windows Firewall blocks a new program

oK I Cancel | apply |

FIGURE 11.4 Allowing programs through the Windows Firewall

Each item that is checked is explicitly allowed. If an item is not selected, it is
blocked.

You can access the screen shown in Figure 11.4 on a Windows Server 2008
system by following these steps:

1. Click Start > Control Panel.
2. Click Security.
3. Select Allow A Program Through Windows Firewall.
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Exploring the Windows Server 2008 Firewall

Today’s Windows operating systems have the Windows Firewall built in as a host-
based firewall. Following Microsoft’s principle of secure by default, the Windows
Firewall is enabled by default.

Early versions of the Windows Firewall allowed you only to create rules to con-
trol inbound packets. However, since Windows Vista and Windows Server 2008,
you have been able to control both inbound and outbound traffic.

Another feature of Windows Firewall in current Windows operating systems is
the use of different rules based on where your computer is operating. For example,
you could have a Windows 7 computer running in a home network, in a corporate
domain network, or in a public wireless networks such as a coffee shop or airport.
Each of these network locations has different levels of risk. Windows sometimes
automatically detects this network location. Other times, you identify it when
you first connect. Either way, Windows implements firewall rules to increase or
decrease security based on the network location settings.

NETWORK DISCOVERY IN WINDOWS

Windows systems allow computers to discover each other. When network
discovery is enabled, your computer can discover other computers on the
network, and other computers can discover your computer. When it’s off, it
prevents other computers from seeing your computer.

Network discovery doesn’t prevent connections. For example, a computer with
network discovery disabled on a public wireless network will still be able to
access the Internet by going through a known wireless router. However, network
discovery does enable specific firewall rules, which makes it more difficult for
other computers to discover a Windows computer running in a public network.

The different network locations are as follows:

Public This is a public location such as in a coffee shop or airport. Users often con-
nect via wireless connections, and other users are completely unknown. The other
users could be friendly or malicious. Attackers can try to hack into systems in a pub-
lic network to steal data. Since a public network is the riskiest network location, the
Windows Firewall provides the highest level of protection and helps prevent comput-
ers from being discovered on the network. Network discovery is disabled.
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In Windows Vista
and Server 2008,
home and work
network locations
are the same and
expressed as home/
work. In Windows 7
and Server 2008 R2,
they are separated.
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Home This indicates a small, protected network where you know and trust
other devices on your network. Network discovery is enabled. Users in a home
network can join a homegroup, which is a special type of workgroup in newer
Windows operating systems.

Work This is similar to the home network location. Network discovery is enabled,
and computers can discover each other. Computers can be a member of a work-
group but not a homegroup.

Domain Computers that are joined to a domain are automatically configured
for a domain network location. Administrators control these settings using
domain tools.

There are two basic graphical user interfaces (GUIs) you can use to manipu-
late the firewall in Windows Server 2008. The basic GUI is in the Control Panel,
and the second tool is the Windows Firewall with Advanced Security GUI which
is located in the Administrative Tools section.

Figure 11.5 shows the Control Panel view of the firewall in a Windows
Server 2008 R2 system. Notice that the connection for the domain networks is
Connected. This indicates the computer is joined to a domain and that the fire-
wall is using the settings for a domain. You can also see that the firewall is On,
and it’s configured to block all incoming connections that haven’t been explic-
itly allowed.

** Windows Firewall i =10l x|
e .
e - | - Control Panel - System and Security ~ Windows Firewl v &3] searchic... |2}
Central Fanel Home Help protect your computer with Windows Firewall
Allow a program or feature Windows Firewall can help prevent hackers or malicious software from gaining access to your
through Windows Firewall computer through the Internet or a network,
i How d firewall hel tect iter?
) Change noffication settings iow does a firewall help protect my computer
_ W ’ ions?
&) Turn Windows Firewsll on or off fihat are netork locations
1) Restore defaults l [@ Domain networks Connected d
=
& advanced settings Networks at a workplace that are attached to 2 domain
Troubleshoot my network
Windows Firewall state: On

Incoming connections: Block all connections to programs that are not

on the list of allowed programs

Active domain networks: e scron

Notification state: Do not notify me when Windows Firewall blocks

anew program

l [@ Home or work (private) networks

l [@ Public networks

MNot Connected j ‘

Not Connected j ‘

See also
Action Center
Network and Sharing Center

FIGURE 11.5 Basic Windows Firewall GUI in Windows Server 2008 R2
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You can access the screen shown in Figure 11.5 by following these steps:
1. Click Start, and select Control Panel.
2. Click Check Firewall Status.

Figure 11.6 shows the Windows Firewall with Advanced Security GUI in Windows
Server 2008 R2 with the New Inbound Rule Wizard started. The inbound rules are
selected, and all the rules with a green circle are enabled to allow the traffic. The
ones that are grayed out are not enabled. Notice in the left pane that there are also
outbound rules and connection security rules that you can manipulate.

b
| *
| Manbode Hule Type »
< madtiid Sefect the tjpe of vl e o creste i
Stogm.
+ Fude Tiwe What o o ey wosakd you b b covate?
4 Fragram
W Aeten i Progrem:
@ tranchiache Conl & Pretie Fide T combess cormactions for 8 progrn.
1@ tranchiache Host -
O tranciache peer * -
@coess p¥: e that conbecls connactiona for & TCF or UDF ped.
s d ~ v
| T =]
o 1 Custom
" Custormnde
Ltorm e bt e ity
.,
| ] £ 1 F ] |

FIGURE 11.6 Windows Firewall with Advanced Security GUI in Windows Server 2008 R2

Although Windows Server firewalls include many built-in rules, you can also
add your own rules. In the figure, the New Inbound Rule Wizard was started by
clicking New Rule in the Actions pane (on the right).

You can access the screen shown in Figure 11.6 by following these steps:

1. Click Start > Administrative Tools > Windows Firewall With
Advanced Security.

2. Select Inbound Rules.
3. Click New Rule in the Actions pane (on the right).
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Identifying a Perimeter Network

A perimeter network is an area between the Internet and an intranet that hosts
servers accessible from the Internet. It provides a layer of security protection for
these Internet-facing servers and isolates these servers from the internal network.

Consider Figure 11.7. It shows a perimeter network hosting a web server and a
mail server. Notice that the perimeter network is between two firewalls. This is a
common configuration, but there are others.

Web Server ?
N
Internal External Internet
Firewall RS Firewall
R
Mail Server =
\ Internal Network (Intranet) j \ Perimeter Network (DMZ) /

FIGURE 11.7 Using a perimeter network

An important point to realize about the perimeter network is that servers placed
here are accessible from anywhere on the Internet to anyone who has access to the
Internet. However, the perimeter network does provide protection.

As an example, consider the web server. A typical web server serves web pages
using HTTP on port 80 and HTTPS on port 443. The external firewall will filter
traffic to this web server and can block all traffic to this server that isn’t using
either port 80 or port 443. This can prevent many potential attacks from ever
reaching the server.

From a risk perspective, the perimeter network is a little safer than the Internet.
However, since servers in the perimeter network are still accessible from anywhere
on the Internet, there is still a significant amount of risk, especially when compared
with the intranet. Additionally, if a server in the perimeter network is compromised,
the internal firewall will protect resources on the intranet.

You can also create a perimeter network with just a single firewall. Figure 11.8
shows an example of perimeter network created with just a single firewall. Notice



Identifying a Perimeter Network

that the mail server and web server are still isolated from both the Internet and
the intranet. The firewall controls what packets can reach the perimeter network
and what data can reach the intranet.

Although this configuration is less expensive since only a single firewall is used,
it’s also much more complicated to configure. An administrator must configure
rules to route traffic to specific NICs. Since these rules are more complex than the
rules for two firewalls, there’s a greater chance of error.

A significant benefit of a two-firewall perimeter network is that you can use
two separate vendors. For example, one firewall can be Microsoft’s Forefront TMG
firewall, and another firewall can be from another vendor. Although vulnerabili-
ties may occur in any system, it’s unlikely that both firewalls will be vulnerable at
the same time. Also, although an attacker may be an expert on either of the fire-
walls, it’s less likely that an attacker will be an expert on both at the same time.

- )
i
]

Firewall

Internet

Mail Server Web Server

\ Internal Network (Intranet) / \ Perimeter Network j

FIGURE 11.8 Asingle firewall perimeter network

Understanding a Reverse Proxy Server

Some organizations implement reverse proxy servers to increase security and
performance of web servers. A reverse proxy server is an additional server in the
perimeter network. It isolates these web servers from direct access on the Internet,
providing a layer of protection from Internet attackers.

Consider Figure 11.9. This shows a reverse proxy server used with a web server.
The reverse proxy server receives the requests from the clients and forwards them
to the web server. The web server sends the web pages back to the proxy server, and
the proxy server sends them to the clients.
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Just as a regular proxy server can cache requests, the reverse proxy server can also
cache requests. This reduces some of the load on the web server. However, since all
the pages are still served over the Internet link, it doesn’t reduce Internet usage.

Using A Reverse Proxy Server

4 )

Web Reverse
Server Q Proxy

Internal External Internet

Firewall Firewall

\ Perimeter Network (DMZ) /

Internet
Client

FIGURE 11.9 Using a reverse proxy server

Clients don’t need to be configured to use a reverse proxy. Indeed, clients will
rarely ever know a reverse proxy is in use. It is simply transparent to the end users.

Understanding Guest Networks

Guest nefworks are another type of perimeter network used by larger organiza-
tions. A guest network is an isolated portion of the internal network that can be
used by guests or visitors.

Depending on how the guest network is configured, visitors may not need to
provide any credentials to access the guest network. However, their access on the
network is usually very limited. The primary access that is usually granted from
a guest network is Internet access.

Guest networks are also becoming popular in home wireless networks. For
example, Cisco’s Valet Wireless Router allows you to create a separate password you
can give to visitors without giving the primary password that is used for other con-
nections. When the visitor leaves, you can change the visitor password or disable
visitor access.

Figure 11.10 shows the Cisco Valet Wireless router’s Guest Access Settings page.
Notice you can also modify how many guests can connect.
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P - —
T -
alialn ‘* —,

cisco -

' Guest access settings
Guest access allows visitors to connect ta the Internet while at your house, without giving them
access to your other computers or personal data. They can connect to your guest network, get
onling, and surf the Internet

Allow guest access Guest network name Total guests allowed
@ yes O o SuccessfulAuthor-guest | Bouesis B

Password | Change

N almondd?

FIGURE 11.10 Guest network configuration

Understanding Extranets

An extranet is an area between the Internet and an intranet that hosts resources
for trusted entities. These resources are available via the Internet. An extranet is
often physically the same as a perimeter network. The difference is in the intent
and the scope of access and resources that are made available. Specifically, an
extranet is configured so that only trusted partners or customers have access to a
company’s resources in the extranet. These trusted partners typically need access
to areas of a company’s network such as private websites or databases that would
not be accessible publically. This allows the company to extend access to their
internal resources to trusted entities outside the intranet.

Figure 11.11 shows a drawing of an extranet. You may notice that this looks
very similar to Figure 11.7. However, keep in mind that the difference between
an extranet and a perimeter network is based on the intent. The perimeter net-
work hosts servers that are accessible to any Internet clients from anywhere on
the Internet. Extranets are available only to specific clients.

For example, a boating parts company sells and ships parts to boat builders.
The parts company may want some customers to be able to access their accounts,
check availability of parts, place orders, and track status. It can add a web server to
an extranet and restrict access to specific customers.
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Web Server

Internal External Internet
Firewall Firewall
FTP Server @)

\ Internal Network (Intranet) / \ Extranet /

FIGURE 11.11 Using an extranet

By only allowing access to their web server via an extranet, they can control who
is granted access to the extranet’s website. This prevents unwanted users (such as
competitors) from viewing information the company doesn’t want to make public.

THE ESSENTIALS AND BEYOND

This chapter covered basic security zones in networks. The Internet is the riskiest security zone.
Any resources placed directly on the Internet are accessible from anywhere in the world and
are subject to attack from anywhere in the world, as long as the attacker has access to the
Internet. The intranet is an internal network and is considered the safest zone when compared
to other zones. Firewalls typically separate the intranet from the Internet. Microsoft desktop
and server operating systems include host-based firewalls built into the operating system.
Additionally, Microsoft sells a network-based firewall server product called Forefront TMG. A
perimeter network (also known as a DMZ) usually includes two network-based firewalls, and
Internet-facing servers are placed between the two firewalls. The firewalls control traffic to
and from resources in the perimeter network. Extranets are perimeter networks created to
provide access to internal resources to specific trusted entities. Guest networks are perimeter
networks created to provide temporary network access to visitors.

» Determine whether your computer is using a proxy server.
» Determine whether a software firewall is enabled on your computer.

» The network location determines what firewall rules are enabled on Microsoft operating
systems. Determine what network location your computer is using.

» Draw a perimeter network, and draw an extranet. Describe the differences.

(Continues)
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THE ESSENTIALS AND BEYOND (Continued)

To compare your answers to the author’s, please visit www.sybex.com/go/
networkingessentials.

REVIEW QUESTIONS
1. Which network security zone represents the highest risk?
A. Internet C. Perimeter network
B. Intranet D. Extranet

2. What service translates private IP addresses to public I[P addresses and trans-
lates public IP address back to private?

3. An organization wants to restrict which web pages employees can access on the
Internet using company computers. What should be implemented?

A. NAT C. Proxy server
B. Firewall D. Reverse proxy server
4. True or false. A DMZ provides a layer of security for Internet-facing servers.

5. How many firewalls are used to create a perimeter network? (Choose all that

apply.)
A. One C. Three
B. Two D. Four

6. What allows computers to locate each other in a Microsoft network?
A. Firewall C. Network discovery
B. Public network location ~ D. Proxy server

7. You want to provide access to some internal resources to a business partner via
the Internet. No one else should have access. What should you create?
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CHAPTER 12

Understanding
Wireless Networking

Wireless networks allow you to create a network without running cables.
You can also expand an existing wired network by adding a wireless access
point as a bridge for wireless clients to your wired network. Two important
pieces of knowledge you’ll need are an understanding of current wireless
networking standards and an understanding of wireless security methods.

IEEE 802.11 includes several different wireless standards, including
802.11a, b, g, and n. To get the most out of your wireless network, you need
to use compatible protocols. Some work together, but others don’t. IEEE
802.11n provides the greatest flexibility and speeds.

Wireless security had a rocky start, and early wireless security methods
weren’t secure at all. However, wireless security has increased significantly
over the years, and it is possible to create a more secure wireless network
today. You just need to know how.

When you have networks in buildings separated by long distances, you can
use point-to-point wireless bridges to connect them, even if the buildings are
miles away.

Exploring basic wireless components

Comparing networking standards and characteristics
Comparing network security methods

Using wireless networks

Understanding point-to-point wireless

Exploring Basic Wireless Components

Wireless networking is virtually everywhere today: homes, airports, restau-
rants, and hotels. Even some cities offer citywide wireless Internet access.
With newer technologies, we are seeing wireless speeds near that of gigabit.
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Before digging in to the details of wireless standards and security methods, it’s
important to understand some of the basics of wireless networks. This section
covers these topics:

» Using wireless access points and adapters
» Naming the wireless network

» Comparing CMSA/CD and CSMA/CA

Using Wireless Access Points

I D ) wireless access point (WAP) is a device that is located between a wired LAN and
When a WAP i wireless clients. It bridges the two networks, giving the wireless clients access
en a WAPIs not to the wired network. When a WAP is used, the wireless network is working in
used, clients con- )
nect using ad hoc or infrastructure mode.

peer-to-peer mode. Consider Figure 12.1, which shows a basic wireless network with a WAP bridging
Ad hoc wireless has the wireless clients to a wired network.

additional security

risks beyond WAP- e

based networks. e @

Wireless Access Point
(WAP)

Wired Network

Infrastructure Mode

FIGURE 12.1 Wireless network using infrastructure mode

Once the wireless clients connect, they are able to access resources on the wired
network through the WAP. The number of clients you can connect to the WAP
depends on bandwidth. As you add more wireless clients, performance slows down
for all the wireless clients. Just as with wired networks, high-bandwidth speeds are
desirable in wireless networks. Different standards support different speeds, with
802.11n providing the best performance today.

Wireless clients have wireless adapters that must be configured to connect to
the WAP. Many laptops include a built-in adapter, but there are also USB wireless
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adapters that you can plug into a USB port and adapter cards that you can plug
into a slot inside the computer. The adapter must be configured with settings
that are compatible with the WAP.

Naming the Wireless Network

Every wireless network includes a service set identifier (SSID). The SSID is simply
the network name. You can name a wireless network just about anything you
want as long as you don’t exceed the maximum length of 32 characters.

Any wireless device that connects to the WAP uses the SSID, and the SSID is
one of the primary items you need to know when configuring wireless devices.
Most WAPs include a setup screen that allows you to name the SSID. For example,
Figure 12.2 shows a setup screen for the Cisco Valet wireless router.

,
F oo = K

Even though the
setup screen uses a
more user-friendly

name of “Valet
Change Valet name and password name,” this is the
S P SSID. Notice it
| HomeSweetHome | can be up to 32
1 - 32 characters CharaCteI’S.
Passwaord
| X7Bexw24
& - 63 characters

Many people con-
FIGURE 12.2 Wireless router setup screen sider this point
debatable. However,
if you're taking a

Most WAPs also give you the option of turning SSID broadcast off or leaving Microsoft exam,
it on. When SSID broadcast is on, the WAP broadcasts the name of the wireless don’t disable the
network. One benefit is that other wireless devices can easily see it and connect, ~ SSID broadcast for

as long as other security settings are configured properly. security reasons.

There was a time when IT professionals consistently recommended disabling K
SSID broadcast. However, Microsoft recommends against this. Let me repeat
that. Microsoft recommends that SSID broadcast is not disabled but instead that
the WAP should be configured to broadcast its SSID.
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WHAT’S THE DIFFERENCE BETWEEN A WAP AND
A WIRELESS ROUTER?

A WAP provides connectivity to a wired network for wireless clients. You can
think of this as a bridge between the wireless clients and the wired clients.

In contrast, a wireless router is a WAP with additional components. It
includes routing components to route traffic between different networks
(such as from the Internet through an ISP to a private network). The wire-
less router often includes a switch component so that you can plug in wired
connections to the wireless router and provide connectivity for them.

When you need wireless connectivity in an enterprise, a simple WAP (instead
of a wireless router) will often be enough. The WAP connects the wireless
devices to the wired network. Other devices on the wired network provide
services such as routing and Internet access.

In summary, a wireless router always includes the basic capability of a WAP
in addition to routing capabilities. It usually includes even broader capabili-
ties such as that of a switch and DHCP. However, a wireless access point
does not include additional capabilities.

There are few reasons Microsoft makes this recommendations:

Disabling SSID Broadcast Doesn’t Enhance Security Wireless security is primarily
provided by authentication and encryption. Disabling the SSID broadcast doesn’t
help or hinder either authentication or encryption.

Disabling SSID Broadcast Does Not Truly Hide the SSID Since the frequency
ranges used by different wireless protocols are well known, any receiver can cap-
ture frames sent by the wireless devices. The SSID is included in probe requests
sent by clients, and attackers can use wireless sniffers to discover the SSID.

Disabling SSID Broadcast Requires Clients to Broadcast the SSID When you dis-
able SSID broadcast on the WAP, clients must initiate the connection. Since clients
don’t know whether they are close to a wireless network, they must constantly send
out probes looking for WAPs until they connect. When a client is away from the
network (such as in a coffee shop, hotel, or airport), it is sending out probes as often
as every 30 seconds with the SSID name. You can disable automatic connection,
but this requires additional work on the part of the user.

You'll also need to configure the wireless device with the security used by the
WAP. This usually includes setting the passphrase and configuring it to use WPA2.
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Comparing CSMA/CD and CSMA/CA

Ethernet uses Carrier Sense Multiple Access Collision Detection (CSMA/CD). If a
collision occurs, it detects it, and the two parties then retransmit the data.

Wireless networks cannot detect collisions, so they use Carrier Sense Multiple
Access/Collision Avoidance (CSMA/CA) instead. CSMA/CA prevents a wireless
node from transmitting when another node is doing so.

In other words, if one computer wants to send data to another, it will first lis-
ten to see whether anyone else is transmitting. If no other device is transmitting,
it will send data. However, if it hears data transmissions, it will wait for a ran-
dom period and recheck the airwaves. This method of transmission reduces the
chance of a collision in a wireless environment.

An optional method of improving this process is with Request to Send/Clear
to Send (RTS/CTS) packets. Figure 12.3 shows how this works.

Wireless Wireless
Client Client
<< ) Drrs N <B>>
=0 8L
@ DataTransmitted After Session Establlshed
PC-1 PC-2

FIGURE 12.3 The RTS/CTS process

In the figure, PC-1 first sends an RTS frame to the other computer asking whether
it’s clear. PC-2 then sends back a CTS frame indicating it’s clear to send. All nodes
within hearing distance (including the intended recipient) allow the sender adequate
time to send the packet.

Comparing Networking Standards
and Characteristics

Although wireless technologies have grown significantly in the past few years, there
really aren’t that many standards that are commonly used. Chapter 7 introduced
the common wireless standards, and Table 12.1 shows them here with some of their
characteristics. The following sections in this chapter explore these standards in
more depth.
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Chapter 3 introduced
CSMA/CD, and
Chapter 8 explained
it in much more
depth.

The RTS/CTS process
is not required. Most
wireless devices
support adding it if
required to decrease
collisions.
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TABLE 12.1 Current wireless standards

Standard Speed Frequency Comments

802.11a 54 Mbps 5 GHz Less susceptible to interference
802.11b 11 Mbps 2.4 GHz Can configure specific channels
802.11g 54 Mbps 2.4 GHz Widely deployed

802.11n 300 Mbps 2.4 GHz or 5 GHz Newer and quickly overtaking

802.11g in popularity

Comparing FHSS, DSSS, and OFDM

Any devices that use radio frequency (RF) signals are susceptible to interference.
For example, some cordless phones use this same frequency band as many wire-
less devices. When more than one device transmits on the same frequency at
the same time, it causes interference. For a wireless LAN, this interference can
negatively affect performance.

To combat the interference problems, wireless technologies adapted different
methods of transmitting data on these bands. They are as follows:

» Frequency-hopping spread spectrum (FHSS)
» Direct-sequence spread spectrum (DSSS)
» Orthogonal frequency division multiplexing (OFDM).

Since these are often referenced for the different technologies, it’s worthwhile
explaining them.

FHSS hops between frequencies in a pseudorandom pattern. It starts with a
center frequency known to the transmitter and receiver and then quickly changes,
or hops, between different frequencies. The transmitter and receiver synchronize
these hops so they know what frequency is next.

These random frequencies are in 1 MHz increments and do not use more than
1 MHz at any given time. FHSS was introduced with the original 802.11 speci-
fication but isn’t used with any of the current IEEE 802.11 specifications. It is
used with Bluetooth wireless networking.

IEEE 802.11b uses DSSS. It uses the full bandwidth (or spectrum) of the trans-
mitted frequency and can use one of 11 possible channels in the United States, as
shown in Figure 12.4.
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FIGURE 12.4 DSSS channels

Each DSSS channel has a spectrum of 22 MHz. Channel 1, channel 6, and chan-
nel 11 can each be used without interfering with each other. This is useful if you
have multiple wireless access points located close to each other for different net-
works. DSSS uses the center frequency of the channel and then modulates the sig-
nal out from the center frequency consuming the entire 22 MHz spectrum. DSSS
is resistant to interference, and it allows multiple users to share a single channel.

OFDM splits the radio frequency signal into smaller subsignals and transmits
data simultaneously across these different frequencies. Each subsignal includes
a separate data stream. You can compare this to multiplexing used with cable
TV. A single cable includes multiple TV channels, and a TV can tune to any sin-
gle channel. 802.11a and 802.11g use OFDM. 802.11n uses an enhanced OFDM
by combining it with multiple antennas.

IEEE 802.11

IEEE created 802.11 as the first Wi-Fi standard in 1997. It maxed out at a speed
of 2 Mbps, with an actual throughput of less than .7 Mbps, which was simply too
slow for most applications. It used FHSS.

It was also highly susceptible to radio interference from other devices using the
2.4 GHz frequency. This includes devices such as baby monitors, cordless telephones,
video cameras, microwave ovens, and Bluetooth devices.

Combined with the slow speed and high susceptibility to interference, the
original specification was never widely adopted.

245

WAPs used as wire-
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ferent wireless net-
works use different
channels.
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WIRELESS GOVERNING BODIES

Four governing bodies overlook wireless technology. They are the Federal
Communications Commission (FCC), Institute of Electrical and Electronics
Engineers (IEEE), International Organization for Standards (ISO), and the
Wi-Fi Alliance.

IEEE The IEEE sets the ISO standards for the wireless IEEE 802.11 fam-
ily to ensure consistency. You can visit the IEEE and ISO websites at www .
ieee.org/index.html andwww.iso.org/iso/home.html.

Wi-Fi Alliance The Wi-Fi Alliance is the trade association that promotes
wireless technology. It approves products that meet their interoperability
guidelines, and these products can use the Wi-Fi logo. For more information
on the Wi-Fi Alliance, you can visit its website at www .wi-f1i.org.

FCC The Federal Communications Commission (FCC) requlates wireless fre-
quencies and modulation types. The FCC also regulates the use of unlicensed
Instrument, Scientific, and Medical (ISM) frequency bands that are used in
Wi-Fi communications. You can view the FCC website at www . fcc. gov.

IEEE 802.11a

IEEE designed 802.11a with a different frequency band to avoid the interfer-
ence in the crowded 2.4 GHz frequency band. Instead, IEEE uses 5 GHz. It can
achieve a raw speed of 54 Mbps, which was significantly higher than the max of
2 Mbps for 802.11. However, the higher frequency of 5 GHz had a trade-off of a
shorter range.

The advertised range of 802.11a is approximately 30 meters (100 feet). However,
you were only able to achieve the full 54 Mbps speed at close ranges of between
50 feet and 100 feet.

Unfortunately, this different frequency also caused logistics problems. The
5 GHz components were difficult to manufacture, and first-generation compo-
nents often didn’t live up to the advertised specifications. Because of this, the
release of 802.11a was slow. IEEE 802.11a and IEEE 802.11b actually made it to
market at about the same time.
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WIRELESS SPEEDS AND DISTANCES

The advertised speeds of different wireless devices represent the maximum speeds
in ideal conditions. In the real world, these speeds are rarely achievable.

For example, IEEE 802.11g advertises a speed of 54 Mbps. If the wireless
access point is 5 feet away from the wireless device, you can probably
achieve a speed of 54 Mbps. However, if you move the wireless device farther
and farther away, at some point errors creep into the transmission.

Devices automatically correct for errors by slowing down the transmission
speed. If there are errors at 54 Mbps, the devices try slower and slower
speeds until they are able to achieve an error-free transmission. In other
words, depending on the distance, interference from other transmissions, and
obstructions, an advertised speed of 54 Mbps could be reduced to 6 Mbps.

IEEE 802.11b

IEEE 802.11b was another improvement over the original IEEE 802.11 specifica-
tion. Like 802.11, it operates at 2.4 GHz but increased the speed from 2 Mbps to
a speed of 11 Mbps. The increase in data throughput speed from 802.11’s 2 Mbps
was a major performance increase. The migration to 802.11b was rampant.

As mentioned previously, 802.11b uses DSSS, which improved the reliability of
the signals. Also, DSSS has configurable channels. For example, if your neigh-
bor is using channel 6 at full power, you can change your network to channel 1,
and neither network will interfere with other. Changing to a lesser used channel
increases performance without any additional cost.

IEEE 802.11g

IEEE 802.11g uses OFDM, which brought a significant increase in speed up to
54 Mbps. It uses the same 2.4 GHz frequency as 802.11b, making both b and g
wireless devices compatible with each other.

Users loved the increased speed, and 802.11¢g quickly became a favorite, both in
homes and businesses. IEEE 802.11¢ is widely available, but the advances of 802.11n
will likely overtake 802.11g devices in market share within a couple of years.
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As mentioned, 802.11g increased the speed to 54 Mbps. One of the reasons for
this speed increase is the change in the modulation type. IEEE 802.11g uses OFDM.
The average distance for maximum performance is still rated between 80 feet and
100 feet, but some vendors advertise distances as great as 150 feet. The maximum
distance will always vary depending obstructions, RF interference, and even atmo-
spheric conditions.

IEEE 802.11n

The need for speed brought 802.11n to our wireless networks. It advertises speeds
of up to 300 Mbps and includes the possibility of reaching 450 Mbps. The improve-
ments in speed are primarily because of equipment changes.

IEEE 802.11n uses maximum-input maximum-output (MIMO) antenna tech-
nology. MIMO includes multiple antennas at both the receiver and the transmitter
to minimize errors and increase the data throughput. An intriguing improvement
is the concept of smart antennas. These intelligent ears grab multiple streams of
data and combine them to ensure lightning fast speed.

These multiple antennas also increase the distance of 802.11n devices. Even as
far as 300 feet away, tests indicate that 802.11n networks still operate as high
as 70 Mbps.

Even though 802.11n wasn’t formally approved by IEEE until late in 2009,
devices based on proposed draft versions of the standard started hitting the mar-
ket in 2007. The Wi-Fi alliance began certifying products in 2007 based on the
802.11n proposal.

Another benefit is that IEEE 802.11n is backward compatible with 802.11a,
802.11b, and 802.11¢g devices. It is important to realize that being backward com-
patible does not mean that the older devices will operate at the newer speeds. If
you want to achieve the 300 Mbps speed, both the WAP and the wireless device
need to be 802.11n.

Comparing Network Security Methods

One of the biggest concerns with wireless is security. Since the signals are broad-
cast over the air, they are easily intercepted. However, multiple security technolo-
gies are available today. Some are better than others are, and some aren’t secure
at all. It’s important to know which security methods to implement in different
wireless networks.

When wireless networks were first created, they had a primary goal of being
easy to use. Designers wanted to make it easy for devices to connect to each
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other and easy to transmit data between each other. The designers did a good job
with this goal.

Later, they decided to add some security features. Unfortunately, their first
attempt at security was not very successful. Because of this, many people still
think of wireless networks as not being secure. However, it is possible to provide
strong security for wireless networks today.

If you plan on using a wireless network, you need to know what security methods
are available. More, you should know what methods are actually secure. Table 12.2
introduces the wireless security methods, and the following sections explore them
in more depth.

TABLE 12.2 Wireless security methods

Security method Security level Comments

Wired Equivalent Low, cracked in 2001 Not recommended for use unless

Privacy (WEP) nothing else is available.

Wi-Fi Protected Medium, cracked in 2008 Interim fix for WEP until release

Access (WPA) of WPA2.

Wi-Fi Protected Strong WPA2 support is required for all

Access 2 Wi-Fi certified devices.

802.1x Strongest when used 802.1x (also known as Enterprise
with WPA2 mode) authenticates clients before

granting wireless access.

Figure 12.5 shows the wireless security page of Cisco wireless router. This model
supports several different security modes. Notice that WPA and WPA2 both support
Personal and Enterprise modes.

The figure also shows a RADIUS mode. RADIUS is short for Remote Authentication
Dial-in User Service. IEEE 802.1x can use RADIUS and has a back-end server to pro-
vide authentication.

Wired Equivalent Privacy

Wired Equivalent Privacy (WEP) was the first security model used on IEEE
802.11 wireless networks. Its intent was to offer privacy equivalent to a wired
Ethernet network. The key here is the word infent. It failed.
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Personal and
Enterprise modes are
covered in more depth
later in this section.

Wireless

R @ Inkermet | Protestsd Mode On - wuon -

FIGURE 12.5 Viewing security modes for a wireless router

WIRELESS NETWORK THEFTS

Hardly a day goes by when network security (or the lack of it) isn’t mentioned
in the news. Wireless security has been especially problematic in the past. Early
attempts to lock down wireless networks were woefully lacking, and many busi-
nesses simply didn’t understand the risks. They transmitted some data using
insecure methods, and other transmissions didn’t use any security at all.

For example, in 2003 and 2004, hackers stole information from more than 45
million credit cards from TJ Maxx and Marshalls stores. Wireless networks trans-
mitted all of this information. Customers who returned merchandise without
receipts had to provide driver’s license numbers, and it’s estimated that 455,000
of these customers had their data stolen. This represents one of the biggest
wireless thefts (if not the biggest), but there have certainly been many more.

Hackers were able to capture these wireless transmissions and harvest the
data. Some data was sent without any security. Other data was sent using
the insecure WEP. The stolen data was used to steal identities and make
fraudulent charges on the credit cards.

Instead, attackers learned ways to listen to the data, capture it, and decrypt it.
WEP had multiple faults including the following:

Its Use Was Optional Instead of a secure by default strategy, WEP had to be
enabled. Many wireless users didn’t understand its use and didn’t enable it.
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Weak Encryption WEP used RC4, which is a stream cipher. Attackers are able
to crack RC4 using freely available software downloaded from the Internet.

Poor Key Management Encryption keys are secret strings of data used to encrypt
and decrypt data. They must be secret between the parties, changed often, and not
repeated. However, keys used by WEP are not secure. An eavesdropping attack can
determine the encryption key within a minute.

Cracking Software Widely Available Once attackers understood the cracks, they  [[EGTcGcGNG

wrote and distributed tools to attack wireless networks.
The Payment Card

Industry Security
Standard Council

WAR DRIVING sets standards for

credit card process-
War driving is the act of driving a car through an area and scanning for ing. They prohibit
wireless networks. Attackers war drive to locate wireless networks and R
determine the security used to protect them. When attackers locate wireless :;2:':: 'L‘:':z:s';ie:;
networks with weak security, they sit in their car with a wireless receiver credit cards today.
and capture the wireless transmissions.

Attackers use modified antennas to improve the reception. For example, you
can create a rudimentary directional antenna with a can. You remove the top
of the can, empty it, and then run a wire from the can to the wireless receiver.
You can then point the can in different directions to capture wireless signals.
This directional antenna significantly increases the reception distance. Now,
instead of an attacker sitting in the parking lot or outside your home, they
can be further away.

Wi-Fi Protected Access

Wi-Fi Protected Access (WPA) was the initial security improvement over WEP. K
WPA works on WEP-designed hardware without any additional cost to the con-

sumer. This usually required a flash upgrade to upgrade the firmware on exist- Flashing the wireless

device is similar to

ing WEP hardware. flashing the BIOS on
The intent behind WPA was to improve upon WEP’s weaknesses and reduce the a computer. It installs
complexity of configuration. You learned earlier that one of WEP’s weaknesses new software in the

programmable read-

was manual key management. It was optional but cumbersome and oftentimes only memory (PROM).

avoided. With WEP, you can use the same key for as long as you choose, but when
you do change the key, it has to be changed on all devices within your wireless net-
work. It increased the administrative workload, and many users simply overlooked
this step.
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With WPA, rekeying the encryption keys are mandatory, and with each data
frame, a new key is created automatically. Temporal Key Integrity Protocol (TKIP)
managed the keys and provided several other technical improvements.

You can configure WPA in two different modes:

» Personal mode, or preshared key (PSK) mode
» Enterprise mode

Personal mode requires manual configuration similar to WEP but not with
the upkeep of changing the key. The initial shared key is a string of characters
such as a password or passphrase. Once you enter the initial shared key, TKIP is
responsible for encryption and automatic rekeying, which eliminates the need
for manual rekeying.

Enterprise mode requires authentication with a back-end server known as an
802.1x server. After authentication, the access point negotiates a separate and
unique key with each client.

The significant difference between WPA Enterprise and Personal mode is in
authentication. With WPA Personal mode, every wireless client uses the same
passphrase, which doesn’t individually identify any of the clients. Any client with
the passphrase is granted access. With WPA Enterprise mode, authentication
takes place at an authentication server, and each client requires a specific account
and credentials (such as a username and password).

It may not be obvious, but the primary purpose of WPA was to provide a tem-
porary secure solution while designers created a more secure solution. Designers
fully expected that researchers or attackers would crack WPA. They were right.
Researchers cracked WPA in 2008.

WPA2

WPA2 is the updated version of WPA and is standardized as IEEE 802.11i. WPA2
supports encryption with the Advanced Encryption Standard (AES) algorithm.
The U.S. government adopted AES as their encryption standard, and it is con-
sidered the strongest symmetric encryption available.

One drawback to WPAZ2 is that it requires hardware that is different from the
hardware used with WEP and WPA. At this point, all new hardware is WPA2 com-
patible, but you may run across older hardware that isn’t compatible. If so, you can
use the older TKIP with WPA2.
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WPA2 supports both Personal and Enterprise mode just like WPA. Personal K

mode uses a preshared key, and Enterprise mode requires an 802.1x server.
The Wi-Fi Alliance

WPA2 Personal Mode WPA2 Personal (or WPA2-PSK for preshared key) is for requires all new
home users and small businesses that are not using an authentication server. il e
Anyone that has the passphrase and name of the network can connect. It com- ::z::::)‘lﬁlepﬁezrlli:ie d
bines the passphrase and the network name to create unique encryption keys for with the Wi-Fi logo.

clients.

WPA2 Enterprise Mode WPA2 Enterprise Mode uses 802.1x for authentication. |G
This requires a back-end server such as a Windows Server 2008 server running

Network Policy Access Services to authenticate clients. Wireless clients are not Authentication

means the clients

granted access to the wireless network unless then can authenticate. must provide cre-
dentials such as
Using an IEEE 802.1x Authentication Server a username and
password. More
IEEE 802.1x provides port-based security. In short, it provides an authentication L
mechanism for either 802.3 (wired Ethernet) or 802.11 networks. 802.1x includes ;::::;'::L:e;""e
three elements in the authentication process: fingerprints.

» Supplicant: Client
> Authenticator: Access point

» Authentication server: Running RADIUS and EAP

Consider Figure 12.6. It shows the wireless client as the supplicant, the WAP
as the authenticator, and a back-end server as the authentication server.

Supplicant Authenticator Authentication Server

()
IB ()
ﬁw;@ ﬁ In a Microsoft

iy environment, the

Wireless Windows Server authentifation
Client ; 2008 Running NPAS server will often
Wired Network .
check the credentials

against an Active
FIGURE 12.6 WPA2 enterprise authentication Directory database.

Active Directory
hosts accounts and

The authenticator acts like a security guard and ensures the supplicant has ade- their credentials.

quate credentials before providing access to other networks. When the supplicant
first connects, the access point sends the credentials to the authentication server, _
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and the authentication server checks the credentials against its database. If the
credentials are valid, the authentication server confirms them to the authentica-
tor, and the authenticator grants access to the client.

You can add the Network Policy and Access Services (NPAS) role to a Windows
Server 2008 server and configure it as an 802.1x server. Any clients that are not
authenticated will not be allowed access to the network. You can also configure
NPAS to grant nonauthenticated clients across to isolated networks.

Figure 12.7 shows a Windows Server 2008 server with the NPAS role added.

%% Network Policy Server =] 3

File Action View Help

| Hm
&€ NPS (Loca)
g i .  Connection request policies allow youto designate whether connection requasts ars processed localy or
e forwarded to remote RADIUS servers, For NAP VPN or 802.1X, you must configure PEAP authentication in
j RADIUS Clients “  connection request policy.
35 Remote RADIUS Server G
= | polices Policy Name | Status [ Processing Order [ Source |
| Connection Request Polici |3§ Wireless Enabled 1 Unspecified
| Network Policies J‘M\cmsnﬂ Routing and Remote Access Service Policy Enabled 3 Remote Access Server (.
_| Health Policies |=[ Use Windows authentication for all users Enabled 1000000 Unspecified
=, Network Access Protection
= System Health Validators
j'j Remediation Server Group
«
Condtion | Value I
NAS Port Type Wireless - IEEE 802.11
Settings - Then the following settings are applied:
Setting [ Value
Authertication Provider Local Computer
Overmide Athertication Enabled
Authertication Method EAP OR MSCHAP v2
Exensible Authentication Protocol Method  Microsoft: Smart Card or other certificate _'LI
1 ok | [

FIGURE 12.7 Network Policy Server role in a Windows Server 2008 server

You can see a Wireless policy in Figure 12.7 (named Wireless). It is configured with
a value of Wireless — IEEE 802.11 to authenticate 802.11 wireless clients. Additionally,
it is configured to authenticate the clients using EAP or MS-CHAPv2. EAP supports

the usage of smart cards, and MS-CHAPV2 is a secure method of authenticating
username and passwords.

Using Wireless Networks

Wireless networking offers many advantages over wired network configuration
such as ease of installation and elimination of wires. Once the wireless network is

configured, users can share resources such as files, folders, printers, and more, just
as they can in a wired network.
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MAC FILTERING DOES NOT PROVIDE REALISTIC SECURITY

On many wireless routers, you can configure media access control (MAC)
address filtering. The goal is to ensure that only computers with the specified
MAC address can access the wireless router. On the surface, this sounds
very secure since MAC addresses are theoretically unique.

However, it’s very easy for an attacker to spoof a MAC address. In other words, the
attacker can modify packets so that it looks like the attacker’s packets are coming
from an approved MAC address. Although using MAC filtering doesn’t cause any
harm, it won’t stop an experienced attacker from entering your network.

More and more wireless networks are popping up in both homes and businesses
today. The following sections expand on the use of wireless in these different
environments.

Home Wireless Networks

The primary piece of equipment used to create a wireless network in a home
(or small business) is a wireless router. It’s important to realize that a wireless
router has many different components:

Wireless Access Point The wireless access point provides connectivity for the
wireless devices. It includes a bridge to bridge the wired and wireless devices
together.

Switch The switch provides connectivity between wired and wireless devices. All
of the devices connected to the switch ports have the same network ID and share
the same broadcast domain.

Router In a home network, the router is usually connected directly to the cable
modem or to another Internet connection. It routes traffic from the internal
switch to the Internet (and back).

DHCP DHCP provides IP addresses and other TCP/IP configuration information
to all the devices on the switches network.

Figure 12.8 shows the rear view of a wireless router with the extra compo-
nents. The first four ports are typical wired ports that connect with the wire-
less router’s switch component. The device also connects wireless connections
through the switch. DHCP provides TCP/IP information to all the ports con-
nected to these switch ports and has assigned addresses to a wired computer,
a wireless printer, and a wireless laptop.
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You can connect
wired and wireless
devices using the
wireless router’s
WAP and switch
components without
connecting it to a
WAN. This creates a
private network.
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FIGURE 12.8 Wireless router rear view

The routing component routes any traffic destined for the Internet through
the WAN port. This usually connects to a DSL modem, cable modem or other

broadband

device to the Internet service provider (ISP).

Many wireless routers use the range of 192.168.1.0/24. The wireless router uses
192.168.1.1 and is the default gateway for computers connected via the wireless
router. The router routes traffic from the switch to the WAN port, and the WAN
port provides connectivity to the Internet via an ISP.

You can configure most routers through a web interface. Figure 12.9 shows
one of the pages in the web interface for a Cisco M20 wireless router. This is the
Basic setup page with some items highlighted.

1.

2
3.
4

This is the URL using the IP address of the router (192.168.1.1).

. The router is using DHCP to receive a public IP address from the ISP.

The router’s internal private IP address is 192.168.1.1.

. The device name is the first 15 characters of the SSID (the network

name). If the SSID is 15 characters or less, the device name will be
the same.

DHCP settings indicate how many IP addresses the wireless router
can issue and the range of addresses. In the figure, the range starts at
192.168.1.100 and issues 50 addresses.
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FIGURE 12.9 Cisco M20 web interface

All wireless routers have default IP addresses, administrator names, and default
passwords. Table 12.3 shows some of the defaults for common brands.

TABLE 12.3 Common wireless router defaults

Default
Brand Default IP address Administrator name password
Cisco 192.168.1.1/24 admin admin
Linksys  192.168.1.1/24 Admin or blank on older systems  admin
Netgear 192.168.0.1/24 admin password
3COm 192.168.1.1/24 admin admin

Most wireless routers today are extremely simple to set up. About all you really
need to do is enter or change the network name (SSID), change the administra-
tor password from the default, and choose the security method (usually WPA2
Personal). Many have installation wizards that lead you through the process.
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It’s important to
change the default
password of the
administrator
account. If not, an
attacker can access
the network and make
changes, even out
locking the owner.

Many wireless rout-
ers have additional
capabilities. For
example, some
include a VPN that
allows you access a
home network from
a remote location.
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Computers con-
nected in ad hoc
mode (a wireless
network without

a WAP) form an
Independent Basic
Service Set (IBSS).

The placement of
WAPs in business net-
works also becomes

a network security
issue, because the
signals can easily
bleed outdoors and
across parking lots
and streets.
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Wireless Networks in a Business

Wireless networking in the business environment has grown exponentially in
recent years with no end in sight. The advantages to wireless networking in a
business are as follows:

» Reduced costs compared to wired networks
» Better flexibility over wired networks

» Greater mobility between offices

» Improved scalability

The primary difference between using wireless networks in a home or small
office and using wireless in a business is that businesses will usually use wireless
access points only, and not wireless routers.

Configuring a wireless network in a business is very similar to configuring a
wireless network at home. You need to name the network with an SSID and con-
figure the security. As a reminder, the most secure security you can use in a busi-
ness wireless network is WPA Enterprise, which uses 802.1x for authentication.

One difference in businesses is the use of repeaters. Since a business can be
considerably larger than a home, a single WAP may not cover the entire busi-
ness. Instead, you add additional WAPs as repeaters.

There are two terms worth defining in the context of wireless repeaters:

Basic Service Set (BSS) A BSS is a wireless network composed of one WAP and
one or more wireless devices. For many wireless networks, a single WAP is enough.

Extended Service Set (ESS) An ESS is a wireless network with more than one
WAP, with each WAP supporting one or more wireless devices. Additional WAPs
act as repeaters and extend the range of the wireless network. All devices in the
ESS use the same SSID, and the same broadcast channel.

Figure 12.10 shows an ESS network. WAP2 is extending the range of the wireless
network.

The key to success when adding repeaters is device placement. If a repeater
is placed too far from the root WAP, a device may get dropped while roaming.
If repeater is placed too close, the two WAPs may interfere with each other. In
Figure 9.6, a repeater has been added at approximately 100 feet (about 30 meters)
from the root access point, which is a reasonable distance, but testing may dic-
tate that you need to adjust the distance.
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Wired LAN

Extended Service Set

FIGURE 12.10 Extended service set with a repeater

The repeater ensures that users who are out of range of the root WAP will still
have adequate signal strength to stay connected. As users roam between repeat-
ers, wireless devices will connect with the strongest signal automatically, allow-
ing for optimal performance.

Understanding Point-to-Point Wireless

Point-to-Point (P2P) wireless is useful when you need to connect two networks
using wireless technologies instead of traditional wired connections. It’s sometimes
cost prohibitive to run cable between two points. The distance between points may
be a few hundred feet, or a few miles, with 25 miles typically being the maximum.

For example, Figure 12.11 shows a main office with a newly leased building 10
miles down the road. Each building includes an internal network, but they need
connectivity between each other.

Many technologies support the P2P wireless bridge. These include microwave,
infrared, and laser-optics radio transmission. Most of these are limited to line of
sight, but there are other considerations.

The first step in configuring a wireless bridge is performing a site survey. This is
to ensure that the area is free from radio frequency interference and line-of-sight
obstructions. Wireless radio waves in the 2.4 and 5.0 GHz range do not penetrate
building structures or trees very well. You also need to know the height of the
transceivers on both buildings because this affects the distance. Higher buildings
allow longer distances.

If the area is clear of radio interference and physical obstructions, you still
don’t have a green light. The area underneath and above the line of direct sight
has to be considered. This area is the Fresnel zone, as shown in Figure 12.12.
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Cell phones roam

in this way. They
automatically switch
between wireless
towers to the tower
providing the stron-
gest signal.

P2P wireless con-
nections are also
called wireless
bridges or P2P wire-
less bridges. They
bridge two or more
wired networks

with a network
connection.

Line of sight indi-
cates that there is a
clear path between
the two bridges.
The curvature of the
earth limits the line
of sight.
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Performing a site
survey and deter-
mining the Fresnel
zone can be com-
plex. The point to
remember is that
there’s more to it
than just adding two
wireless bridges.

When the distances
are farther than the
eye can see, engi-
neers use riflescopes
(without the rifles)
to focus and align
the wireless bridges
with each other.
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FIGURE 12.11 P2P wireless bridge

FIGURE 12.12 Evaluating the Fresnel zone

The Fresnel zone is the area underneath and above the direct line of sight between
the two points. In the figure, a house is penetrating the lower boundary of the
Fresnel zone. Structures within the Fresnel zone have a tendency to absorb radio
waves, and blockage greater than 40 percent will render your wireless connection
unreliable.

Another consideration with the bridge is alignment of the directional anten-
nas between the two points. It will require special equipment and expertise to
have these two antennas focused toward each other.

Bridge antennas are typically the dish type (parabolic) directional antennas
or Yagi directional antennas. A directional antenna has the best performance in
a specific direction and can be pointed or directed at specific locations. In con-
trast, omni-directional antennas receive signals from all directions.
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THE ESSENTIALS AND BEYOND

In this chapter, you learned about many of the wireless components, standards, and
security methods. A WAP bridges wireless devices to a wired network. A wireless network
has an SSID, which is simply the name of a wireless network. Several different wireless
standards are used, including 802.11a, b, g, and n. 802.11a uses a frequency of 5 GHz.
802.11b and g use 2.4 GHz, and 802.11n uses either 2.4 GHz or 5 GHz. Security standards
include WEP (old and insecure), WPA (cracked in 2008), and WPA2 (strong). You can
increase security by using WPA2 with 802.1x, which adds authentication. In businesses,
you can extend a wireless network by adding repeaters. You can also connect two build-
ings that are miles apart by using Point-to-Point (P2P) wireless bridges.

ADDITIONAL EXERCISES

» Draw a network for a home network that includes wired connections and wireless
connections and provides connectivity to the Internet.

» Imagine that you came across a WRT54G router but you don’t have the username and
password. Look on the Internet to learn how to reset this router.

> List the different types of wireless standards including their speeds and frequencies.

> List the different types of security methods used with wireless.

REVIEW QUESTIONS

1. Which of the following statements about the service set identifier (SSID) are true?
(Choose all that apply.)

A. The SSID is an alphanumeric C. The SSID is a logical network
value that identifies the ven- name for a wireless network.
dor’s device type.

B. The SSID is an alphanumeric D. The SSID identifies the security
information field with a maxi- encryption method.
mum value of 32 bits.

2. True or false. 802.11 networks use CSMA/CD.
3. What frequency does an 802.11a network use?

A. 11 Mbps C. 2.4 MHz
B. 54 Mbps D. 5GHz
4. Which of the following frequency ranges does 802.11b use?
A. 2.4GHz C. 2.4MHz
B. 4.1GHz D. 5GHz

(Continues)
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THE ESSENTIALS AND BEYOND (Continued)

5. What frequency does an 802.11n network use? (Choose all that apply.)

A. 54 Mbps C. 2.4 MHz
B. 300 Mbps D. 5GHz
6. What is the maximum speed of an IEEE 802.11b network?
A. 2 Mbps C. 54 Mbps
B. 11 Mbps D. 300 Mbps

7. True or false. IEEE 802.11n networks can operate at speeds as high as 300 Mbps.

8. Of the following security methods, which one is the most secure?

A. WEP Personal Mode C. WPA2 Personal Mode
B. WEP Enterprise Mode D. WPA2 Enterprise Mode
9. True or false. AWAP and a wireless router are the same thing.

10.  Your company is planning to lease a second building, which is about 2 miles
away. You’re asked how the networks between the two buildings can be con-
nected. What would you suggest?

A. Add roaming WAPs. C. Extend the network by adding
additional WAPs.

B. Connect the buildings witha  D. Run a twisted pair between the
P2P bridge. buildings.
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Understanding
Internet Access

Methods and Wide
Area Networks

Homeowners, home offices, and small offices may connect to the Internet
by utilizing one of multiple methods. These range from the most basic dial-up
connections to the popular broadband cable, but there are other types of con-
nections available to select from. This chapter introduces Internet access meth-
ods and identifies their characteristics, such as speed and availability.

Enterprises use these and other connectivity methods to access the Internet
and to connect offices via wide area network (WAN) links. WANs connect remote
offices together, even when they are a significant distance apart from each other.
Some common methods used to create WANs are Integrated Services Digital
Network (ISDN) connections, T1 and T3 lines in the United States, and E1 and
E3 lines in Europe.

Comparing connectivity methods used in homes and SOHOs
Comparing connectivity methods in enterprises
Exploring remote access services

Using RADIUS

Comparing Connectivity Methods
Used in Homes and SOHOs

Users in homes and small offices and home offices (SOHOs) connect to the
Internet using a wide variety of methods depending on what is available in
their area. Table 13.1 introduces these different connectivity methods, and
the following sections describe them in more depth.
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TABLE 13.1 Home and SOHO connectivity to Internet

Method Speed Availability

Dial-up @50 Kbps Anywhere phone lines exist
Broadband cable  Up to 30 Mbps Urban areas that have cable TV

DSL Up to 24 Mbps Must be close to a telephone company

central office (generally within 2 miles)

Satellite Typically up to 10 Mbps  Widely available but requires unob-
structed view to satellite

Worldwide Interoperability for Microwave Access (WiMAX) is a technology avail-
able in some cities. It provides a wireless alternative for broadband cable and DSL
and get speeds up to 40 Mbps.

It’s possible to provide Internet sharing for each of these methods. In other
words, a single router or computer connects to the Internet using one of the
methods listed in Table 13.1, and this connection is shared among all the com-
puters in the network. This is a little more challenging with dial-up since it’s so
slow to start with, but it’s very common with the other methods.

Using a Dial-up Connection

I 2  Dial-up connectivity methods use the plain old telephone service (POTS). A user
connects a modem to their telephone line and then connects to the remote net-

el e, (e work by dialing out through the phone line. You can use dial-up methods to con-

up is often the only

reliable method nect to the Internet via an Infernet service provider (ISP) or directly to a remote
available to access access server for connectivity to a company’s internal network.
the Internet. Compared to other technologies used today, dial-up is very slow. It has a theo-

retical maximum speed of 56 Kbps, but typical speeds are less than 50 Kbps.
However, dial-up is much cheaper than other methods, and it’s available any-
where phones are available. ISDN technology (described later in this chapter) is
an alternate form of dial-up Internet access occasionally used for home network-
ing. However, it is more expensive and not widely available because of special
installation requirements.
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Connecting with DSL

Digital subscriber line (DSL) connections are popular in some urban areas. They
use telephone lines but send the data digitally instead of using an analog signal.
One benefit is that you can use the telephone for voice at the same time you're
using the telephone line for DSL access.

Figure 13.1 shows typical DSL connectivity. You connect a router (or a single
computer) to the DSL modem. A DSL splitter splits the lines so that the phone
line can be used at the same time as the DSL modem. The signal travels over the
telephone lines to a telephone company’s central office, which then connects to
the Internet.

One limitation of DSL is that the end user must be relatively close to the central
office. Improvements in recent years have extended this distance, but in general,
the DSL modem must be located within two miles of the central office. The digital
signal can’t travel as far on the telephone lines as an analog voice signal. Users that
are close to the central office are able to get higher speeds on the connection.

The DSL splitter may include DSL filters, or you may need to include one. The DSL
filter removes digital noise from the telephone line that can be quite aggravating.

Telephone Lines Telephone Company

g Central Office
DSL Splitter ~.*

>
’
’
’
’
’

Router DSL Modem

Internet

FIGURE 13.1 DSL connectivity

DSL lines can be as fast as 24 Mbps for downstream data and 3 Mbps for upstream
data. However, these are premium speeds often available only at a premium price. You
can usually get a slower speed of about 1 Mbps for downstream data at the basic price.

There are many variations of DSL commonly referred to as xDSL. These varia-
tions use different technologies to improve the performance. They include asym-
metric DSL (ADSL), symmetric DSL (SDSL), and very-high-bit-rate DSL (VDSL).
Many businesses use one of these types in what is commonly called business-
class DSL.

265

A central office is
a nearby telephone
exchange switch
building that pro-
cesses the digital
signals.

Compared to dial-

up speeds, the DSL
speed provides signif-
icant improvements.
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MODEMS CONVERT DIGITAL AND ANALOG SIGNALS

A modem modulates and demodulates a signal. Traditional phone lines can trans-
mit analog signals, but they can’t transmit digital signals. Computers can under-
stand digital data (ones and zeros), but they can’t understand analog signals.

The following graphic shows the digital and analog signals in relation to the
computer and modem.

Telephone Lines

G " Modem
omputer Gy
o )
10101011010

Digital Signals W Analog Signals I

The modem modulates the analog signal with the digital signal. In other
words, it uses a specific frequency sine wave and adds variations on the
analog signal to represent the digital signal. When the modem receives
signals, it demodulates the signal by removing the digital data from the
analog signal. It then sends the digital data to the computer.

Other modems use this same process. For example, broadband modems
perform a similar modulation and demodulation process.

Employing Broadband Cable

Communications companies often include Internet access through the same cable
that provides cable TV. It’s called broadband cable because the same cable trans-
mits multiple signals across a broad frequency spectrum.

Part of this is obvious. You don’t need a separate cable for every TV channel.
Instead, the cable delivers all of the channels, and you only need to tune your
TV to view the desired channel. The TV tuner strips out all the other TV chan-
nels. Similarly, you can add a cable modem to strip out all the TV channels and
leave only the Internet access signal.

Figure 13.2 shows the basic connectivity for broadband cable. A router (or a
single computer) connects to the cable modem. A cable splitter splits the signal
between the cable modem and the TV, with TV signals going to the TV and the
Internet signal going to the cable modem. The cable company hosts ISP servers
for Internet access.
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Speeds of broadband cable vary greatly. Although they’re often advertised as
high as 30 Mbps, users rarely get those speeds. For one thing, users share the same
bandwidth with their neighbors. If several neighbors are uploading or downloading
data at the same time, all the connections will be slower than if only one user was
using the connection.

v

Cable Splitter

R R

Internet

Cable ISP

Router Cable Modem

FIGURE 13.2 Broadband cable connectivity

Some ISPs offer tiered services. For example, if you pay the minimum price, you
can get speeds up to 3 Mbps. Pay a little more, and you can get up to 15 Mbps. Or
you can pay top dollar to get the top speed.

Another addition in broadband is fiber. This is similar to broadband cable, but
the fiber-optic lines can carry significantly more data than traditional cable (up
to 100 Mbps in some cases), and it is quicker. This increases the capability for all
users sharing the same line.

Connecting via Satellite

The use of satellite Internet access is expanding, especially in rural areas where
only dial-up access is available. A satellite transceiver is able to upload and down-
load data from a satellite, and the satellite provides Internet access via an ISP, as
shown in Figure 13.3. The satellite modem connects the transceiver to a router for
a group of computers, or it can also connect to a single computer for a home user.

Speeds vary wildly, in both advertised speeds and the actual speeds that users
report. Upload or uplink speeds (from the transceiver to the satellite) typically
have a maximum advertised speed of 10 Mbps, though the actual uplink speeds
are usually closer to 256 Kbps.

Download or downlink speeds (from the satellite to the transceiver) sometimes
have maximum advertised speeds as high as 1000 Mbps (1 Gbps). However, these
quick speeds are usually available only for users willing to pay a steep premium.
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ISPs often cap speeds
with bandwidth-
throttling techniques.
This prevents a single
user from consum-
ing bandwidth at

the expense of

other users.

Originally, satellite
access required a
phone line (called
terrestrial transmit)
used to upload
data. Today, most
transceivers include
direct upload
capability.

Compared to dial-
up speeds, even the
slowest satellite
links provide great
improvement for
users in rural areas.
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Many satellites are in geostationary orbits. A geostationary orbit always appears
to be in the same stationary location from any point on the earth, even though
the earth and the satellite are zipping through space at phenomenal speeds. As
long as you have a clear unobstructed view to the location of the satellite, you
can use satellite Internet access.

Satellite

; .

ol .

4 .
. .

Satellite
Transceive |
‘ Satellite ISP *+.
. (
e
7 Satellite o

Modem Internet

Router

FIGURE 13.3 Satellite Internet access

One drawback to satellites is that they are susceptible to interruptions because
of precipitation. Rain and snow can interfere with the signal. This can reduce
speeds or completely block the signal. Another drawback is latency because of
the amount of time it takes for signals to travel back and forth to the satellite.
For example, when a user clicks the mouse, there are typically four trips to and
from the satellite orbiting the earth in space before the user gets data. This can
make web surfing slower, prevent some applications (such as online gaming or
real-time streaming) from working, and sometimes prevent users from access-
ing a virtual private network (VPN).

BRINGING INTERNET TO THE HEARTLAND

Several companies are working on bringing Internet access to rural areas
using wireless technologies.

For example, Verizon provides 3G/4G services across the United States.
Users are able to connect USB modems to their computer and connect to the

(Continues)
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BRINGING INTERNET TO THE HEARTLAND (Continued)

Internet via the Verizon ISP. The web page at www.verizonwireless
.com/wireless-coverage-area-map.shtml shows Verizon’s
coverage of the United States for different services (including data coverage
used for Internet access). Another company that provides similar services is
Omnicity (www.omnicity.net).

Both of these companies have towers that send and receive the signals, and
as long as users are close enough to a tower, they are able to connect. This
business continues to grow. As more towers are added and their capabilities
are increased, more and more people enjoying life in the country will be able
to have broadband access similar to that of users in the city.

Comparing Connectivity Methods
in Enterprises

Enterprises can connect to the Internet through any of the same methods used
by homes and SOHOs. However, a bigger concern for enterprises is connecting
their offices.

Chapter 1 introduced wide area networks. As a reminder, a WAN is two or more
local area networks (LANs) in separate geographical locations that are connected
together. WAN links connect the LANs together.

Consider Figure 13.4, which shows a WAN connecting five locations together.
It includes a company’s primary location, a regional location, and three branch
offices all connected together with four WAN links.

AK Main Regional
. Location Aﬁ Location
WAN Link WAN Link

J Q

Branch Office LAN

WAN Link

Branch Office LAN Branch Office LAN
FIGURE 13.4 WAN connecting four LANs

WAN Link
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The WAN links are usually slower than the speed of the LAN. For example, LAN
speeds are often 100 or 1,000 Mbps today, but the cost of WAN links speeds that
quick is rarely justified. Instead, a company will use a slower WAN link that is
more affordable.

Table 13.2 introduces many of the WAN link methods used by enterprises today.

TABLE 13.2 Enterprise WAN connectivity

Method Speed Availability
T1 1.544 Mbps Widely available in the United States.
T3 44.736 Mbps Used in the United States when higher

bandwidths are needed.

El 2.048 Used in Europe.
E3 34.368 Mbps Used in Europe.
WAN DSL Up to 24 Mbps This is similar to DSLs used by home owners

but is instead used for WAN links as business
DSL or WAN DSL. When available, it is much
more affordable than T1 and T3 lines.

ISDN 128 Kbps (BRI) BRI uses two B channels and one D channel.
1.472 Mbps (PRI) PRI uses 23 B channels and one D channel.

P2P wireless bridge Up to 54 Mbps Widely available but limited by line of sight.

Ethernet WAN Up to 10 Gbps Available in some buildings, primarily in
urban areas.

An organization often doesn’t own these WAN links. Instead, they lease them
as leased lines. The organization contracts with a communications provider for
the line, and the provider guarantees a specific level of service identified in a
service level agreement (SLA). The SLA defines expectations for performance
and often identifies penalties if the service fails to meet the expectations.

Similarly, communications companies don’t actually run a single dedicated
line between the sites but instead use their existing infrastructure to provide
the service.
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Exploring Digital Signal Lines

Many of the signaling types used with WANs are based on digital signal (DS)
levels. A single DS0 channel is 64 Kbps wide, and it can carry a single digitized
voice phone call. T1 and T3 lines combine multiple channels together and are
often used for WAN links.

Table 13.3 compares the most commonly used DS levels.

TABLE 13.3 Digital signal lines

Level Speed Comments
DSO 64 Kbps One channel
DS1 (T1) 1.544 Mbps 24 DSOs (called T1 when carried on copper wire)
DS3 (T3) 44736 Mbps 28 DS1s (called T3 when carried on copper wire)

Europe uses a different standard identified as E-carrier. E-carrier signals use
time slots instead of channels, and time slots are measured differently than chan-
nels. Table 13.4 shows the speeds of E1 and E3 lines and the number of time slots
they use.

TABLE 13.4 E-carrier characteristics

Level Speed Comments
El 2.048 Mbps 32 time slots
E3 34.368 Mbps 512 time slots

Using ISDN

Integrated Services Digital Nefwork (ISDN) is a group of standards used for trans-
mitting voice, data, and video. ISDN can be used as a WAN link.

Figure 13.5 shows an ISDN used as a WAN link to connect a main location with
a branch office. Notice that the ISDN uses terminal adapters instead of modems.

ISDN uses bearer channels (B channels) and data channels (D channels). This is
somewhat misleading since the B channels actually carry the data and the D chan-
nels provide signaling information such as caller ID, automatic number identifica-
tion, and more. The B channels are 64 Kbps channels.
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T1 and T3 lines are
explored in more
depth later in this
section.

T1 lines include an
additional 8 Kbps
used for overhead.
In other words, it’s
24 * 64 Kbps (1536
Kbps) plus 8 Kbps.
1536 Kbps + 8 Kbps
= 1544 Kbps or
1.544 Mbps.
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and demodulate sig-
nals, the ISDN ter-
minal adapter is not
actually a modem.

You may hear a

PRI called a T1.
However, a PRI is
carried on a T1
(1.544 Mbps), but it
isn’t a T1 itself.

Both T1s and T3s
use CSU/DSUs.
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Main Location

Terminal Adapters

FIGURE 13.5 ISDN connectivity

There are two base types of ISDN service:

Basic Rate Interface (BRI) A BRI uses two 64 Kbps B channels and one 16 Kbps
D channel. This provides a 128 Kbps data link. BRIs can be used in both SOHOs
and enterprises.

Primary Rate Interface (PRI) A PRI uses 23 64 Kbps B channels and one
64 Kb/s D channel. This provides a 1472 Kbps data link for a total of 1.536 Mbps.

Using T1/T3 Lines and E1/E3 Lines

A T1 combines 24 DSO channels for a total of 1.544 Mbps. A 7.3 combines
28 DS1 channels for a total of 44.736 Mbps. Figure 13.6 shows the basic connec-
tivity using a T1 as a WAN link.

Main Location Regional Office LAN

CSU/DSU
FIGURE 13.6 WAN connected with a T1 link

Notice that the WAN link is connected with a Channel Service Unit/Data Service
Unit (CSU/DSU) at each end. The CSU/DSU translates the T1 signals from the WAN
link to a format that the router can accept. This is similar to how a modem trans-
lates the digital and analog signals, though the technology is different.

The cost of T1 lines has been steadily dropping in recent years. However, the
availability of other cheaper and quicker methods has reduced the demand for
these lines.
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In Europe, they use E1 and E3 lines instead of T1 and T3 lines. An E1 is 2.048
Mbps, and an E3 is 34.368 Mbps. Just as T1 and T3 WAN links are terminated
with CSU/DSUs, E1 and E3 lines also use CSU/DSUs.

Ethernet WAN

The new kid on the block is Ethernet WAN. Although it’s not widely available, it
provides phenomenal speeds at relatively low cost when compared to T1 lines.
Speeds range from 10 Mbps to 10 Gbps.

Ethernet WAN uses the same Ethernet standards used on Ethernet networks
but over longer distances. It uses fiber-optic cables allowing connections to be
up to 40 km apart.

As communications providers run more and more fiber-optic cable, the avail-
ability of Ethernet WAN connections will continue to increase.

Exploring Remote Access Services

Chapter 1 introduced remote access. As a reminder, a Remote Access Service (RAS)
server give users the ability to access an organization’s internal LAN from a remote
location. Users can access a network from home, while traveling, or while visiting
other locations such as customer sites.

The two primary methods of connecting to a RAS server are via dial-up or via
a virtual private network (VPN). You can configure Microsoft servers as either a
dial-up or VPN server by adding the Network Policy and Access Services (NPAS)
role and configuring Routing and Remote Access Services.

One of the important considerations when configuring a server to support RAS
is security. You only want authorized people to access the remote access server,
and you want to ensure transmissions can’t be intercepted. You start by using
authentication and then add encryption.

Figure 13.7 shows the different methods of authentication supported on a
Microsoft RAS server.

Some of the common authentication methods used by Microsoft RAS servers
are as follows:

PAP Password Authentication Protocol (PAP) passes the password across the
wire in clear text. PAP is the least secure method since an attacker can intercept
the password and read it.

CHAP The Challenge Handshake Authentication Protocol (CHAP) provides
encrypted authentication. It uses Message Digest 5 (MD5) to encrypt the password
instead of passing the password in clear text. Non-Microsoft clients can use CHAP.
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Ethernet WAN has
limited availability
and can only be
found in larger cities.

Chapter 9 showed
how to add NPAS
to create a router.
You can also add
NPAS to configure
a Windows Server
2008 server as a
RAS server.
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The user must pro-
vide credentials such
as a username and
password to authen-
ticate. However,
other methods of
authentication can
be used, such as a
smart card.
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SUCCESS1 {local) Properties E

‘General Securty |iPva | IPve | PPP | Logaing |

The Authentication provider validates credentials for remote access dlients
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FIGURE 13.7 Microsoft RAS authentication methods

MS-CHAPv2 The Challenge Handshake Authentication Protocol version 2
(MS-CHAPV2) provides more security for the authentication process when
passwords are used. One important benefit is that MS-CHAPv2 provides mutual
authentication. The server authenticates back to the client before the client
passes the authentication data to the server.

EAP The Extensible Authentication Protocol (EAP) supports additional meth-
ods including Protected EAP (PEAP) and smart cards. PEAP and smart cards use
Transport Layer Security (TLS).

Connecting to RAS via Dial-up

A dial-up remote access server includes a modem and a phone line. Any user with a
modem and a phone line can dial directly into the remote access server. However,
just because a user can connect doesn’t mean they are granted access.

Consider Figure 13.8. A dial-up user connects into the remote access server,
and the dial-up server challenges the user for authentication. The user has to
authenticate by providing credentials. The RAS server passes the credentials to
a domain controller (or other identity database) for verifying the authentication.
Once the user is authenticated, the user account is checked to see whether the
user is authorized as a dial-in user.
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REMOTE ACCESS VS. REMOTE DESKTOP

Remote Access and Remote Desktop are two different technologies used for
different purposes. Remote Access Services provide access to an entire network
from a remote location outside the network. Remote Desktop provides access to
a specific system from a remote location but usually within the same network.

Administrators often use Remote Desktop to remotely access systems serv-
ers. The server is in a server room, that is the administrator is able to connect
remotely from anywhere in the office.

Servers must be configured for Remote Desktop. The following graphic
shows the System Properties for a Windows Server 2008 R2 server with
the Remote tab selected.

System Properties jl

Computer Name | Hardwars | Advanced Remote |

i~ Remote Assistance

=1 Allow Hemate Assistance connections t this compuiter

Adyanced |

- Remote Deskiop
Click an option, and then specy who can connect, f nesded.
" Dont allow connections to this computer

™ Allow connections from computers running ary wersion of
Remote Desktop (ess secure)

& Mlow connections only from computers running Remote
Desktop with MNetwork Level Authertication (more secure)

Help me choose Se‘BdUsml
ok | Cameel | ooy |

The graphic shows that Remote Desktop is enabled for the server, as long
as the computer is using the more secure Network Level Authentication.

One of the biggest drawbacks with dial-up RAS is the speed. Dial-up modems
rarely get more than 50 Kbps, which can be painfully slow. However, virtual pri-
vate networks (VPNs) are much quicker.
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Dial-up is rarely used
for remote access
today because of the
speed.
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Microsoft domains
use domain control-
lers to authenticate
clients. Only users
with an account in
Active Directory can
authenticate.
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Organization’s
Internal Network

RAS Server

Domain
Controller

Remote Access Client

FIGURE 13.8 Dial-up remote access

Connecting to RAS via a VPN

A VPN provides access to a private internal network over a public network such
as the Internet. You can configure a Microsoft server as a VPN server just as you
can configure it as a dial-up server. The difference is that instead of a modem
connected to a phone line, you need a NIC that is connected to the Internet.
Figure 13.9 shows a RAS server as a VPN server. The client first establishes
a connection with the Internet and then uses a tunneling protocol to “tunnel”
through the Internet. The tunnel encrypts the connection to protect the trans-
mitted data.

Tunneling Protocols

Organization’s  Point to Point Tunneling Protocol
Internal Network ® |ayer 2 Tunneling Protocol
v e Secure Socket Tunneling Protocol

RAS Server

Public IP

Domain
Controller

Remote Access Client
Starts by Accessing Internet

FIGURE 13.9 VPN Remote Access
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The three primary tunneling protocols are the Point-to-Point Tunneling Protocol
(PPTP), the Layer 2 Tunneling Protocol (L2TP), and Secure Socket Tunneling
Protocol (SSTP). Table 13.5 introduces the three VPN tunneling protocols used
with Windows Server 2008.

TABLE 13.5 VPN tunneling protocols

VPN Protocol NAT Compatibility Port Comments

PPTP Can traverse NAT 1723 Oldest of the three

Uses Microsoft Point-to-Point
(MPPE) encryption

L2TP Cannot traverse NAT 1701 Uses Internet Protocol
Security (IPSec) for
encryption

SSTP Can traverse NAT 443 Uses Secure Sockets Layer

(SSL) for encryption

Easy to configure

Microsoft introduced PPTP as a VPN tunneling protocol for VPNs. PPTP is an
extension of Point-to-Point Protocol (PPP), which is used for dial-up networking.
PPP within PPTP offers encryption and authentication for the VPN tunnel. In
addition, Microsoft uses Microsoft Point-to-Point Encryption (MPPE) to encrypt
PPTP transmissions.

L2TP is a tunneling protocol created by combining the Layer 2 Forwarding
(L2F) protocol from Cisco and Microsoft’s PPTP protocol. It is currently a stan-
dard used by many different vendors. The primary method of encrypting L2TP
transmissions is with IPSec.

The one drawback with IPSec is that it can’t pass through a NAT server. Because
of how NAT translates addresses, it breaks IPSec. If the VPN server is behind a
firewall that uses NAT, you either need to step backward and use PPTP or to go
forward and use SSTP.

SSTP is the newest tunneling protocol. It uses SSL, which is a well-known,
highly used, and respected security protocol. On the Internet, HTTP combines
SSL as HTTPS to encrypt the majority of encrypted web pages.

Since SSL is used so often, it’s common for the SSL port (port 443) to be open on
network-based firewalls. In other words, an administrator doesn’t need to manipu-
late the firewall to get SSTP to work, making it a little easier to configure.
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Chapter 3 introduced
IPSec, and Chapter 4
described it in more
detail. Chapter 1
introduced Network
Address Translation
(NAT), and Chapter 9
covered it in more
depth.
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These steps will also
work on a Windows
Server 2008 R2
server.
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Comparing Client VPNs with Gateway VPNs

Up to this point, the VPN discussion has been focused on client-to-gateway VPN
access. In other words, an end user connects to the Internet from home or another
remote location and connects to the VPN. The user then has access to the internal
network’s resources.

However, you can also use a VPN as a WAN link. Consider Figure 13.10. It shows
a main office and a regional office connected via a VPN used as a WAN link. The
two VPN servers create a gateway-to-gateway VPN.

Main Office VPN WAN Link Regional Office

VPN Server VPN Server
FIGURE 13.10 Gateway-to-gateway VPN

Users in the main office are able to access resources in the remote office over
the VPN, and users in the remote office are able to access resources in the main
office. A significant difference in this configuration from a client VPN is that the
gateway-to-gateway VPN is transparent to the users.

In a client-to-gateway VPN, the user has to initiate the connection. However, in
a gateway-to-gateway VPN, the connection is either always on or configured as a
demand-dial connection. In a demand-dial connection, as soon as the user tries to
access a resource in the other LAN, the VPN servers will create the connection.

Adding Remote Access Services to
Windows Server 2008

The following steps show how to add the Remote Access Services (RRAS) to
Windows Server 2008.

1. Click Start > Administrative Tools > Server Manager.

2. Click Roles, and select Add Roles.

3. Review the information on the Before You Begin page, and click Next.
4. Select Network Policy and Access Services. Click Next.
5

. Review the information on the Network Policy and Access Services
page, and click Next.



Using RADIUS

6. Click the Routing And Remote Access Services check box. This will
also select the Remote Access Service And Routing box. Your display
will look similar to Figure 13.11. Click Next.

Click Install on the Confirmation page.
8. After a moment, the install will complete. Click Close.

9. You can launch the Routing and Remote Access console by clicking
Start > Administrative Tools > Routing And Remote Access.

Add Roles Wizard x|
ﬁ Select Role Services
Before You Begin Select the role services to install for Network Policy and Access Services:
Server Roles Role services: Description:
L1 Network Policy Server Routing and Remote Access Services
Y provides remote users access to
= Routing and Remote Access Services resources onyour private network
Remote Access Service over virtual private network (VPN) or
Routing dial-up connections, Servers
Progress [] Health Registration Authority configured with the Routing and

Remote Access service can provide
LAN and WAN routing services used to
connect network segments within a
small office or to connect two private
networks over the internet.

[] Host Credential Authorization Protocol

Results

More about role services

(PrElrinusl Next > | Install | Cancel

FIGURE 13.11 Adding RAS to a Windows Server 2008 server

Using RADIUS

If your organization includes multiple remote access servers, you might consider
the addition of a Remote Authentication Dial-In User Service (RADIUS) server. The
RADIUS server provides central authentication and logging.

As an example, consider Figure 13.12, which shows multiple VPN servers using
a RADIUS server. You could have multiple VPN servers at different geographical
locations such as regional offices. VPN clients can connect to any VPN server.

Each VPN server forwards all authentication requests to the RADIUS server. In a
Microsoft domain, the RADIUS server forwards the requests to a domain control-
ler. If the credentials are valid, the RADIUS server passes the information back to
the VPN server. The VPN server then grants access.
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There is much more
that you can do

to configure and
secure the RAS
server. These steps
only showed how to
install it so that you
can look around if
desired.



280

Chapter 13 o Understanding Internet Access Methods and Wide Area Networks

Client Can Connect with AnyVPN Server

VPN Servers Forward Authentication

Requests to the RADIUS Server VPN Servers

RADIUS Server Can Verify Authentication
with Active Directory

RADIUS Domain
Controller

FIGURE 13.12 Using RADIUS

The RADIUS server can also track all activity for each of the VPN servers with
central logging. All connection attempts and usage data are logged on the RADIUS
server for each of the VPN servers.

THE ESSENTIALS AND BEYOND

In this chapter, you learned about many of the different methods used to access the
Internet and to create wide area networks. SOHOs often use DSL, broadband cable, and
many other methods for Internet access. Enterprises use ISDN, T1 and T3 (in the United
States), E1 and E3 (in Europe), and other methods to create WANs. A RAS server provides
end users with the ability to access an organization’s network even when they are away
from the organization. VPNs provide access to the private network over a public connection
such as the Internet, and they use tunneling protocols to protect the connection. Common
tunneling protocols include PPTP, L2TP, and SSTP. When an organization has multiple
RAS servers, they can use a RADIUS server for central authentication.

ADDITIONAL EXERCISES
» List the access methods used by at least three of your friends or fellow students.

(Continues)
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THE ESSENTIALS AND BEYOND (Continued)

> |dentify the speed of your Internet connection. Warning: It is not necessary to install
software on your system to do this. Some attackers try to trick you into installing
malicious software by describing it as a way to check your system for malware. You
should only install software from a trusted source.

» List the different methods an enterprise can use to create a WAN.
» Draw a diagram that shows a gateway-to-gateway VPN used as a WAN link.

To compare your answers to the author’s, please visit www.sybex.com/go/
networkingessentials.

REVIEW QUESTIONS

1. Which of the following methods can be used by small offices and home offices
(SOHOs) for Internet access? (Choose all that apply.)

A. Dial-up C. DSL
B. WAN D. Broadband cable
2. How many B channels does an ISDN BRI use? (Choose all that apply.)
A. One C. Twenty-three
B. Two D. Twenty-four

3. Which of the following connection methods requires the client to be close to the
central office of a telephone company?

A. Dial-up C. ISDN

B. DSL D. Ethernet WAN
4. True or false.T1 and T3 lines are used in Europe.
5.  Whatis the speed of aT1 link?

A. 1.544 Mbps C. 34.368 Mbps

B. 2.048 Mbps D. 44.736 Mbps

6. What would you add to a Windows Server 2008 server to use it as a VPN
server?

A. Virtual Private Network €. Routing and Remote Access

Services Services
B. Wide Area Network D. Dial-up Remote Services
Services

(Continues)

281


http://www.sybex.com/go

282 Chapter 13 o Understanding Internet Access Methods and Wide Area Networks

THE ESSENTIALS AND BEYOND (Continued)

7. Which of the following are valid tunneling protocols?
A. PPTP C. SSTP
B. L2TP D. WLTP

8. What is the primary purpose of RADIUS?

A. VPNWAN link C. Central authentication
B. Dial-upWAN link D. Central encryption



CHAPTER 14

All the trouble-
shooting commands
in this chapter use
the command
prompt.

There are many other
ways to launch the
command prompt,
but this method

will work with most
Windows systems.

Troubleshooting TCP/IP

One of the primary reasons to study networking is so that you can trouble-
shoot a network when problems occur. At this point, you're probably aware that
many puzzle pieces must be in place when a user accesses network resources or
just surfs the Internet. If any single piece is not exactly where it should be, the
user will be asking for help. With a little bit of knowledge on troubleshooting,
you can be the person who identifies the problem and fixes it. In this chapter,
you'll learn about key troubleshooting tools.

Using the command prompt

Checking TCP/IP configuration with ipconfig
Troubleshooting connectivity with ping
Identifying routers with tracert

Verifying the routed path with pathping
Viewing TCP/IP statistics with netstat

Installing Telnet

Using the Command Prompt

Although the Windows graphical user interface (GUI) is easy to use for most
end user tasks, it does have some limitations when troubleshooting network
connectivity issues. In contrast, the command prompt can be very useful in
troubleshooting basic problems. That is, of course, if you know how to use it.

You can launch the command prompt in just about any Windows system by
clicking Start, selecting Run, typing cmd in the text box, and pressing Enter.
You have a wealth of help available if you know how to ask. For example, you
can just enter the Help command to identify the available commands.

Figure 14.1 shows the Command Prompt window with the results of the
ping loopback command. The first command is using IPv6, and the
second command is using IPv4.
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The telnet /7?
command will fail if
Telnet is not installed
on the system. Steps
to install Telnet are
included later in this
chapter.
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[# Administrator: Command Prompt o =] |3

Microsoft Windows [Uersion 6.8.60811] -
Copyright (c> 2086 Microsoft Corporation. All rights reserved.

C:\Users Administrator>ping loophack

Pinging Successl._networking.mta [::1]1 From :=:1 with 32 hytes of data:
Reply from H

Reply from

Reply from ::

Reply from ::

Approximate wound t
inimum = @ms,

C:“\Users\Admin

Pinging Succes -8.11 with 32 hytes of data:
Reply from 127.8 T 28
Reply from 127.8 i TL=128
Reply from 127.8 i TL=128
Reply from 127.4 H TIL=128

<8z loss).
Minimum = Maximum = @ Average

C:\Users~Administrator>

FIGURE 14.1 Viewing the Command Prompt window

Getting Help at the Command Prompt

Most commands have help available by typing in the command and adding a
space, a slash (/), and then a question mark (?). For example, all the following
commands will give you help:

» Ipconfig /7?
Ping /7?
Pathping /7

Tracert /?

vV v . v Y

Netstat /?
» Telnet /?

Sometimes the output can scroll past the screen before you have time to read
it. You can use the More command with the command to show a single page at
a time like this:

ipconfig /? | more

You can also redirect the output to a text file that you can read later. The fol-
lowing example sends the output to a text file named config. txt:

ipconfig /? > config.txt
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Using Switches

Most commands support additional options. These options are added with switches.
A switch is a forward slash (/) which would then be followed by the additional option.
For example, if you enter ipconfig by itself, it gives minimal information. If you
enter it as ipconfig /all (using the /a11 switch), it gives much more information.
Entering the command with the /? switch will show you the switches supported by
the command.

Although most commands use the forward slash (/) as a switch, some commands
use a hyphen (-). Most Windows commands will accept either a forward slash or a
hyphen. For example, the following two commands will both work the same way:

» dipconfig /all

» ipconfig -all

Understanding Case Sensitivity

With very little exception, command prompt commands are not case sensitive.
In other words, you can enter them all uppercase, all lowercase, or any combina-
tion. For example, each of the following commands will provide the same results:

» ping loopback
> PING LOOPBACK
> PiNg LoOpBaCk

You'll often see commands shown with the first letter capitalized for readability.
This doesn’t mean it has to be entered that way. If a command is case sensitive, the
documentation will usually stress it.

LAUNCHING THE COMMAND PROMPT WITH
ADMINISTRATIVE PERMISSIONS

Some commands require administrative permissions to run. For example, if
you try to release a DHCP lease using the ipconfig /release command
in Windows 7, you’ll see the following error if you haven’t logged on as the
administrator or started the command prompt with administrative permissions:

The requested operation requires elevation.

(Continues)
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The dash is more
common in UNIX
systems. The forward
slash is more com-
mon in Microsoft
systems. However,
you’ll see both in
Microsoft systems.

None of the com-
mands presented in
this chapter is case
sensitive.
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LAUNCHING THE COMMAND PROMPT WITH
ADMINISTRATIVE PERMISSIONS (Continued)
If you’re logged on with the system “administrator” account, the command
prompt is automatically started with administrative permissions. However,
if you’re logged on with an account that is a member of the Administrators
group, the command prompt does not start with administrative permissions.

The solution is to launch the command prompt with administrative permis-
sions before executing the command. You can use the following steps in
Windows 7 or Windows Server 2008 with administrative permissions:

1. Click Start.
2. Type cmd in the Start Search box.

3. The cmd shortcut will appear in the Programs list. Right-click cmd.
Your display will look similar to the following graphic.

lenu
e p g o Quick Launch
Restore previous versions

Send To 4

Cut
Copy.

Delete

Open file location

Properties

_+* Search Everywhere
- search the Internet

= &)
istart | 3, M@ (£ | B Administraty

4. Select Run As Administrator. If prompted by User Account Control,
click Yes to continue or enter appropriate administrator permissions
depending on the prompt.
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Checking the TCP/IP Configuration
with ipconfig

ipconfig is one of the most valuable tools you have available to check and
troubleshoot basic TCP/IP settings. You've already seen it in many of the chap-
ters in this book, as shown in Table 14.1.

As a reminder, Listings 14.1 and 14.2 show the output of the ipconfig /all
command with several key items highlighted.

TABLE 14.1 Useofipconfig covered in previous chapters

Command Chapter Comments

ipconfig /all 3 Showed how to check the MAC address

ipconfig /all 5 Showed how to identify the IP address and
DHCP status

ipconfig /all 6 Showed how to see whether your system is

using Teredo for IPv6 compatibility

ipconfig 7 and 9 Showed how to identify the IP address of the
default gateway

ipconfig / 10 Showed how to display the contents of the
dispTlaydns host cache

ipconfig /flushdns 10 Showed to remove the contents of the host cache
ipconfig /all 10 Showed how to determine the node type used

for NetBIOS name resolution

Listing 14.1 identifies several pieces of key information shown by the K
ipconfig /all command. The Host Name value is the name of the com-

puter. The Primary DNS Suffix value indicates that the computer joined the The NetB10S name

is created from the

network.mta domain. The Node Type of Hybrid value indicates that NetBIOS first 15 characters of

names are resolved using WINS first and then broadcast. the host name. If the
first 15 characters

Listing 14.1 ipconfig /al1 Windows IP configuration of the host name are

not unique, duplicate
NetBIOS names will
result.

C:\>ipconfig /all

Windows IP Configuration
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Host Name . . . « « « « « « . 1 Successl
Primary Dns Suff1x .« « « « . . : networking.mta
Node Type . . . . .« « « « « . : Hybrid

IP Routing Enab]ed .« o« o« o« . . : Yes

WINS Proxy Enabled. . . . . . . . : No

DNS Suffix Search List. . . . . . : networking.mta

Listing 14.2 shows the configuration of a network interface card (NIC) on the
system. Some systems may have more than one NIC, and all of the NICs will be
displayed.

Listing 14.2 ipconfig /al1 NIC data

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix
Description . . :
Intel 21140- Based PCI Fast Ethernet Adapter (Emulated)

Physical Address. . . . . . . . . : 00-03-FF-31-C4-CA
DHCP Enabled. . . . . . .. .. No
Autoconfiguration Enab]ed .« . . Yes

Link-Tocal IPv6 Address .
fe80::1089:d255:6fa6: c8b/10(Preferred)

IPv4 Address. . . . . . . . . . . : 192.168.3.10(Preferred)
Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.3.1
DNS Servers . . . . . . . . . . .l
192.168.3.10
Primary WINS Server . . . . . . . : 192.168.1.55
NetBIOS over Tcpip. . . . . . . . : Enabled

Tunnel adapter Local Area Connection* 8:

Media State . . . . . . . . : Media disconnected
Connection-specific DNS Suff1x
Description . . :

isatap. {EE889A77 7AO7 4DSB A288 595E1FAO0L

800}
Physical Address. . . . . . . . . : 00-00-00-00-00-00-00-EO
DHCP Enabled. . . . . . .. .. No
Autoconfiguration Enab]ed .« . . Yes

The Physical Address value shows you the media access control (MAC) address
of the NIC.
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If it’s a DHCP client, DHCP Enabled will be listed as Yes, and you'll also see the
IP address of the DHCP server as long as the client was able to get an IP address
from the DHCP server. In Listing 14.2, DHCP Enabled is set to No, so an IP address
of a DHCP server is not available.

Autoconfiguration Enabled refers to Automatic Private IP Address (APIPA),
and it is Yes by default. If the system couldn’t get an IP address from the DHCP
server and Autoconfiguration Enabled is sent to Yes, you'll see an IPv4 address
that starts with 169.254. If Autoconfiguration Enabled is set to No, then APIPA
addresses are not assigned when a DHCP server can’t be reached.

A link-local IPv6 address always starts with fe80 and indicates that an IPv6
address isn’t assigned, but IPv6 is enabled.

You can use the subnet mask with the IPv4 address to determine the net-
work ID. In Listing 14.2, the IP address of 192.168.3.10 and a subnet mask of
255.255.255.0 indicates a network ID of 192.168.3.0. The network ID must be
the same as other hosts on the subnetwork, including the default gateway. The
default gateway and the IPv4 address share the same subnet mask.

The address of the Domain Name System (DNS) server is needed for most host
name resolution. In Listing 14.2, the same computer is the DNS server. You can tell
this from the IPv6 loopback address (::1) and the same IPv4 address (192.168.3.10)
that is assigned to the computer. If the DNS server address information is misconfig-
ured, you'll probably experience problems with name resolution.

A Windows Internet Naming Server (WINS) server resolves NetBIOS names. If
the network includes a WINS server, the computer configuration should include
the IP address in the Primary WINS server section.

If you have a NIC but it isn’t connected, it will be listed as follows:
Media State . : Media disconnected

This is an obvious sign that the cable isn’t connected. If it does have a cable con-
nected, check the link and activity lights on the NIC. If there are lights lit but the
Media State indicates disconnected, check the cabling to ensure the following:

» The cable is seated completely in the NIC.
» The cable is seated completely in the wall jack.

» The cable is seated completely in the switch port (the switch will
usually be in a separate room).

» Each of the cables is wired correctly.

» The cables are not bent excessively (beyond tolerance) when
installing.
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An IP address start-
ing with 169.254

in a network with
DCHP should send
alarm bells ringing
in your head. The
client is unable to
get a DHCP address.

The “Troubleshooting
Connectivity with
ping” section shows
how to use ping to
verify name resolu-
tion is working.

Ethernet NICs have
LED lights to indicate
they are connected
and have activity.
Some have a single
LED, and others have
two LEDs.
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I One of the simplest ways to check the wiring is to identify a known good path
to the switch and use it. For example, if another computer is working, unplug the

Before replacing cable from that computer, and plug it into the computer you're troubleshooting.

hardware, you should

always reboot the If the problem computer now works, you know it’s the wiring. If it doesn’t work,
system first. It’s a you know the problem is internal to the computer, and you may need to replace
simple step and cures the NIC.

many ills.

Although the ipconfig /a1l command is very valuable, the ipconfig
command has other switches you can use. Table 14.2 shows these other com-
mands with some comments.

TABLE 14.2 Important ipconfigcommands

Command and switch Comments
ipconfig /release Releases an IPv4 lease (or an IPv6 lease with
ipconfig /release6 release6) obtained from a DHCP server. This doesn’t

have any effect if a system has a statically assigned IP
address instead of a DHCP-assigned IP address.

ipconfig /renew Renews the IPv4 lease process (or IPv6 lease process
ipconfig /renew6 with renew6) from a DHCP server.

ipconfig /displaydns Displays host cache (includes names from hosts file and
names resolved from a DNS server). This is useful to deter-
mine whether a name is in cache with a specific IP address.

ipconfig /flushdns Remove items from host cache (removes items resolved
from a DNS server but not items placed in cache from
the hosts file).

— ipconfig / Registers the computer’s name and IP address with a

registerdns DNS server. This creates a host (A) record on the DNS

The ipconfig server so that the DNS server can resolve the IP address
/registerdns

. for other computers.
command will

work in a Microsoft
domain using a

DNS server. It will Here’s one way you can use the /displaydns and /fTushdns switches. Suppose
not create a record you are troubleshooting a problem where you can’t connect to another computer.
on an Internet DNS You know that the remote computer’s IP address is 192.168.1.5. However, when

server from a home
computer.
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you use ipconfig /displaydns, it shows the remote computer with a different
IP address of 10.5.4.3.

Use ipconfig /flushdns This should remove it from cache. If you enter
ipconfig /displaydns but the faulty address is still in cache, it indicates
it’s in cache from the hosts file (not from DNS).

Try to Connect Again If the ipconfig/flushdns command removed the entry
from cache, try to connect to the remote computer again. If it’s successful, the prob-
lem is resolved. If not, use ipconfig /displaydns to see what address is displayed.
If it’s still not the correct address (10.5.4.3 instead of 192.168.1.5), then DNS is giving
the wrong address for the computer. In other words, the problem is with DNS.

Use ipconfig /registerdns Go to the remote computer that you can’t connect
to, and enter ipconfig /registerdns. This should correct the record in DNS.

Flush DNS and Try Again Go back to the original computer, and enter ipcon-
fig /flushdns to remove the cache entries. Try to connect again, and it
should be successful. If not, check the cache with ipconfig /displaydns. If
it shows the wrong address (10.5.4.3 instead of 192.168.1.5), you need to let the
DNS administrator know.

Troubleshooting Connectivity with ping

ping is a valuable command to check connectivity with other computers. It
uses Internet Control Message Protocol (ICMP), which is the messenger service
of the networking world.

THE HISTORY OF PING

Mike Muus wrote the original Ping program used with UNIX systems while
studying radar and sonar in 1983. Sonar sends echo signals out, and the
reply sounds like “ping,” so he called his program Ping. He explained this
athttp://ftp.arl.army.mil/~mike/ping.html.

Somewhere along the line, someone decided that Ping was actually an
acronym (PING) that stood for Packet INternet Groper. However, the source
of this name is a little harder to find and verify.
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You can ping an IP address or a host name. However, if you do use a host name,
the first step in the process is that the ping will resolve the host name to an
IP address. Listing 14.3 shows a basic ping command used to check connectivity
with a server named DC1 in a network.

Listing 14.3 Successfullying pinging a computer

C:\>ping dcl

Pinging dcl [192.168.1.112] with 32 bytes of data:

Reply from 192.168.1.112: bytes=32 time=1lms TTL=128
Reply from 192.168.1.112: bytes=32 time=1lms TTL=128
Reply from 192.168.1.112: bytes=32 time=1lms TTL=128
Reply from 192.168.1.112: bytes=32 time=1lms TTL=128

Ping statistics for 192.168.1.112:

Packets: Sent = 4, Received = 4, Lost = 0 (0% Toss),
Approximate round trip times in milli-seconds:

Minimum = 1Ims, Maximum = 1lms, Average = 1lms

Two very important point things occurred here, and both provide you with
valuable information.

First, the computer named dcl was resolved to the IP address of 192.168.1.112.
You can see that in the first line after the ping dcl command. If name resolu-
tion did not work, you would instead see this error:

Ping request could not find host dcl. Please check the name and
try again.

Second, the ping command sent four packets to the server named dcl and
received four packets back. This reply verifies that the computer named dcl is opera-
tional and able to respond to the ping request. If the server was not operational or
not able to respond to the ping request, you would instead see a response similar to
Listing 14.4.

Listing 14.4 Unsuccessfully pinging a computer

C:\>ping dcl

Pinging dcl [192.168.1.112] with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Ping statistics for 192.168.1.112:
Packets: Sent = 4, Received = 0, Lost = 4 (100% 1loss),



Troubleshooting Connectivity with ping 293

Notice that even though the requests timed out, name resolution still worked.
The ping command provides a reliable method to test name resolution. ping
assumes the name (dcl in the example) is a host name so attempts host name
resolution methods first (such as DNS).

It's also important to realize that just because you receive a “Request timed out” || EGcTGNG
response doesn’t necessarily mean that the other computer is not operational.
Secure networks and secure computers often have firewall rules blocking ICMP. If

It’s common for

. . . . . : Windows 7 and
ICMP is blocked, the ping will fail even when the computer is operational. Windows Server
The following are some other error messages you may see from the ping 2008 firewalls to
command: block incoming
ICMP traffic.

Destination Host Unreachable This usually indicates a problem with routing.
The local computer may not be configured with the correct default gateway, the
remote computer may not be configured with the correct default gateway, or a
router between the two may be misconfigured or faulty.

TTL Expired in Transit The time to live (TTL) value starts at 128 on Windows
Server 2008 and 64 on Windows 7. It is decremented each time the ping passes
through a router (also called a Aop). If the TTL value is lower than the number
of routers the ping must pass through to reach its destination, the ping packet
is discarded. However, it’s very rare that a ping will need to go through 64 or
128 routers, unless there is a problem with routing.

Consider Figure 14.2 for an example of how to use the ping command to trou-
bleshoot a system. It shows several systems on two subnetworks separated by a
router. Imagine that Sarah is unable to connect with the server named FSI and
she asks you for help. You can use the ping command to check for several different
situations.

1| MikePC1 FS1
4] 192.168.1.5/24 192.168.3.10/24
Default Gateway Default Gateway
192.168.1.1/24 ‘(W\l 192.168.3.1/24
'\)‘
Router
SarahPC1 JeffPC1
192.168.1.8/24 192.168.3.17/24

Sarah

FIGURE 14.2 Using ping to test connectivity
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I The following steps show how you can troubleshoot the problem with ping:

You don’t have to 1.

use the same order
shown in these
steps. You can use
any order desired
as long as you are
able to identify the

Enter ping localhost or ping 127.0.0.1.

By pinging the localhost or the loopback address (127.0.0.1), you
can verify that TCP/IP is functioning correctly on Sarah’s local system.
You should get four successful replies. You can also use ping -4
Tocalhost or ping -6 localhost to check IPv4 or IPv6, respectively.

problem. 2. Enter ping 192.168.1.5.

This checks connectivity through a switch (or a hub) but not the
router. You can also ping any other computer with the same network
ID. If these pings fail, the problem is on this side of the router.

3. Enter ping 192.168.1.1.

I This pings the default gateway. Remember, you can use ipconfig
to determine the IP address of the default gateway.

You may choose to do
step 3 first to reduce 4. Enter ping 192.168.3.1.
AR This is the far side of the router. If successful, it indicates the router
:treoij'e:: 'itsf::s;::‘:h, . is successfully routing traffic. If it fails but you can ping 192.168.1.1
side of the router (or (the default gateway for 192.168.1.1), it indicates the router is causing
the router itself). the connectivity problem and may be misconfigured or faulty.

5. Enter ping 192.168.3.10.

This pings the IP address of the server named FS1. If this succeeds,
it indicates that the server is up and operational. Remember, though,
if it fails, it could be because the server is blocking ICMP traffic.

6. Enter ping fsl.
I The first step of the ping should be to resolve the name fs1 to the
IP address of 192.168.3.10. If it can’t resolve the name, the problem
Chapter 10 covered .. . . .
name resolution in is with name resolution. The primary name resolution methods to
depth, including DNS, check are DNS, the host cache, and the hosts file.
the hosts cache, and
the hosts file. You can use other switches with ping as outlined in Table 14.3.

TABLE 14.3 Some ping switches

Switch Comments

-4 Forces the use of an IPv4 address instead of IPv6.
Ping fsl -4

-6 Forces the use of an IPv6 address instead of IPv4.
Ping fsl -6

(Continues)
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TABLE 14.3 (Continued)

Switch Comments

-t Continuing pinging until stopped. You can press
Ping fsl -t Ctrl+C to stop the pings.

-a Resolves IP addresses to host names. This requires
Ping -a 192.168.1.5 that DNS has reverse lookup zones and associated

pointer records, which are both optional. In other
words, it may not work but doesn’t indicate a problem.

-w This changes the timeout from the default of one
Ping 192.168.1.5 -w 5000 second to five seconds (5,000 milliseconds).

In cases when a computer is heavily loaded or
under an attack, ping may fail with a timeout even
when it is operational and ICMP is not blocked.

Identifying Routers with tracert

If your network includes multiple routers, you can use the tracert (pronounced
as “trace route”) command to trace the path a packet takes through these rout-
ers. The tracert command can verify the path throughout an entire network.
tracert is similar to ping in that it checks connectivity. However, it also includes
information on all routers between your computer and the destination computer.

The tracert command also uses ICMP. Although this normally works well,
the results may be incomplete if ICMP is blocked.

Listing 14.5 shows the results of the tracert command from a home com-
puter to the computer hosting the Microsoft.com website. Notice in a few of the
lines that the result indicates that the request timed out. This isn’t because the
path is faulty but instead because ICMP is being blocked.

Listing 14.5 Output of tracert command

C:\>tracert microsoft.com

Tracing route to microsoft.com [207.46.232.182]
over a maximum of 30 hops:

3 ms <1 ms <1 ms [192.168.1.1]
10 ms 8 ms 9 ms 10.10.184.1
11 ms 11 ms 10 ms 68.10.14.77
14 ms 10 ms 13 ms 172.22.48.33

AW N R
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Although the primary
troubleshooting value
of tracertison
internal networks,
you can also use it to
view the routing path
to computers on the
Internet.

Attackers often

use ICMP to launch
attacks. It’s common
for Internet systems
to block ICMP traffic
to protect against
these attacks.
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The round-trip times
are recalculated for
each hop. Additional
packets are sent for
each router to cal-
culate the round-trip
time for that router.
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5 12 ms 9 ms 9 ms nrfkdsrj02-ge600.0.rd.hr.cox.net
[68.10.14.17]

6 16 ms 16 ms 54 ms ashbbprj02-ae4.0.rd.as.cox.net
[68.1.1.232]

7 15 ms 15 ms 17 ms 209.240.199.130

8 17 ms 22 ms 18 ms ge-3-1-0-0.blu-64c-la.ntwk.msn.net
[207.46.47.29]

9 16 ms 17 ms 19 ms ge-7-0-0-0.blu-64c-1b.ntwk.msn.net
[207.46.43.113]

10 41 ms 78 ms 40 ms xe-0-1-3-0.chl-16c-1b.ntwk.msn.net
[207.46.46.151]

11 44 ms 40 ms 51 ms xe-7-0-0-0.chl-16c-la.ntwk.msn.net
[207.46.43.146]

12 93 ms 90 ms 92 ms ge-3-1-0-0.col-64c-la.ntwk.msn.net
[207.46.46.118]

13 95 ms 93 ms 93 ms ge-2-3-0-0.col-64c-1b.ntwk.msn.net
[207.46.35.151]

14 95 ms 95 ms 94 ms ge-0-1-0-0.wst-64cb-1b.ntwk.msn.net
[207.46.43.185]

15 93 ms 94 ms 94 ms ge-4-3-0-0.tuk-64cb-1b.ntwk.msn.net
[207.46.46.162]

16 142 ms 96 ms 97 ms ten2-4.tuk-76c-1b.ntwk.msn.net
[207.46.46.23]

17 107 ms 181 ms 101 ms pol6.tuk-65ns-mcs-1b.ntwk.msn.net
[207.46.35.142]

18 * * * Request timed out.

Trace complete.

The tracert command identifies round-trip times for each hop listed in
milliseconds (ms). Three different times are listed as tracert sends three sepa-
rate probe requests by default for each hop. Shorter times indicate the trip is
faster than longer times. You can see that the round-trips take progressively
longer for each additional hop. Those routers are farther away.

It also lists the name of the routers when it can identify them. If tracert
can’t identify the name of the router, it just lists the IP address.

If the path between two systems is not working and tracert fails to com-
plete, you can use the output to determine the location of the problem. For
example, Listing 14.5 showed that the path was successful up to the 17th step.
This indicates the 17th router from the source computer. The problem could be
one of three things:

» The routing information on the 17th router is incorrect. This will
prevent the data from reaching the 18th router.
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» The 18th router is faulty.
» ICMP is blocked on the 18th router.

Table 14.4 lists some additional switches you can use with the tracert command.

TABLE 14 .4 Some tracert switches

Switch Comments

-4 Forces the use of an IPv4 address instead of IPv6.
tracert -4 microsoft.com

-6 Forces the use of an IPv6 address instead of IPv4.
tracert -6 microsoft.com

-d Suppresses IP address to name resolution. Only
tracert -d microsoft.com the IP addresses are listed

Verifying the Routed Path with pathping

pathping is a combination of both ping and tracert. It starts by checking
the route between the two computers similar to how tracert does so. It then
uses ping to check for connectivity at each router.

It will send each router 100 echo request commands, and it expects to receive
100 echo replies back. It then calculates the percentage of data loss based on what
it receives. For example, if it receives 100 replies, there is 0 percent packet loss.
However, if it receives only 95 replies, there is 5 percent packet loss.

Listing 14.6 shows the output of a pathping command. Notice that in the
first part of the pathping process, it checks the path similar to tracert. Lines
1 through 13 represent routers identified as hops. After it calculates the path, it
then starts calculating the statistics by measuring loss. By default, the calculation
process takes five minutes.

Listing 14.6: Output of pathping command
C:\Users\Dar>pathping microsoft.com

Tracing route to microsoft.com [207.46.197.32]
over a maximum of 30 hops:

0 Laptop.hr.cox.net [192.168.1.114]

1 [192.168.1.1]

2 10.10.184.1

297
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68.10.14.77
172.22.48.33
nrfkdsrj02-ge600.0.rd.hr.cox.net [68.10.14.17]
ashbbprj02-ae4.0.rd.as.cox.net [68.1.1.232]
209.240.199.130
ge-3-1-0-0.bTu-64c-la.ntwk.msn.net [207.46.47.29]
xe-0-1-3-0.chl-16c-la.ntwk.msn.net [207.46.46.169]
10 ge-3-1-0-0.col-64c-la.ntwk.msn.net [207.46.46.118]
11 ge-1-0-0-0.wst-64cbh-la.ntwk.msn.net [207.46.43.163]
12 ge-7-1-0-0.cpk-64c-1b.ntwk.msn.net [207.46.43.228]
13 ten3-4.cpk-76c-la.ntwk.msn.net [207.46.47.197]
1 4 * *
Computing statistics for 325 seconds...

Source to Here This Node/Link
Hop RTT Lost/Sent Pct Lost/Sent = Pct Address

O 00N O U1 b W

*

0 [192.168.1.114]
0/ 100 = 0% |

1 3ms 0/ 100 = 0% 0/ 100 = 0% [192.168.1.1]
0/ 100 = 0% |

2 --- 100/ 100 =100% 100/ 100 =100% 10.10.184.1
0/ 100 = 0% |

3 1lms 0/ 100 = 0% 0/ 100 = 0% 68.10.14.77
0/ 100 = 0% |

4 - 100/ 100 =100% 100/ 100 =100% 172.22.48.33
0/ 100 = 0% |

5 1l4ms 0/ 100 = 0% 0/ 100 = 0%

nrfkdsrj02-ge600.0.rd.hr.cox.net
[68.10.14.17]
0/ 100 = 0% |

6  25ms 0/ 100 = 0% 0/ 100 = 0%
ashbbprj02-ae4.0.rd.as.cox.net
[68.1.1.232]
0/ 100 = 0% |

7  21lms 0/ 100 = 0% 0/ 100 = 0% 209.240.199.130
100/ 100 =100% |
8 --- 100/ 100 =100% 0/ 100 = 0%
ge-3-1-0-0.bTu-64c-la.ntwk.msn.net
[207.46.47.29]

Trace complete.

The last few hops are similar to hop 8 and aren’t listed. They are showing 100
percent loss since 100 packets were sent and 100 packets were lost. Again, this is
likely because the routers are blocking ICMP, not because there is actual data loss.

If you have a large network with many routers, the pathping command can
be useful to help you identify whether you are experiencing any data loss at spe-
cific routers. It could be that the routers simply have too much traffic for their
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capacity. You can either offload some of the traffic to another subnet or increase
the capacity of the router.
Table 14.5 lists some additional switches you can use with the pathping command.

TABLE 14.5 Some pathping switches

Switch Comments

-4 Forces the use of an IPv4 address instead of IPv6.
pathping -4 microsoft.com

-6 Forces the use of an IPv6 address instead of IPv4.
pathping -6 microsoft.com

-n Suppresses IP address to name resolution.
pathping -n microsoft.com Only the IP addresses are listed.
-q Changes the number of queries per hop.

pathping -q 50 microsoft.com By default, 100 queries per hop are used.

Viewing TCP/IP Statistics with netstat

You can use the netstat (short for network statistics) command to display
information on any TCP/IP connections on your computer. You can use it show
all the connections, ports, and applications involved with network connections.
You can also use it to check TCP/IP statistics.

Table 14.6 shows the common netstat commands.

TABLE 14.6 Common netstat commands

Command Comments

Netstat -a Shows all connections and listening ports. _

Netstat -b Shows connections that all applications are using to con- Switches can be com-
nect on the network (including the Internet if the client bined. For example,

the netstat
-ano command
combines the output

is connected to the Internet).

Netstat -e Shows Ethernet statistics.

of the -a, -n, and
Netstat -f Shows fully qualified domain names (FQDNs). =0 switches.
Netstat -n Shows both addresses and port numbers in numerical form.

(Continues)
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includes a listing of
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known ports in the
range of 0 to 1023.
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TABLE 14.6 (Continued)

Command

Comments

Netstat -o

Netstat -p protocol
Netstat -p TCP

Netstat

I
S

Netstat -s

Netstat interval
Netstat 15

Includes the process that owns the connection.

Shows connections for specific protocols. You can use any of
the following protocols: IP, IPv6, ICMP, ICMPv6, TCP, TCPv6,
UDP, or UDPv6. For example, netstat -p TCP would
show connections for TCP only.

Shows the routing table. This is the same routing table
you can see with the route print command.

Shows statistics for the protocols running on the system. This
includes packets received, packets sent, errors, and more.

Redisplays the statistics after waiting the interval period. The
interval is specified in seconds as netstat 15 to wait 15
seconds before executing the netstat command again.

Listing 14.7 shows a basic listing of open ports for a computer running on a
network without any Internet Explorer sessions opened. With a few web pages
open in Internet Explorer, the number of open ports can easily fill a page.

Listing 14.7: Output of netstat command

C:\Users\Dar>netstat

Active Connections

Proto Local Address Foreign Address State

TCP 192.168.1.114:135 WIN7-PC:49766 ESTABLISHED

TCP 192.168.1.114:1030 WIN7-PC:49767 ESTABLISHED

TCP 192.168.1.114:1060 MYBOOKWORLD: microsoft-ds
ESTABLISHED

TCP 192.168.1.114:2078 beta:http ESTABLISHED

TCP 192.168.1.114:3389 Server08R2:56080 ESTABLISHED

TCP [fe80::41f0:f763:5451:198a%10]:135 Darril-PC:50506

ESTABLISHED

The local address indicates the local computer (with an IP address of 192.168.1.114)
and is in the format of IP address: port. The foreign address indicates the name
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or IP address of the remote computer. The State column indicates the state of the
connection.
Some of the common states of a connection are as follows:

ESTABLISHED
LISTENING

CLOSE_WAIT Indicates that the system is waiting for a final packet from the
remote system to close the connection

Indicates that a TCP session is established

Indicates the system is ready to accept a connection

For a full listing of all possible session connections, check out RFC 793 (www .
fags.org/rfcs/rfc793.html). Some connection states are described in RFC
793 with a hyphen, but netstat displays them with an underscore. For example,
RFC 793 uses CLOSE-WAIT, but netstat displays CLOSE_WAIT.

You may run the netstat command and see something that looks suspicious.
For example, the Foreign Address of beta:http looks a little odd, and you may
want to get more information about it. You can use the netstat -b command
to identify the application or process using the port, as shown in Listing 14.8.
The netstat-b command is one of the commands that must be run from an
administrator prompt.

Listing 14.8 Using netstat -b to identify applications and processes

C:\>netstat -b

Active Connections

Proto Local Address Foreign Address State

TCP 192.168.1.114:135 WIN7-PC:49766 ESTABLISHED
RpcSs

[svchost.exe]

TCP 192.168.1.114:1030 WIN7-PC:49767 ESTABLISHED
[spoolsv.exe]

TCP 192.168.1.114:1060 MYBOOKWORLD:microsoft-ds ESTABLISHED
Can not obtain ownership information

TCP 192.168.1.114:2078 beta:http ESTABLISHED
[OUTLOOK . EXE]

TCP 192.168.1.114:3389 Server08R2:56080 ESTABLISHED
CryptSvc

[svchost.exe]

If you have a little information about ports, you can use the output of the netstat
command, the names of the applications, and the port numbers to determine what
each of the ports is doing.
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If you want to search
RFC 793, you need
to search with the
hyphen. For exam-
ple, you can search
CLOSE-WAIT, but
you won’t find any-
thing if you search
on CLOSE_WAIT.

<
<
netstat can be
useful in detect-
ing spyware and
malware. If the
applications are

unknown, they may
be malicious.


http://www.faqs.org/rfcs/rfc793.html
http://www.faqs.org/rfcs/rfc793.html
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Port 135 Port 135 is used for NetBIOS and Remote Procedure Calls (RPCs) in
Windows systems. This shows an IPv4 connection (the first line) with another
computer named Win7-PC in the network.

Port 1030 This is being used by the print spooler service (spoolsv.exe).

Port 1060 This port is being used to connect to a network drive (named
MYBOOKWORLD) that is mapped to the system as an additional drive.

Port 2078 This is being used by Microsoft Outlook for a connection to the Internet.

Port 3389 CryptSvc is short for the Cryptographic Services service. Port 3389
is the port used by Microsoft for Remote Desktop Services (RDS). Combined, they
indicate an RDS session is established with a remote computer named Server08R2.

That still may not be enough information if the application looks suspicious.
You can use the following steps to get more information about any of these
connections:

1. Enter netstat at the command prompt.

2. Review the listing, and determine whether there are ports you want
to investigate more.
Note the port number in the Local Address column. For example,
you may want to investigate the beta:http line, which shows port 2078.

3. Enter netstat -ano at the command prompt.
This provides a more detailed listing including the process ID (PID).
Look for the line with your port number. The following code snippet
shows the line for this port:

Proto Local Address Foreign Address State PID
TCP 192.168.1.114:2078 65.55.11.163:80 ESTABLISHED 5356

The PID column shows a PID of 5356 for port 2078.

4. Launch Task Manager by pressing the Ctrl+Shift+Esc keys at the
same time.

5. Select the Processes tab.
6. Click View, and click Select Columns.

7. Select the PID (Process Identifier) box. Click OK.
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8. Look for the entry with the PID you’re interested in. Your display will
look similar to Figure 14.3.
Notice that it shows that the Image Name value (the process) is

File Options View Help
Apphehonsl Processes }Senrloes | Performance | Networking | Users |
=
Image Name PID User Name  CPU Memory (Private Working Set) Description A
QLECTRL.exe *32 4512 Darril oo 248K Quick Launch Buttons
GoogleQuickSearc... 4356  Darril 00 2,55 K Google Quick Search Box
HpgToaster.exe *32 5000 Darril oo 196 K HpgToaster Module
SynTPHelper.exe 5004 Darril oo 696K  Synaptics Pointing Device Helper
notepad.exe 5180 Darril 0o 512K Motepad
VMWindow. exe 5216 Darril oo 8,248K Windows Virtual PC
and.exe 5224 Darril oo 116K Windows Command Processor
wuaudf_:.E_}(E 5 5312 Da__rr!l 0o 204K er_\quws \_deatE F |
OUTLOOK.EXE *32 5355 Darril oo 11,238 K Microsoft Outiook |
EXCEL.EXE *32 5718 Darril oo 4,024K  Microsoft Excel =
mmc.exe 5920 Darril oo 6,800 K Microsoft Management Console ‘
splwowsd.exe 6124 Darril 0o 1,584 K  Print driver host for 32bit applications E
SnagitEditor.exe ... 6196 Darril 02 20,936 K Snagit Editor
POWERPNT.EXE *32 6252 Darril oo 1,592K Microsoft PowerPoint -
4 m | ¥
B
Processes: 98 CPU Usage: 15% Physical Memary: 57%

FIGURE 14.3 Locating the PID in Task Manager

9. Launch the Performance Monitor by clicking Start, typing in
perfmon, and pressing Enter.

a. In Windows Server 2008, the default display shows the resource
overview. This provides the information you need.

b. In Windows Server 2008 R2 and Windows 7, you need to launch
the Resource Monitor by right-clicking Monitoring Tools and
selecting Resource Monitor.

10. Look for the PID in the CPU, Disk, Network, and Memory sections.
This allows you to get additional information on the process such
as how much resources the process is consuming. Figure 14.4 shows
the Resource Monitor on a Windows 7 system.

You can get more advanced in your searches to narrow down the source of con-
nections. The goal of these steps isn’t to make you a master at identifying all the
resources that an open port may be using but instead to show you some of the possi-
bilities. It gives you a chance to dig into your system and learn a little more about it.
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One of the risks with
Telnet is that com-
mands go across

the network in clear
text. An attacker
with a sniffer can
capture the traffic
and easily read it.
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FIGURE 14.4 Viewing resource usage in the Resource Monitor on a Windows 7 system

Installing Telnet

Telnet is a lesser used tool for troubleshooting. It is not installed in Windows
systems by default because of security risks, but it can be added. Attackers often
use Telnet to check for open ports on a system that has Telnet enabled, so it is
more secure to keep Telnet disabled unless it’s needed.

When Telnet is installed on client and server computers, you can connect a
Telnet client to a Telnet server. It provides a command-line interface that allows
you to run Telnet commands from the Telnet client that are executed on the
Telnet server. Commands include command-line programs, shell commands,
and scripts.

Many programs that use Telnet can be configured to encrypt the traffic with
Secure Shell (SSH). The ensures that attackers are not able read the traffic.
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You can use the following steps to install both the Telnet client and the Telnet | EGN_NG

server on a Windows Server 2008 server:
Telnet presents

1. Click Start > Administrative Tools > Server Manager. significant risks
) to computers in a
2. Select Features. Click Add Features. network. You should

. . not install Telnet on
3. Scroll down, and select Telnet Client and Telnet Server, as shown in (e ey

Figure 14.5. Click Next. duction environment

unless it’s actually

4. Click Install. When the installation is complete, click Close. needed.

At this point, Telnet is installed. If you enter telnet /? at the command
prompt, it will show the output of a help file. You can start a Telnet session from
a Telnet client with the following command:

Telnet TelnetServerName

If you have more interest in Telnet, you can check out Microsoft’s Telnet
Operations Guide at http://technet.microsoft.com/library/
cc753164.aspx.

Add Features Wizard | x|

:ﬁ Select Features

GEakaE Select one or more features to install on this server.
‘Confirmation Features: Description:
Progress ] Quality Windows Aude Video Experiznce - g:';:ﬁf:;’;;‘:;‘i ;:':;rtnfn“‘:;':tf:n
Resuits [] Remate Assistznce and run programs using a Telnet

[ Remote Differential Compression dient, including UNDX-based dients.
= [ Remote Server Administration Tools (Installed)

[] Removable Storage Manager

[] RPC aver HTTP Proxy

[[] simple TCP/IP Services

[] sMTP Server
[ sNMP Services

[] Storage Manager for SANs

[] subsystem for UNDX-based Applications

[¥] Telnet Client

[¥] Telnet Server

[] TFTP Client

[ indows Internal Database

[ Windows PowerShell
[] Windows Process Activation Service
[] windows Server Backup Features

D Windows System Resource Manager

] WINS Server

[] wireless LAN Service

=

More about features

< Previous | Next > | Install | Cancel |
veamal | 5w omim | e IS sl e | Etn (38 Al a1 s

FIGURE 14.5 Adding the Telnet Client and Telnet Server features
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THE ESSENTIALS AND BEYOND

In this chapter, you learned about many different methods for troubleshooting network and
connectivity problems. You use these tools from the command prompt. Useful commands
include ipconfig, ping, tracert, pathping, and netstat. You learned how
to use these tools to check the configuration of a system and check its interoperability on
a network. You also learned how Telnet can be added to a system if needed.

ADDITIONAL EXERCISES

» Remove all of the entries in your hosts cache that have been resolved by DNS.
» |dentify your default gateway, and check connectivity with it.

» |dentify the DNS server you are using, and identify how many routers are between
your computer and the DNS server.

» Identify whether there is any packet loss on routers between your computer and your
DNS server.

To compare your answers to the author’s, please visit www.sybex.com/go/
networkingessentials.

REVIEW QUESTIONS
1. What switch can you use to view help for a command?
A. /7? C. /hlp
B. ? D. /?Help

2. What command can you use to determine a computer’s default gateway?
(Choose all that apply.)

A. idpconfig C. netstat
B. ipconfig /all D. telnet

3. You want to verify a computer can connect with the default gateway. It has an
IP address of 192.168.1.1. What command should you use?

A. netstat 192.168.1.1 C. ping 192.168.1.1
B. 192.168.1.1 Netstat D. 192.168.1.1 Ping

4. You want to ensure that the ping command only uses IPv4. What switch
should you use?

(Continues)
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THE ESSENTIALS AND BEYOND (Continued)

5.

You use the ping command to check connectivity with a server named DC1
and receive the following error: “Ping request could not find host dcl. Please
check the name and try again.”

What does this error mean?
A. DHCP is down. C. Arouter is not configured properly.
B. Name resolution didn’t work. D. The default gateway isn’t configured.

You use the ping command to check connectivity with a server named FS1
and receive the following error: “Destination Host Unreachable.”

What is the most likely reason for this error?
A. DHCP is down. C. Avouter is not configured properly.
B. Name resolution didn’t work. D. DNS isn’t configured.
True or false.You can measure packet loss using the tracert command.

What tool can you use to view TCP/IP statistics including the number of packets
that have been sent and received?

What is the command to view all open ports including known applications on a
Windows Server 2008 system?

A. dpconfig /all C. netstat
B. pathping D. netstat -b
True or false.The Telnet client is installed by default in Windows Server 2008.
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APPENDIX A

Answers to Review
Questions

Chapter 1

1. C Afirewall provides a layer of security for a computer that has a direct
connection to the Internet. Routers connect subnets. Switches connect com-
puters. A virtual private network (VPN) provides access to a private network
over a public network.

2. True Wireless access points (WAPs) often provide connectivity for wireless
clients to the Internet.

3. A Alocal area network (LAN) is a group of computers connected in a single
connection. A wide area network (WAN) is a group of computers connected
across two or more locations. A virtual LAN is an advanced implementation of
a switch and wasn’t covered in this chapter. A virtual private network (VPN)
allows connectivity to a private network over a public network.

4. bits Alowercase b indicates bits. An uppercase B indicates bytes.

5. B A domain supports single sign-on where each user needs only one user-
name and password. A workgroup requires users to have multiple usernames
and passwords to access multiple computers. A wide area network (WAN)
typically connects two or more LANs over separate geographical distances. A
VPN provides access to the private network over a public network.

A group of computers connected together in a network

Typically two or more LANs connected together over a large geographical
distance

8. D A virtual private network (VPN) allows connectivity to a private network
over a public network such as the Internet. A domain controller hosts Active
Directory but does not provide connectivity over the Internet. A local area
network (LAN) connects multiple computers in a single location. A wireless
access point (WAP) is used to provide connectivity to wired networks from
wireless clients.
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10.

A, C Remote access servers are either dial-up or virtual private network (VPN)
based. Neither a wireless access point (WAP) nor a domain controller are types of
remote access servers.

False Standards go through stages before they are considered standards, and
many RFCs are submitted as Informational documents that do not go through
stages to become standards.

Chapter 2

1.

10.

C Broadcast traffic is sent from one device to all other devices in a subnet.
Unicast goes from one device to another device. Multicast goes from one device to
many devices.There is no such thing as allcast.

False A switch passes broadcast.

C Switches connect devices together, and routers connect subnets together. They
are not the same. Switches pass broadcasts, but routers do not pass broadcasts.

True Bridges can connect dissimilar physical topologies such as twisted pair on
one network with fiber-optic connections on another network.

rules The most basic hardware- or network-based firewall is simply a router with
rules.These rules control both inbound and outbound traffic.

A software component that provides protection for a single system
Network-based firewalls include both hardware and software.

False A crossover cable is used to connect similar devices such as a switch to a
switch, or a switch to a router. A straight-through cable is used to connect a com-
puter to a switch.

D T568B defines the standard color code for twisted-pair cables.

a perimeter network (or DMZ) A perimeter network provides a layer of pro-
tection for systems that are accessible from the Internet.

An extranet An extranet is accessible via the Internet but only to trusted
entities.

Chapter 3

seven The OSI Model has seven layers.

Various answers are possible. One mnemonic is All People Seem To Need
Data Processing for layers 7 down to layer 1. Another mnemonic is Please Do Not
Throw Sausage Pizza Away for layers 1 up to layer 7.
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10.

False TCP is a connection-oriented protocol. UDP is connection-less.
B A unit of data at theTransport layer is a segment.

C A Media Access Control (MAC) address, or physical address, is composed of six
pairs of hexadecimal characters. Valid hexadecimal characters are 0 through 9
and A through F.

Network Both IPv4 and IPv6 operate on the Network layer.

TCP and UDP The two primary protocols operating on the Transport layer are
TCP and UDP. Several otherTransport layer protocols exist, but these are the ones
stressed in this chapter.

True Devices such as hubs on layer 1 have very little intelligence. Devices such
as advanced firewalls on layer 7 have much more intelligence.

C Routers operate on the Network layer, layer 3.

E Proxy servers operate on the Application layer, layer 7 of the OSI Model.

Chapter 4

10.

B TCP is a connection-oriented protocol. UDP is connection-less.

True UDP does not provide guaranteed delivery of data. Undetected data loss is
possible.

A, B, D Streaming media and VolP traffic all commonly use UDP since the over-
head of TCP can slow traffic down.

C The Address Resolution Protocol resolves IP addresses to MAC addresses.

SMTP, POP3, and IMAP4 Simple Mail Transfer Protocol (SMTP), Post Office
Protocol version 3 (POP3), and Internet Message Access Protocol version 4
(IMAP4) are used for email.

IPSec Internet Protocol Security is used with L2TP (as L2TP/IPSec) for VPNs.

IGMP The Internet Group Management Protocol is used to manage multicast
transmission.

D RDS uses port 3389. LDAP uses port 389. Secure LDAP uses port 636. PPTP
uses port 1701.

B SMTP uses port 25. L2TP uses port 1723. RDS uses port 3389.

C Kerberos uses port 88. SMTP uses port 25. HTTP uses port 80. HTTPS uses port 443.
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Chapter 5

1.

10.

B IPv4 addresses are in dotted decimal format. Each decimal must be between 0
and 255.You cannot use 256, since 256 is not a valid number in an IPv4 address.

C The first decimal in a Class C address is in the range of 192—-224.

False The first one has a network ID of 192.168.1.0, and the second one has a
network ID of 192.168.2.0.

True Both have a network ID of 10.0.0.0.

Point B The default gateway is the interface on the near side of the router for
the subnet.

C The /26 in the IP address is CIDR notation indicating how many bits are a 1
in the subnet mask. The first octet has eight 1s, the second octet has eight 1s,
the third octet has eight 1s, and the fourth octet has two 1s.The subnet mask is
255.255.255.192.

B The reserved IP address ranges are as follows:
10.0.0.1 through 10.255.255.254
172.16.0.1 through 172.31.255.254
192.168.1.1 through 192.168.255.254
IP addresses can’t have numbers greater than 255 as in 10.80.256.1.

C The formula is 2" — 2 where h is the number of bits used in the host ID. Since
26 bits are used in the network ID, 6 bits are left for the host ID (32 — 26 = 6)
and 26 — 2 = 62.

False The first [P address has a subnet mask of 255.255.255.192 and a

network ID of 192.168.1.64.The second IP address has a subnet mask of
255.255.255.192 and a network ID of 192.168.1.128.

A An address starting with 169.254 is an APIPA address. An APIPA address is
assigned to DHCP clients when a DHCP server can’t be reached. Manually configuring
the default gateway or the DNS server IP address isn’t needed for a DHCP client.

Chapter 6

1.

C [Pv6 addresses are expressed as groups of hexadecimal characters.Valid hexa-
decimal characters are 0 through 9 and a through f. Characters such as x, g, and
h are not valid.

E Unique local addresses are assigned as private addresses.They have a prefix of
fd hexadecimal.
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3.

D Internet Protocol Security (IPSec) is built into IPv6 and allows IPv6 to easily
encrypt traffic.

False The IPv6 prefix of fd is for unique local addresses. Link-local addresses
have a prefix of fe80.

Teredo Teredo is a tunneling protocol that encapsulates IPv6 packets within IPv4
datagrams. A lesser used protocol is 6to4, which can also be a valid answer.

unique local addresses Unique local addresses are assigned to hosts on pri-
vate networks.

A Network Discovery uses ICMPv6 messages for router discovery.

global unicast Global unicast addresses are used on the Internet.They have a
prefix of 2.

Chapter 7

1.

A, B Electromagnetic interference (EMI) and radio frequency interference (RFI)
can cause problems for networks.

A Ashort-duration increase in AC power is a power spike. A power surge is a rel-
atively long-duration increase in AC power. Surge protectors can protect against
power spikes and surges.

False An uninterruptible power supply (UPS) provides short-term power when
power fails.The goal is to keep the system operational long enough to do a logical
shutdown or to allow a generator to power up and stabilize before shifting from
UPS power to the generator power.

True The shielding in shielded twisted pair (STP) provides protection against
interference and cross talk.

100 Twisted pair is limited to no more than 100 meters between devices. A
repeater can extend the length of the cable.

C CAT 6 cable is rated at 1000 Mpbs. CAT 6A is rated at 10000 Mpbs.

Twisted pair using four twisted pairs The T indicates twisted pair, and cur-
rently used twisted-pair cables have four twisted pairs.

A, B, C Protocol analyzers can capture traffic going across a network. These are
commonly called sniffers, and Microsoft’s Network Monitor is one example of a
protocol analyzer.

A 802.11¢ uses 2.4 GHz.
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Chapter 8

N -

10.

modular switch You can expand a modular switch by adding modules.

B Ports on a 100 Mbps switch are labeled with F or Fa to indicate Fast Ethernet.
The first port is 0, and the second port is 1. E is for 10 Mbps ports, and 1000
Mbps ports use Gi.

False A layer 2 switch creates separate collision domains, not separate broadcast
domains.

C Switches create a separate collision domain for every device connected to the
switch. Bridges creates separate collision domains but not one for every device.
There’s no such thing as a managed hub. Firewalls don’t create separate broad-
cast or collision domains.

False A managed switch needs to be configured by an administrator to take
advantage of the capabilities. Unmanaged switches work just by plugging them in.

router A layer 3 switch provides routing on layer 3 just like a router. It does so
using hardware capabilities, so it is quicker than a router that routes using soft-
ware capabilities.

A Switches create MAC tables to map MAC addresses to physical ports. Routers
have routing tables to track subnetworks; although it’s feasible to call a routing
table a layer 3 table, it isn’t an actual term, and it would track subnetworks, not
computers.There’s no such thing as a managed table.

C The minimum number of ports required for a VLAN is two. If the port has 48
ports, you can create as many as 24 VLANSs.

D The five combined ports give a combined speed of 500 Mbps, and since full-
duplex is being used, data can travel both ways, giving an effective throughput of
1000 Mbps (1 Gbps).

Port security Port security includes configuring the switch with specific MAC
addresses and blocking access to unused ports.

Chapter 9

A The router knows only about directly connected routes by default.

D The easiest way is to add static routes to each router. Although you could add
routing protocols such as OSPF or RIPv2 to create dynamic routes, it’s much
easier to just add static routes if you have only two routers and three subnets.

False Routers use the least cost path based on the metric to determine the best path.
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Routing table A router stores all known routes in a routing table.

A, B, C Routing protocols allow clients to learn routes from each other dynami-
cally. Common routing protocols on internal networks are RIPv2 and OSPF. ARP
translates [P addresses to MAC addresses.

False Windows Server 2008 supports RIPv2 but not OSPF.

B A DHCP relay agent can be added to relay DHCP BootP broadcasts through
routers that are not RFC 1542 compliant. RFC 1542-compliant routers can for-
ward DHCP and BootP broadcasts. Adding another DHCP server would be an
expensive solution and would work only if you had only two subnets connected. If
you used this solution, you would need to add DHCP servers for every subnet.

C The IGMP Router and Proxy service can be added to a Windows Server 2008
server router so that it passes multicast traffic.

Chapter 10

1.

D Host names are used on the Internet. Internal networks can have host names
and/or NetBIOS names.

B, D Both host names and NetBIOS names are used on Microsoft networks,
though the usage of NetBIOS names is being phased out. DNS resolves host
names, and WINS resolves NetBIOS names.

False The primary name resolution method for NetBIOS names is WINS.

True Entries in the hosts file are automatically placed in the host cache
(also called the DNS resolver cache).These entries can be viewed by entering
ipconfig /displaydns atthe command prompt.

C The ipconfig /displaydns command will display the host name cache.
The ipconfig /flushdns command clears the cache.The nbtstat com-
mands are used with NetBIOS names.

False WINS operates only on internal Microsoft networks to resolve NetBIOS
names. WINS is not used on the Internet.

A The ipconfig /flushdns command removes entries from the host cache
that have been resolved from a DNS server.

Link-local multicast name resolution (LLMNR) An IPv6 address with a
prefix of fe80 is a link-local address. LLMNR is used for name resolution of link-
local addresses.
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Chapter 11

1.

A The Internet is considered the riskiest network security zone. Users with Internet
access from anywhere in the world can attack resources placed directly on the
Internet.

Network Address Translation (NAT) NAT is a service that can run on routers
and proxy servers. It translates public and private IP addresses, reduces the num-
ber of public IP addresses needed by a company, and hides internal computers.

C A proxy server can restrict access to certain websites by using filters. The filter
includes what websites are restricted and blocks them, or it includes what web-
sites are allowed and blocks all others.

True A perimeter network (also called a demilitarized zone or DMZ) provides a
layer of security for Internet-facing servers.

A, B Perimeter networks can be created with one or two firewalls. One firewall
is cheaper, though a perimeter network created with a single firewall can be more
complex to create. Although a third or fourth firewall can technically be added to
a perimeter network, they would be redundant and don’t follow perimeter net-
work models.

C Network discovery is a service that allows computers to discover other comput-
ers on the network.

An extranet An extranet provides access to internal resources to trusted entities
over the Internet.

Chapter 12

1.

o

B, C The SSID is a logical network name for a WLAN and has a maximum alpha-
numeric value of 32 bits. It doesn’t identify the device type, and it doesn’t identify
the security encryption method.

False Wireless networks (802.11 networks) use CSMA/CA. 802.3 networks use
CSMA/CD.

D 802.11a networks use 5 GHz.They have a speed of 11 Mbps.

A IEEE 802.11b and 802.11g operate in the 2.4 GHz range. 802.11a operates
in the 5 GHz range, and 802.11n is compatible with all three standards. None of
the standards uses 4.1 GHz or 2.4 MHz.

C, D 802.11n networks can use 2.4 GHz and 5 GHz.They have a speed of 300 Mbps.
B 802.11b networks can be as fast as 11 Mbps.
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7. True 802.11n networks use MIMO technology allowing them to operate at 300
Mbps and sometimes higher.

8. D WPA2 Enterprise Mode is the strongest. WPA2 Enterprise mode uses an 802.1x
server, while WPA2 Personal mode only needs a preshared key.

9. False AWAP is only an access point, but a wireless router includes an access
point and additional components such as a router, a switch, and DHCP.

10. B A Point-to-Point (P2P) wireless bridge can connect wired networks in two
buildings 25 miles apart.

Chapter 13

1. A, C, D Dial-up, DSL, and broadband cable are all methods that a SOHO could
use for Internet access.

B An ISDN BRI uses two 64 Kbps B channels and one D channel.

B DSL connections require the user to be close to a central office since the digital
signal can’t travel as far over telephone lines as an analog signal.

4. False E1 and E3 lines are used in Europe.T1 and T3 lines are used in the United
States.

5. A A Tlis1.544 Mbps. An E1 is 2.048 Mbps, an E3 is 34.368 Mbps, and aT3 is
44.736 Mbps.

6. C The Routing and Remote Access Services service is part of the Network Policy
Access Services role.You can configure it as aVPN or a dial-up server.

A, B, C PPTP, L2TP, and SSTP are all valid tunneling protocols.

C RADIUS is used for central authentication and logging. It cannot be used as a
WAN link and doesn’t provide encryption.

Chapter 14

1. A The /7 switch provides help for almost any command.The format is command
/?,asin ipconfig /7.

A, B Both ipconfigand ipconfig /alT will show the default gateway.

C The ping command checks connectivity with remote computers.You can fol-
low the computer name with the IP address.

4. -4 You can use the ping -4 computername or ping -4 IPAddress
command to ensure that ping uses IPv4.
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10.

B The error indicates that the host could not be resolved to an IP address. It could
be a problem with DNS (or another type of name resolution), or it could be the
host name is not entered correctly in the ping command.

C The error usually indicates a problem with routing. It could be that a router is
not configured correctly or that one of the two systems does not have its default
gateway configured correctly.

False tracert will identify the routers in the path, but it will not measure
packet loss. pathping can measure packet loss.

netstat netstat (network statistics) can show statistics for protocols running
on a system.

D netstat -b shows all the connections that all applications are using to
connect to the network. netstat (without the -b switch) does not list the
applications.

False Telnet is not installed by default in Windows Server 2008.You can add
Telnet as a feature.
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Microsoft’s
Certification Program

Since the inception of its certification program, Microsoft has certified
more than 2 million people. As the computer network industry continues to
increase in both size and complexity, this number is sure to grow—and the
need for proven ability will also increase. Certifications can help companies
verify the skills of prospective employees and contractors.

Microsoft started with the Microsoft Certified Professional (MCP) program
that validated individuals’ knowledge and expertise on a wide variety of prod-
ucts. It has expanded these certifications into multiple categories:

Microsoft Technology Associate (MTA) The MTA certifications are entry-level
certifications that are available only at academic institutions. They validate an
individual’s knowledge and basic understanding of key technology concepts.
The three IT professional series certifications are Networking Fundamentals,
Security Fundamentals, and Windows Server Administration Fundamentals.
There are also several developer certifications. You must take and pass one
exam to earn each MTA certification.

Microsoft Certified Technology Specialist (MCTS) The MCTS is the next
level of certification. For people who are not in an academic institution, these
certifications can be the first certifications they earn. The MCTS certification
program targets specific technologies instead of specific job roles. You must
take and pass one to three exams to earn an MCTS certification in different
technologies.

Microsoft Certified IT Professional (MCITP) The MCITP certification is a
Professional Series certification that tests network and system administra-
tors on job roles rather than only on a specific technology. The MCITP cer-
tification program generally consists of one to three exams in addition to
obtaining an MCTS-level certification.

Microsoft Certified Professional Developer (MCPD) The MCPD certification
is a Professional Series certification for application developers. Similar to the
MCITP, the MCPD is focused on a job role rather than on a single technology.
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The MCPD certification program generally consists of one to three exams in
addition to obtaining an MCTS-level certification.

Microsoft Certified Master (MCM) The MCM program is for experienced IT
professionals who want to deepen and broaden their technical expertise on spe-
cific Microsoft server products. It includes three weeks of highly intensive class-
room training, three computer-based tests, and one lab-based exam for each of
the MCM certifications. There are five separate MCM certifications.

Microsoft Certified Architect (MCA) The MCA is Microsoft’s premier certifica-
tion series. Obtaining the MCA requires a minimum of 10 years of experience
and passing a review board consisting of peer architects.

Certification Objectives Map

Table A.1 provides objective mappings for the Microsoft Technology Associate
(MTA) Networking Fundamentals Exam (98-366). It identifies the chapters and
sections where the 98-366 exam objectives are covered.

TABLE A.1 Exam 98-366 objectives map

Objectives Chapter and section

Understanding Network Infrastructures  Chapters 1, 5, 8, 11, 12, and 13

¢ Understand the concepts of Internet, Chapter 11: Understanding Risks on the Internet,
intranet, and extranet. Exploring an Intranet, Understanding Firewalls,
This objective may include but is not Identifying a Perimeter Network, Understanding
Extranets

limited to VPN, security zones, firewalls.

¢ Understand local area networks (LANs). Chapter 1: Networking Small Offices and Home

This objective may include but is not Offices, Networking Enterprises

limited to perimeter networks, address- Chapter 5: Exploring the Components of an IP
ing, reserved address ranges for local ~ Address

use (including local loopback IP), Chapter 8: Comparing Managed and Unmanaged
VLANSs, wired LAN, and wireless LAN.  Switches

Chapter 11: Identifying a Perimeter Network

Chapter 12: Exploring Basic Wireless Components

(Continues)
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TABLE A.1 (Continued)

Objectives

Chapter and section

e Understand wide area networks (WANs).

This objective may include but is not
limited to leased lines, dial-up, ISDN,
VPN, T1, T3, E1, E3, DSL, cable, and
so on, and their characteristics (speed,
availability). Item idea: Map T1, and so
on, to a LAN or WAN.

e Understand wireless networking.

This objective may include but is not
limited to types of wireless network-

ing standards and their characteristics
(802.11A,B,G,N including different GHz
ranges), types of network security (WPA/
WEP/802.1X, and so on), Point-to-Point
(P2P) wireless, wireless bridging.

e Understand network topologies and
access methods.

Understanding Network Hardware

e Understand switches.

This objective may include but is not
limited to transmission speed, number
and type of ports, number of uplinks,
speed of uplinks, managed or unman-
aged switches, VLAN capabilities,
Layer 2 and Layer 3 switches, security
options, hardware redundancy, support,
backplane speed, switching types, MAC
table, understanding capabilities of
hubs vs. switches.

Chapter 1: Networking Enterprises

Chapter 13: Comparing Connectivity Methods used
in Homes and SOHOs, Comparing Connectivity
Methods in Enterprises

Chapter 12: Comparing Networking Standards
and Characteristics, Comparing Network Security
Methods, Using Wireless Networks, Understanding
Point-to-Point Wireless

Chapter 13: Exploring Remote Access Services

Chapter 11: Exploring an Intranet, Understanding
Firewalls, Identifying a Perimeter Network,
Understanding Extranets

Chapters 2, 7, 8, and 9

Chapter 2: Understanding Network Hardware

Chapter 8: Connecting Multiple Computers
Together, Understanding Physical Ports,
Comparing Hubs and Switches, Comparing
Managed and Unmanaged Switches, Exploring
Switch Speeds, Understanding Security Options

(Continues)
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TABLE A.1 (Continued)

Objectives

Chapter and section

Understand routers.

This objective may include but is not
limited to transmission speed consid-
erations, directly connected routes,
static routing, dynamic routing (routing
protocols), default routes, routing table
and how it selects best route(s), rout-
ing table memory, NAT, software rout-
ing in Windows Server.

Understand media types.

This objective may include but is not
limited to cable types and their char-
acteristics, including media segment
length and speed, fiber optic, twisted-
pair shielded or nonshielded, CATxx
cabling, wireless, susceptibility to
external interference (machinery, power
cables, and so on), susceptibility to
electricity (lightning), susceptibility

to interception.

Understanding Protocols and Services

Understand the OSI model.

This objective may include but is not
limited to OSI Model, TCP Model,
examples of devices, protocols, appli-
cations and which OSI/TCP layer they
belong to, TCP and UDP, well-known
ports for most used purposes (not nec-
essarily Internet), packets and frames.

Chapter 2: Understanding Network Hardware

Chapter 9: Connecting Multiple Networks
Together, Routing Traffic on a Network, Identifying
Transmission Speed Considerations, Software
Routing in Windows Server 2008, Understanding
Other Routing Protocols

Chapter 7: Identifying Problems with Connectivity,
Exploring Cable Types and Their Characteristics

Chapters 3, 4, 5, 6, 9, 10, 13, and 14

Chapter 3: Understanding the OSI Model,
Understanding the TCP/IP Model, Mapping Devices
on the OSI and TCP Models, Mapping Protocols on
the OSI and TCP/IP Models

Chapter 4: Understanding Ports

(Continues)
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TABLE A.1 (Continued)

Objectives Chapter and section

Understand IPv4.

This objective may include but is not
limited to: subnetting, IPconfig, why
use IPv6, addressing, IPv4 to IPv6
tunneling protocols to ensure back-
ward compatibility, dual IP stack,
subnetmask, gateway, ports, packets,
reserved address ranges for local use
(including local loopback IP).

Understand IPvé6.

This objective may include but is not
limited to subnetting, IPconfig, why use
IPv6, addressing, IPv4 to IPv6 tunnel-
ing protocols to ensure backward com-
patibility, dual IP stack, subnetmask,
gateway, ports, packets, reserved
address ranges for local use (including
local loopback IP).

Understand name resolution.
This objective may include but is not

limited to DNS, WINS, steps in the
name resolution process.

Understand networking services.

This objective may include but is not
limited to DHCP, remote access.

Understand TCP/IP.

This objective may include but is not limited
to tools such as ping, tracert, path-
ping, Telnet, ipconfig, netstat,
reserved address ranges for local use
(including local loopback IP), protocols.

Chapter 5: Exploring the Components of an IPv4
Address, Exploring an IPv4 Address in Binary,
Subnetting IPv4 Addresses

Chapter 6: Understanding the Dual IP Stack
Chapter 9: Connecting Multiple Networks Together

Chapter 6: Exploring IPv6 Addresses,
Exploring the Components of an IPv6 Address,
Understanding the Dual IP Stack

Chapter 10: Exploring Types of Names Used in
Networks, Exploring Types of Name Resolution,
Identifying the Steps in Name Resolution

Chapter 5: Comparing Manual and Automatic
Assignment of IPv4 Addresses

Chapter 6: Comparing Manual and Automatic
Assignment of IPv6 Addresses

Chapter 13: Exploring Remote Access Services

Chapter 14: Using the Command Prompt,
Checking the TCP/IP Configuration with ipconfig,
Troubleshooting Connectivity with ping, Identifying
Routers with tracert, Verifying the Routed Path
with pathping, Viewing TCP/IP Statistics with net-
stat, Installing Telnet
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Note to the reader: Throughout this index boldfaced page numbers indicate primary discussions of a topic.

Italicized page numbers indicate illustrations.

A

A (host) DNS record, 206
AAAA (host) DNS record, 206
AC voltage anomalies. See power spikes
ACK (acknowledge) flag, 64, 66
Active Directory
DNS and, 10, 205
domains and, 9
Kerberos and, 77, 82
LDAP and, 82
RADIUS and, 280
SRV records and, 206, 207
Active Directory Domain Services (AD DS),
8,44, 76
Address Resolution Protocol. See ARP
administrative permissions, command prompt,
285-286
ADSL (asymmetric DSL), 265
Advanced Encryption Standard (AES), 252
American Standard Code for Information
Interchange. See ASCII table
analog/digital signals, 266, 266
AND logic, Boolean, 99
anycast traffic, 25, 122
APIPA (Automatic Private Internet Protocol
Addressing), 94, 112-113, 113, 215
Application layer (OSI Model), 43-44
devices at, 57, 60
firewalls, 60
protocols, 43-44, 60
proxy servers, 60
Application layer (TCP/IP Model), 55
devices at, 57, 60
OSI Model layers v., 55, 57
protocols, 60

application layer filtering, 227-228
application-specific integrated circuits (ASIC)
speed, 170
ARP (Address Resolution Protocol), 48, 67—68,
68,91
ARP cache, 68, 68
arp command, 68
ASCII (American Standard Code for Information
Interchange) table, 44-45, 45
ASIC (application-specific integrated circuits)
speed, 170
asymmetric DSL (ADSL), 265
Asynchronous Transfer Mode (ATM), 51, 56, 60
authentication
802.1x, 249, 253-254
IPSec and, 74
Kerberos and, 77
RAS servers, 273-274
SSL and, 72
TLS and, 72
authentication server, 253, 253
authenticator, 253, 253
Automatic, service startup type, 37
Automatic (Delayed Start), 38
automatic assignment of IP addresses. See DHCP
Automatic Private Internet Protocol Addressing.
See APIPA

backplane speed, 170
bandwidth

speeds v., 167

throttling techniques, 267
basic rate interface (BRI), 272
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Basic Service Set (BSS), 258
BCP (Best Current Practice), 16
Berners-Lee, Tim, 17
Best Current Practice (BCP), 16
binary system
binary values, 96, 96-97
binary/decimal values, 96
decimal-to-binary converters, 97-98, 98
digit grouping, 97
dotted decimal format v., 96
IPv4 addresses and, 95-100
bits
ANDing, 99
high-order, 93
of IPv4 address, 95-98
ones and zeros, 52, 54, 197, 198, 266
Physical layer and, 52, 54
Bluetooth devices, 134, 244, 245
Boolean AND logic, 99
BootP broadcasts, 12, 24, 193
botnets (robot networks), 220-221
branch offices networks, 13-14, 14
BRI (basic rate interface), 272
bridges, 29, 29-30, 59. See also switches
broadband connections, 2-3, 264, 266-267, 267
broadcast domains
collision domain and, 27
defined, 26
broadcast name resolution, 205, 214
broadcast traffic, 23-25, 24
IPv6, 121
unicast traffic 0., 24-25, 78
BSS (Basic Service Set), 258
buffer zones. See perimeter networks
burned-in addresses. See MAC addresses
business class DSL, 265
business wireless networks, 258—259

C

cables (transmission media), 34-35, 144-150.
See also wireless networks

crossover, 34, 35, 146-147
straight-through cables v., 146-147
uplink ports and, 169

fiber-optic, 144, 147-148, 148

plenum-safe, 142

STP, 146

straight-through, 34, 35, 146-147

twisted-pair, 34-35, 144-146
categories, 145, 145
transmission speeds, 167-168

UTP, 146

cache

ARP, 68, 68

defined, 67

host cache (DNS resolver cache)
defined, 205, 210
viewing, 210-211

NetBIOS cache
defined, 205, 213
viewing, 213-214

proxy servers and, 224

Carrier Sense Multiple Access/Collision
Avoidance. See CSMA/CA

Carrier Sense Multiple Access/Collision Detection.
See CSMA/CD

CAs (certificate authorities), 73

case sensitivity, command prompt and, 285

categories, twisted-pair, 145, 145

central office, 265

certificate authorities. See CAs

certification. See Microsoft certification program

Challenge Handshake Authentication Protocol
(CHAP), 273

Challenge Handshake Authentication Protocol
version 2 (MS-CHAPv2), 274

Channel Service Unit/Data Service Unit
(CSU/DSU), 272, 273

CHAP (Challenge Handshake Authentication
Protocol), 273

checksum, 67

CIDR (Classless Inter-Domain Routing) notation,
98, 98,118, 153, 181
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Cisco
L2F, 77
M20 wireless router, 256, 257
routers, 175
Valet wireless router, 234, 241
class A network, subnetting, 104-105
class B network, subnetting, 103-104
class C network, subnetting, 100-104
classful IP addresses, 92-94
class A addresses, 92, 92-94, 93, 94
class B addresses, 92, 92-94, 93, 94
class C addresses, 92, 92-94, 93, 94
class D addresses, 78, 93
class E addresses, 93
classless IP addresses v., 100, 100
IPv6 prefixes v., 118-119
network ID of, 94, 94
Classless Inter-Domain Routing. See CIDR notation
classless IP addresses, 100, 100
client-to-gateway VPNs, 278
clones, 220-221
CNAME DNS record, 206
collision domains, 159, 159-161. See also CSMA/CD
broadcast domain and, 27
defined, 26
with hub, 159-160, 160
with switch, 160-161, 161
command prompt
administrative permissions, 285-286
case sensitivity, 285
help, 284
switch options, 285
commonly used ports, 81-82
computers. See also names, computer
home, with Internet access, 2, 2-3
multiple, connected with switches, 153-155
confidentiality
cross talk and, 143
SSL and, 72
TLS and, 72
connecting multiple computers, with switches,
153-155

connecting multiple networks, with routers,
175-179
connection-less, 47, 63, 83
connection-oriented, 47, 63, 83
connectivity methods (Internet access), 263-282
enterprise WANs, 263
digital signal lines, 270, 271
E1/E3 lines, 270, 271, 272-273
Ethernet WAN, 270, 273
ISDN, 2, 263, 264, 270, 271-272
T1/T3 lines, 270, 271, 272-273
homes and SOHOs
broadband, 2-3, 264, 266-267, 267
dial-up connection, 3, 14, 15, 264, 264
DSL, 264, 265, 265
satellite, 3, 264, 267-268, 268
RADIUS, 249, 253, 279-280
RAS servers, 273-279
authentication methods, 273-274
dial-up connection, 14, 15, 273, 274-276
VPN connection, 273, 276-277
VPN serversv., 15
rural areas, 268-269
connectivity problems, 133-143. See also sniffers
cross talk, 142-143, 143
eavesdropping (interception), 69, 77,
137-142, 251
EMI, 134, 135
fire hazards, 142
power sags, 134
power spikes, 134-137
power surges, 136
RFI, 134, 135
content checking, proxy server, 224-225
content filtering, 227
CRC (cyclical redundancy check), 65-66
cross talk, 142-143, 143
crossover cables, 34, 35
straight-through cables v., 146-147
uplink ports and, 169
cryptography
Cryptographic Services service, 302
symmetric, 77
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CSMA/CA (Carrier Sense Multiple Access/Collision
Avoidance), 243
CSMA/CD (Carrier Sense Multiple Access/Collision
Detection), 159
CSMA/CAv., 243
IEEE 802.3 and, 49
Physical layer and, 52
CSU/DSU (Channel Service Unit/Data Service
Unit), 272, 273
cyclical redundancy check (CRC), 65-66

D

DAP (Directory Access Protocol), 76
Data Link layer (OSI Model), 49-51
devices at, 51, 57, 58, 59
layer 2 switches, 59, 163, 164
protocols on, 51, 60
sub layers of, 49
Data Service Unit/Channel Service Unit (DSU/
CSU), 272, 273
datagrams. See also packets; UDP
packets v., 55
segments ., 54
Teredo and, 128
UDP and, 54
DDoS (distributed denial of service) attacks, 220-221
decimal-to-binary converters, 97-98, 98
default gateways
defined, 32, 90
identifying, 90, 90-91
routers v., 32, 179
default routes, 177-179
demilitarized zone (DMZ), 39, 232. See also
perimeter networks
Department of Defense (DoD), 55. See also TCP/
IP Model
devices, on OSI and TCP/IP models, 56—60, 57
at Application layer, 57, 60
at Data Link layer, 51, 57, 59
at Network layer, 57, 59
at Physical layer, 57, 58—59

DHCP (Dynamic Host Configuration Protocol)
BootP broadcasts, 12, 24, 193
defined, 4, 43-44
DORA process, 111, 111, 194
IPv4 addresses, 110-112
relay agent, 193-194, 194
v6, IPv6 addresses, 130, 131
dial-up connection, 3, 14, 15, 264, 264. See also
Remote Access Services
digit grouping, 97
digital certificates, 72, 73, 77
digital signal lines, 270, 271
digital subscriber line. See DSL
digital/analog signals, 266, 266
directly connected routes, 179
directories
disk drive folders as, 76
domain directories, 76
Directory Access Protocol (DAP), 76
direct-sequence spread spectrum (DSSS), 244-245
Disabled, service startup type, 38
disabling SSID broadcast, 241-242
disk drive folders, 76
displaying IPv6 addresses, 120-121, 121
distributed denial of service (DDoS) attacks, 220-221
DMZ (demilitarized zone), 39, 232. See also
perimeter networks
DNS (Domain Name System), 205-210
Active Directory and, 10, 205
console, 206, 206
defined, 43, 204
hierarchy, 207-208, 208
host names and, 200
purpose of, 10
records, 206-207
resolving
DNS queries on Internet, 208-209, 209
NetBIOS names, 210
root DNS servers, 207, 208
second-level domain DNS servers, 207, 208
third- and lower-level domain DNS servers,
207-208, 208
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top-level domain DNS servers, 207, 208
understanding, 205-210
WINS »., 212
DNS resolver cache. See host cache
DoD (Department of Defense), 55
DoD Model. See TCP/IP Model
Domain, network location, 230
domain controllers
benefits of, 9-10
defined, 8
domain directories, 76
Domain Name System. See DNS
domains
Active Directory and, 9
benefits of, 9-10
defined, 7-8
SOHO as, 8, 8
workgroups v., 9
DORA process, 111, 111, 194
dot-decimal notation. See dotted decimal format
dotted decimal format, 48, 86, 95, 96
Draft Standard (DS), 16
DSL (digital subscriber line), 264, 265, 265
DSSS (direct-sequence spread spectrum), 244-245
DSU/CSU (Data Service Unit/Channel Service Unit),
272,273
dual IP stack, 127-129
duplicate NetBIOS names, 202
Dynamic Host Configuration Protocol. See DHCP
dynamic ports, 80, 223
dynamic routing, 176
configuring, 182-185
static routing v., 182-183

E

E1/E3 lines, 270, 271, 272-273

EAP (Extensible Authentication Protocol), 274

eavesdropping (interception), 69, 77, 137-142,
251. See also sniffers

EBCDIC (Extended Binary Coded Decimal
Interchange Code), 45

802.1x, 249, 253-254
802.2 (LLC), 49
802.3, CSMA/CD and, 49
802.11 wireless standards, 149, 149, 243-248, 244

IEEE 802.11, 245-246

IEEE 802.11b, 247

IEEE 802.11g, 247-248

IEEE 802.11n, 248
electromagnetic interference (EMI), 134, 135
encapsulated data names, 54, 54
Encapsulating Security Protocol (ESP), 74
encapsulation process, 52, 52—53
encryption

AES, 252

IPSec and, 74

keys, 251

MD5, 273

protocols, 69
Enterprise Mode. See also IEEE 802.1x

WPA, 252

WPA2, 253
enterprise networks, 12-15

branch offices and, 13-14, 14

large office networks v., 12
error messages, ping, 293
ESP (Encapsulating Security Protocol), 74
ESS (Extended Service Set), 258—259
Ethernet addresses. See MAC addresses
Ethernet WAN, 270, 273
EUI (extended unique identifier), 123, 123, 124
exam 98-366 objectives map, 320-323
Exchange, Microsoft, 12, 74, 201
Extended Binary Coded Decimal Interchange

Code (EBCDIC), 45

Extended Service Set (ESS), 258—259
extended unique identifier. See EUI
Extensible Authentication Protocol (EAP), 274
extranets

defined, 39

understanding, 235-236, 236
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F

fc hexadecimal, 127
FCC (Federal Communications Commission), 246
fd hexadecimal, 127
fe80, 118, 125
Federal Communications Commission (FCC), 246
FHSS (frequency-hopping spread spectrum),
244-245
fiber-optic cable, 144, 147-148, 148
File Transfer Protocol. See FTP
FileZilla, 69-70, 70
filters, proxy server, 224, 225
fire hazards, 142
firewalls, 32-33, 227-231
Application layer (OSI Model) and, 60
application layer filtering, 227-228
content filtering, 227
defined, 227
Forefront TMG, 224, 227, 233, 236
home networks and, 3
host-based, 32-33, 33
network-based, 32, 33, 33
packet-filtering, 227
ports and, 81, 81, 82
stateful filtering, 227
understanding, 227-231
WAP and, 4
Windows Firewall with Advanced Security
GUI, 230, 231
Windows Server 2008, 229-231
flag, ACK, 64, 66
flash upgrade, 251
Forefront TMG, Microsoft, 224, 227, 233, 236
form factor switches, 157
FQDNs (fully qualified domain names), 199, 200,
203, 207,299
frame relay, 51, 56, 60
frames
defined, 23, 49
OSI Model and, 53-54, 54
packets v., 53

frequency-hopping spread spectrum (FHSS),
244-245
Fresnel zone, 259-260, 260
FTP (File Transfer Protocol), 69-70
clients, 69-70
defined, 43
TFTPv., 43, 71
WWWuo., 17
full-duplex, 46, 169
fully qualified domain names (FQDNs), 199, 200,
203,207,299

G

gateways, default

defined, 32, 90

identifying, 90, 90-91

routers v., 32, 179
gateway-to-gateway VPNs, 278
Gbps. See gigabits
generators, 137
geostationary orbits, 268
gigabits (Gbps), 6
global unicast addresses, 124-125
GlobalNames zones (GNZ), 204, 210, 216
governing bodies, wireless, 246
Group Policy, 9, 10
GROUP type, 201, 202
guest networks, 234, 235

half-duplex, 46, 169
handshake process, TCP, 64, 64—66, 65, 66
hardware addresses. See MAC addresses
hardware redundancy, 171-172
hardware routers
defined, 175
software routers v., 177
help, at command prompt, 284
hexadecimal format, 48, 67, 119, 119-120, 200



hierarchy e Internet Explorer

hierarchy, DNS, 207-208, 208
high-order bits, 93
Home, network location, 230
home computer, with Internet access, 2, 2-3. See
also connectivity methods
home networks, 2—4, 3
home wireless networks, 255-257
host cache (DNS resolver cache)
defined, 205, 210
viewing, 210-211
host DNS records, 206
host IDs, 86-90
host names
DNS and, 200
FQDNs, 199, 200, 203, 207, 299
length, 203
NetBIOS names from, 202-203, 202-203
NetBIOS names v., 198
understanding, 199
URLs and, 200
host-based firewalls, 32-33, 33
hostname, 203
hosts file
defined, 205, 211
viewing, 211-212
Host-to-Host layer. See Transport layer
HTML (Hypertext Markup Language), 17, 68
HTTP (Hypertext Transfer Protocol), 68—69
defined, 43
HTMLv., 68
HTTPS, 43, 68, 69, 72, 73, 82, 225, 232, 277
hubs, 27, 27-28. See also switches
collision domain with, 159-160, 7160
switches v., 27, 28, 139, 158
Hypertext Transfer Protocol. See HTTP

IANA (Internet Assigned Numbers Authority), 80,
83,125
IBSS (Independent Basic Service Set), 258

ICMP (Internet Control Message Protocol), 48, 78,
291. See also ping
IEEE (Institute of Electrical and Electronics
Engineers), 18, 246
IEEE 802.1x, 249, 253-254
IEEE 802.2 (LLC), 49
IEEE 802.3, CSMA/CD and, 49
IEEE 802.11 wireless standards, 149, 149, 243—
248,244
IEEE 802.11, 245-246
IEEE 802.11b, 247
IEEE 802.11g, 247-248
IEEE 802.11n, 248
IETF. See Internet Engineering Task Force
IGMP (Internet Group Multicast Protocol), 25, 48,
56, 60, 78, 121
IGMP Router and Proxy service, 194
IMAP (Internet Message Access Protocol), 44,
75-76
Independent Basic Service Set (IBSS), 258
induction field, 142-143, 143
Institute of Electrical and Electronics Engineers.
See IEEE
Integrated Services Digital Network. See ISDN
integrity, 72, 73, 74
interception. See eavesdropping
interface identifier, 123, 123-124
International Organization for Standardization
(ISO), 41, 42, 55, 246
International Telecommunication Union (ITU), 18
Internet. See also connectivity methods
defined, 38, 38
resolving DNS queries on, 208-209, 209
as security zone, 219-221
WWW ., 17, 220
Internet Assigned Numbers Authority (IANA),
80, 83, 125
Internet Control Message Protocol. See ICMP
Internet Engineering Task Force (IETF), 16-17.
See also RFCs
Internet Explorer, proxy server configuration in,
226, 226-227
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Internet Group Multicast Protocol. See IGMP
Internet layer (Internetwork, Internet Protocol)
defined, 56
OSI Model layers v., 55, 57
Internet Message Access Protocol. See IMAP
Internet Protocol. See Internet layer
Internet Protocol Security. See IPSec
Internet Security and Acceleration (ISA), 224, 227.
See also Microsoft Forefront TMG
Internet service providers. See ISPs
Internetwork. See Internet layer
intranets
defined, 39, 221
exploring, 221-226
NAT and, 222-224
proxy servers and, 224227
IP protocol, 54, 79, 91
ipconfig commands, 86, 179, 287-291
ipconfig /all, 287, 287
IP address of default gateway, 141
IPv4 address, 112
MAC address, 50
NIC data, 50, 288—-289
node type used for NetBIOS name
resolution, 216, 217
Teredo, 128
Windows IP configuration, 287-288
ipconfig /displaydns, 205, 210, 287, 287, 290, 290
ipconfig /flushdns, 211, 287, 290, 290
ipconfig /registerdns, 290
ipconfig /release, 290
ipconfig /release6, 290
ipconfig /renew, 290
ipconfig /renew6, 290
IPSec (Internet Protocol Security), 48, 74, 277
IPv4 addresses, 85-115. See also network IDs;
private IP addresses; public IP addresses
at binary level, 95-100
bits of, 95-98
classful
class A addresses, 92, 92-94, 93, 94
class B addresses, 92, 92-94, 93, 94

class C addresses, 92, 92-94, 93, 94
class D addresses, 78, 93
class E addresses, 93
classless IP addresses v., 100, 100
IPv6 prefixes v., 118-119
network ID of, 94, 94
classless, 100, 100
components of, 85-95
DHCP and, 110-112
host IDs and, 86-90
IPv4/1Pv6 dual IP stack, 127-129
IPv6 ., 117-118
local, 91-92, 105-106
loopback, 94, 129, 211, 212, 289, 294
manual configuration, 110
masking, 98-99
NAT and, 122
private, 92-94
remote, 91-92, 105-106
reserved, 94-95
RFC 791 and, 17, 36
6to4 method, 129
subnetting, 100-109
Teredo tunneling, 128-129
IPv4/1Pv6 dual IP stack, 127-129
1Pv5, 17, 117
IPv6 addresses, 117-132
advantages of, 122
anycast, 122
components of, 123-127
DHCPv6, 130, 131
displaying, 120-121, 121
global unicast addresses and, 124-125
hexadecimal format for, 48, 67, 119, 119—-120
interface identifier and, 123, 123-124
IPv4 v., 117-118
IPv4/TPv6 dual IP stack, 127-129
link-local addresses, 125, 125-126
loopback address, 119, 129, 211, 212, 289, 294
manual configuration, 129-130
multicast, 122
ND and, 122-123
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need for, 122
network identifier and, 123, 123
prefixes, 118-119, 118-119
RFC 2460 and, 17
6to4 method, 129
Teredo tunneling, 128-129
unicast, 121
unique local addresses, 126-127
ISA (Internet Security and Acceleration), 224, 227.
See also Microsoft Forefront TMG
ISDN (Integrated Services Digital Network), 2, 263,
264,270, 271-272
ISO (International Organization for
Standardization), 41, 42, 55, 246
ISPs (Internet service providers), 2, 264. See also
connectivity methods
ITU (International Telecommunication Union), 18

K

Kerberos, 77, 82
keys
encryption, 251
TKIP, 252

L

L2F (Layer 2 Forwarding), 77
L2TP (Layer 2 Tunneling Protocol), 51, 77-78,
276,271,277
LACP (link aggregation control protocol), 169, 172
LANSs (local area networks). See also VLANs
defined, 6, 18, 38
for large offices, 10-11, 11
WANs 0., 12, 269, 269
large office LANs, 10-11, 11, 12
Layer 2 Forwarding. See L2F
layer 2 switches
Data Link layer and, 59, 163
layer 3 switches v., 164
Layer 2 Tunneling Protocol. See L2TP

layer 3 switches
layer 2 switches v., 164
Network layer and, 49, 163
LDAP (Lightweight Directory Access Protocol),
76-77
defined, 44
SLDAP v., 77, 82
SSL and, 73
TLS and, 73
leased lines, for WANs, 13, 270
Lightweight Directory Access Protocol. See LDAP
line of sight, 259
link aggregation control protocol (LACP), 169, 172
Link layer (Network Access, Network Interface)
defined, 56
OSI Model layers v., 55, 57
link-local addresses, 125, 125-126
link-local multicast name resolution (LLMNR),
205, 214-215
LLC (Logical Link Control), 49
LLMNR. See link-local multicast name resolution
Imhosts file, 205, 214
local addresses, unique, 126-127
local area networks. See LANs
local IPv4 addresses, 91-92, 105-106
Logical Link Control (LLC), 49
logical networks
defined, 18
physical networks v., 1-2
logical ports, 27, 47
loopback address
IPv4, 94, 129, 211, 212, 289, 294
IPv6, 119, 129, 211, 212, 289, 294
lower-level domain DNS servers, 207-208, 208

M

MAC (Media Access Control), 49
MAC address filtering, 255
MAC address table, 161-162, 162, 163, 172
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MAC addresses (physical addresses, hardware
addresses, burned-in addresses, Ethernet
addresses), 49-51

ARP and, 67-68, 68
defined, 48, 161
hexadecimal characters and, 67
interface identifier »., 123
switches and, 161-162
malware, 220-221
managed switches
defined, 162, 163
VLAN with, 164-167, 166, 167

Manual, service startup type, 38

manual configuration
IPv4 addresses, 110
IPv6 addresses, 129-130

masking IP addresses, 98-99

maximum-input maximum-output (MIMO)
antenna technology, 248

Mbps (megabits), 6

MCA (Microsoft Certified Architect), 320

MCITP (Microsoft Certified IT Professional), 319

MCM (Microsoft Certified Master), 320

MCP (Microsoft Certified Professional) program, 319

MCPD (Microsoft Certified Professional
Developer), 319-320

MCTS (Microsoft Certified Technology
Specialist), 319

MD5 (Message Digest 5), 273

MDI/MDI-X button, 169

media. See cables; wireless networks

Media Access Control. See MAC

megabits. See Mbps

memory

cache
ARP, 68, 68
defined, 67
proxy servers and, 224
host cache (DNS resolver cache)
defined, 205, 210
viewing, 210-211

NetBIOS cache
defined, 205, 213
viewing, 213-214
PROM, 251
routing tables and, 186
Message Digest 5 (MD5), 273
Microsoft certification program, 319-323
exam 98-366 objectives map, 320-323
MCA, 320
MCITP, 319
MCM, 320
MCPD, 319-320
MCTS, 319
MTA, 319
Microsoft Certified Architect (MCA), 320
Microsoft Certified IT Professional (MCITP), 319
Microsoft Certified Master (MCM), 320
Microsoft Certified Professional Developer (MCPD),
319-320
Microsoft Certified Professional (MCP) program, 319
Microsoft Certified Technology Specialist
(MCTS), 319
Microsoft Exchange, 12, 74, 201
Microsoft Forefront TMG, 224, 227, 233, 236
Microsoft Point-to-Point Encryption (MPPE),
77,277
Microsoft Technology Associate (MTA), 319
Microsoft Virtual PC, 190
MIMO (maximum-input maximum-output)
antenna technology, 248
mirroring, port, 163
MMF (multimode fiber), 148
mnemonics, OSI Model and, 42, 43
modems
defined, 266, 266
dial-up RAS and, 275
Physical layer and, 59
terminal adapters v., 271
USB, 268
modular switches, 157
MPPE (Microsoft Point-to-Point Encryption), 77, 277
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MS-CHAPV2 (Challenge Handshake
Authentication Protocol version 2), 274
MTA (Microsoft Technology Associate), 319
MTA Networking Fundamentals Exam objectives
map, 320-323
multicast traffic, 25, 25, 78, 93. See also IGMP
defined, 25
IPv6, 122
multimode fiber (MMF), 148
multiple computers, connected with switches,
153-155
multiple networks, connected with routers, 175-179
Muus, Mike, 291
MX DNS record, 206

NACK (negative acknowledge), 66
name resolution, 204-217

broadcast name resolution, 205, 214

DNS, 205-210
Active Directory and, 10, 205
console, 206, 206
defined, 43, 204
hierarchy, 207-208, 208
host names and, 200
purpose of, 10
records, 206-207
resolving DNS queries on Internet,

208-209, 209
resolving NetBIOS names, 210
root DNS servers, 207, 208
second-level domain DNS servers, 207, 208
third- and lower-level domain DNS servers,
207-208, 208

top-level domain DNS servers, 207, 208
understanding, 205-210
WINS »., 212

host cache (DNS resolver cache)
defined, 205, 210
viewing, 210-211

LLMNR, 205, 214-215

Imhosts file, 205, 214
methods, 197
NetBIOS cache
defined, 205, 213
viewing, 213-214
steps, 198, 215
host name resolution, 215-216
NetBIOS name resolution, 216-217
types of, 204-205
WINS
defined, 205, 212
DNSv., 212
understanding, 212-213
names, computer, 197-204
host names
DNS and, 200
FQDNs, 199, 200, 203, 207, 299
length, 203
NetBIOS names from, 202-203, 202-203
NetBIOS names v., 198
understanding, 199
URLs and, 200
modifying, 203-204
NetBIOS names
derived from host names, 202-203, 202-203
duplicate, 202
host names v., 198
resolving with DNS, 210
16th byte, 200, 201, 202
understanding, 199-202
viewing, 203-204
naming wireless networks, 241-242
NAT (network address translation), 222-224
benefits, 224
defined, 4, 195
IPv4 addresses and, 122
PAT v., 222-223
in RRAS, 195
table, 223, 223
understanding, 222-224
nbstat -n, 200-201
nbtstat -c, 205, 213, 214
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ND (Neighbor Discovery), 122-123
negative acknowledge (NACK), 66
Neighbor Discovery (ND), 122-123
NetBIOS (Network Basic Input/Output System), 46
NetBIOS cache
defined, 205, 213
viewing, 213-214
NetBIOS names
derived from host names, 202-203, 202-203
duplicate, 202
host names v., 198
resolving, with DNS, 210
16th byte, 200, 201, 202
understanding, 199-202
NetBIOS over TCP/IP (NetBT), 216, 217
NetBT. See NetBIOS over TCP/IP
netstat commands, 299-300, 299-304
networks. See also LANs; VPNs; WANs; wireless
networks
botnets, 220-221
branch offices, 13-14, 14
enterprise, 12-15
branch offices and, 13-14, 14
large office networks v., 12
guest, 234, 235
home, 2-4, 3
logical
defined, 18
physical networks v., 1-2
multiple, connected with routers, 175-179
perimeter networks (DMZ), 232-234
defined, 38, 39
extranets v., 235
guest networks, 234, 235
identifying, 232-233
reverse proxy servers, 233-234, 234
physical
defined, 18
logical networks v., 1-2

SOHO, 4-10, 5
as domain, 8, 8
remote access and, 12
subnetworks
directly connected routes, 179
networks v., 154-155
subnets v., 154-155
Network Access layer. See Link layer
network address translation. See NAT
Network Basic Input/Output System. See NetBIOS
network connectivity. See connectivity
network discovery, 229, 230
network identifier, 123, 123
network IDs, 86-90
of classful IP addresses, 94, 94
defined, 86
identifying, 88-90, 89
zip code ., 87
network interface cards. See NICs
Network Interface layer. See Link layer
Network layer (OSI Model), 48-49
devices at, 57, 59
layer 3 switches, 49, 163
protocols on, 48-49, 60
Network Monitor, 138, 138142, 141, 143
Network Policy and Access Services (NPAS), 188,
253,254, 273. See also Routing and Remote
Access Services service
network security zones. See security zones
network topologies, 38-39. See also extranets;
Internet; intranets; perimeter networks
network-based firewalls, 32, 33, 33
Networking Fundamentals Exam objectives map,
320-323
NICs (network interface cards)
Data Link layer and, 51, 58, 59
ipconfig /all, 50, 288-289
Physical layer and, 51, 58, 59
nonpromiscuous mode, 139
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NPAS (Network Policy and Access Services), 188,
253, 254, 273. See also Routing and Remote
Access Services service

NS DNS record, 207

0

octets, 95
OFDM (orthogonal frequency division multiplexing),
244-245
Omnicity, 269
ones and zeros, 52, 54, 197, 198, 266
one-to-all traffic. See broadcast traffic
one-to-one traffic. See unicast traffic
one-to-one-of-many traffic. See anycast traffic
Open Systems Interconnection. See OSI Model
operating system independence, 41
organizational unique identifier (OUI), 51, 124
orthogonal frequency division multiplexing (OFDM),
244-245
OSI (Open Systems Interconnection) Model,
41-55, 42
advantages of, 42
Application layer, 43—-44
devices at, 57, 60
firewalls, 60
protocols, 43-44, 60
proxy servers, 60
Data Link layer, 49-51
devices at, 51, 57, 58, 59
layer 2 switches, 59, 163, 164
protocols on, 51, 60
sub layers of, 49
devices on, 56—60, 57
encapulsation process, 52, 52-53
ISO and, 41, 42, 55
mnemonics and, 42, 43
Network layer, 48—49
devices at, 57, 59
layer 3 switches, 49, 163
protocols on, 48-49, 60

operating system independence and, 41
Physical layer, 52
bits and, 52, 54
devices at, 51, 57, 58—-59
Presentation layer, 44-45
protocols on, 60
Session layer, 45-46
TCP/IP Model v., 55, 57
Transport layer, 46—47
protocols on, 46—47, 60
segments and, 23, 46, 54
OSPF (Open Shortest Path First), 184-185
defined, 48, 176
RIPv., 48
OUI (organizational unique identifier), 51, 124

P

P2P (point-to-point) wireless networks, 259-260
packet-filtering firewalls, 227
packets
datagrams v., 55
defined, 23, 48
frames v., 53
0SI model and, 53-54, 54
PANSs (personal area networks), 244
PAP (Password Authentication Protocol), 273
PAT (Port Address Translation), 222-223
pathping, 297-299
Payment Card Industry Security Standard
Council, 251
PDUs (protocol data units), 22, 23, 54, 54
PEAP (Protected EAP), 274
perimeter networks (DMZ), 232-234
defined, 38, 39
extranets v., 235
guest networks, 234, 235
identifying, 232-233
reverse proxy servers, 233-234, 234
personal area networks (PANs), 244
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Personal Mode

WPA, 252

WPA2, 253
physical addresses. See MAC addresses
Physical layer (OSI Model), 52

bits and, 52, 54

devices at, 51, 57, 58-59
physical networks

defined, 18

logical networks v., 1-2
physical ports

logical ports v., 27, 47, 156

switches and, 156-158
ping, 291-295

error messages, 293

history of, 291

successful, 292

switches, 294-295

troubleshooting steps, 294

unsuccessful, 292
PKI (Public Key Infrastructure), 73
plain old telephone service (POTS), 264
plenum-safe cable, 142
pointer (PTR) DNS record, 206
Point-to-Point Protocol. See PPP
Point-to-Point Tunneling Protocol. See PPTP
point-to-point (P2P) wireless networks, 259-260
POP3 (Post Office Protocol v3)

defined, 44, 75

receiving email, 79, 80
Port Address Translation (PAT), 222-223
port mirroring, 163
ports, 79-82

commonly used, 8-82

dynamic, 80, 223

firewalls and, 81, 81, 82

logical, 27, 47

meanings of, 47

online list, 80

physical

logical ports v., 27, 47, 156
switches and, 156-158
ranges for, 80

receiving email with, 79, 80
registered, 80, 223
sending email with, 79, 79
switches, 156-158
identifying, in drawings, 157-158, 158
mapping to MAC addresses, 161-162, 162
number of, 156-157
security, 171
types of, 157
TCP
0,47
20, 81
21, 81
22,81
23,81
25,79, 81
53,82
80, 47,53, 64, 69, 82, 227, 232
88, 77,82
110, 79, 81
135, 302
143, 82
389, 77,82
443,69, 82,232, 277,277
636, 77, 82
1024, 79, 83
1030, 302
1060, 302
1723, 77,82
2078, 302
3389, 72, 82, 302
49152, 53
number of, 47, 80
UDP
0, 47
53,82
67, 24,193
68, 24,193
135, 302
161, 78, 82
163, 82
1030, 302
1060, 302
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1701, 78, 82
2078, 302
3389, 302
number of, 47, 80
uplink, 169-170
uses for, 79-81
well-known, 80, 83, 223
port-to-port speed, 170
Post Office Protocol v3. See POP3
POTS (plain old telephone service), 264
power filters, 137
power sags, 136
power spikes, 134-137
power surges, 136
PPP (Point-to-Point Protocol), 77

PPTP (Point-to-Point Tunneling Protocol), 77, 276,

277,277

defined, 51

L2TP and, 77-78
prefixes, IPv6, 118-119, 118-119
Presentation layer (OSI Model), 44—45
PRI. See primary rate interface
primary rate interface (PRI), 272
private IP addresses

ranges, 92-94, 221

security, 220
programmable read-only memory (PROM), 251
promiscuous mode, 139
Proposed Standard (PS), 16
Protected EAP (PEAP), 274
protocol analyzers. See sniffers
protocol data units (PDUs), 22, 23, 54, 54
protocols. See also specific protocols

on Application layer (OSI Model), 43-44, 60

on Data Link layer, 51, 60

defined, 36

on Network layer, 48—-49, 60

on OSI Model, 60

on Session layer, 46

on TCP/IP Model, 60

on Transport layer (OSI Model), 46—47, 60
proxy servers

Application layer (OSI Model) and, 60

benefits, 224-225

configuring, in Internet Explorer, 226, 226-227

content checking, 224-225
filters, 224, 225
intranets and, 224-227
reverse, 233-234, 234
understanding, 224-227
PS (Proposed Standard), 16
PTR (pointer) DNS record, 206
Public, network location, 229
public IP addresses
global unicast addresses v., 124-125
NAT and, 122
security, 220
Public Key Infrastructure (PKI), 73
PuTTY, 73, 163

radio frequency interference (RFI), 134, 135
RADIUS (Remote Authentication Dial-In User
Service), 249, 253, 279-280
RARP (Reverse Address Resolution Protocol), 48
RAS. See Remote Access Services
RDS (Remote Desktop Services)
defined, 71-72
port 3389 and, 72, 302
receiving POP3 email, 79, 80
redundancy, hardware, 171-172
registered ports, 80, 223
remote access, 14-15
defined, 14, 273
Remote Desktop 2., 275
SOHO networks and, 12
via VPN, 14-15, 15
Remote Access Services (RAS)
servers, 273-279
authentication methods, 273-274
dial-up connection, 14, 15, 273, 274-276
VPN connection, 273, 276-277
VPN servers v., 15
on Windows Server 2008, 278-279

339
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Remote Authentication Dial-In User Service ® RRAS

Remote Authentication Dial-In User Service.
See RADIUS

Remote Desktop, 275

Remote Desktop Protocol, 72

Remote Desktop Services. See RDS

remote IPv4 addresses, 91-92, 105-106

Remote Procedure Calls (RPCs), 46, 302

repeaters, wireless, 258-259, 259

Request to Send/Clear to Send (RTS/CTS)
process, 243, 243

reserved IP address ranges, 94-95

resolving names to IP addresses. See name resolution

Reverse Address Resolution Protocol (RARP), 48
reverse proxy servers, 233-234, 234
RFCs (request for comments)
791, 17, 36
1542, 112, 193, 194
1594, 55
1819, 17
2246, 72
2460, 17
4193, 127
5246, 72
defined, 16
Standards Track category, 16, 17
RFI (radio frequency interference), 134, 135
riflescopes, 260
RIPv1, 183, 183
RIPv2 (Routing Information Protocol version 2),
183, 183-184
defined, 48, 176
OSPFv., 48
RJ-45 connectors, 156
robot networks. See botnets
root DNS servers, 207, 208
route print, 186
routers, 30-31, 175-196
broadcast transmissions and, 24
Cisco, 175
default gateways v., 32, 179
default routes, 177-179
defined, 26
directly connected routes, 179

hardware, 175, 177
Network layer and, 49
software, 176, 177
speeds, 187, 187
subnets with, 30, 31
switches v., 11, 155
terminology, 175-177
tracert and, 295-297
wireless
capabilities, 4
components, 255
home wireless networks, 255-257
M20, 256, 257
rear view, 256
security modes, 250
Valet, 234, 241
WAPs v., 242
routes
default, 177-179
directly connected, 179
routing, 180-186
dynamic, 176, 182-183, 182-185
static, 176, 181, 181-182, 182-183
Routing and Remote Access Services (RRAS) service
adding to Windows Server 2008, 188-192
console
dynamic routing, 182-185
RIPv2, 183-184
router configuration, 190-192
routing table, 185, 185-186
static routing, 181, 181-182
NAT in, 195
Routing Information Protocol version 2. See RIPv2
routing interface, 176
routing protocols, 192-195. See also OSPF; RIPv2
defined, 176
DHCP relay agent, 193-194, 194
IGMP Router and Proxy service, 194
routing table, 176, 176-177, 185-186
RPCs (Remote Procedure Calls), 46, 302
RRAS. See Routing and Remote Access
Services service
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RTS/CTS (Request to Send/Clear to Send)
process, 243, 243
rural Internet access, 268—269

)

satellite connection, 3, 264, 267-268, 268
SDSL (symmetric DSL), 265
second-level domain DNS servers, 207, 208
Secure LDAP (SLDAP), 77, 82
Secure Shell. See SSH
Secure Socket Tunneling Protocol (SSTP),
276,277,277
Secure Sockets Layer. See SSL
security
importance, 219
switches, 170-172
security zones, 219-237. See also firewalls
extranets
defined, 39
understanding, 235-236, 236
firewalls, 227-231
Internet risks, 219-221
intranets
defined, 39, 221
exploring, 221-226
NAT and, 222-224
proxy servers and, 224227
perimeter networks (DMZ), 232-234
defined, 38, 39
extranets v., 235
guest networks, 234, 235
identifying, 232-233
reverse proxy servers, 233-234, 234
segments
bridges and, 29
collision domains and, 26
datagrams v., 54
meanings of, 54

Transport layer (OSI Model) and, 23, 46, 54

sending SMTP email, 79, 79

Server Message Block (SMB), 44, 55, 60
service level agreement (SLA), 270
service set identifiers (SSIDs), 241-242
services, 37-38
defined, 36
startup types
Automatic, 37
Automatic (Delayed Start), 38
Disabled, 38
Manual, 38
Session layer (OSI Model), 4546
shielded twisted pair (STP), 146
signals, analog/digital, 266, 266
Simple Mail Transfer Protocol. See SMTP
Simple Network Management Protocol. See SNMP
simplex, 46
sine wave, VAC, 135, 135, 136
single sign-on (SSO), 8, 9
single-mode fiber (SMF), 147
6to4 method, 129
16th byte, 200, 201, 202
SLA (service level agreement), 270
SLDAP (Secure LDAP), 77, 82
sliding window, TCP, 65, 66
small offices and home offices. See SOHO networks
smart cards, 253, 254, 274
SMB (Server Message Block), 44, 55, 60
SMF (single-mode fiber), 147
SMTP (Simple Mail Transfer Protocol), 74, 74-75
defined, 44
sending email, 79, 79
sniffers (protocol analyzers), 77, 138, 139, 163,
242,304
eavesdropping and, 69, 77, 137-142, 251
Network Monitor, 138, 138—-142, 141, 143
SNMP (Simple Network Management Protocol),
44,78
software routers. See also Routing and Remote
Access Services service
defined, 176
hardware routers v., 177
Windows Server 2008, 188-192
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SOHO (small offices and home offices) networks,
4-10, 5. See also connectivity methods

as domain, 8, 8
remote access and, 12
speeds. See also connectivity methods
routers, 187, 187
switches, 167-170
backplane, 170
bandwidth »., 167
transmission, 168
twisted-pair cables, 167-168
uplink, 169-170, 267
wireless devices, 247
SRV DNS records, 206, 207
SSH (Secure Shell), 73
PuTTY and, 73, 163
Telnet v., 71, 73
SSID broadcast, disabling, 241-242
SSIDs (service set identifiers), 241-242
SSL (Secure Sockets Layer), 72
HTTP over, 68
TLS v., 72-73
VPNs and, 72
SSO (single sign-on), 8, 9
SSTP (Secure Socket Tunneling Protocol),
276,277,277
Standard (STD), 16
standards organizations, 15-18
Standards Track category, 16, 17
stateful filtering, 227
static routing, 176, 181, 181-182, 182-183
STD (Standard), 16
STP (shielded twisted pair), 146
straight-through cables, 34, 35, 146147
streaming media, 67, 100
subnet masks
CIDR notation and, 98, 98
defined, 87-88
subnets
broadcast traffic and, 23-25
defined, 10
large office LANs and, 10-11

networks v., 154-155
with router, 30, 31
subnetworks v., 154-155
subnetting IPv4 addresses, 100-109
class A network, 104-105
class B network, 103-104
class C network, 100-104
determining number of hosts in network,
103-105
determining number of subnet bits, 101-103
identifying local and remote addresses, 105-106
troubleshooting, 107-109
subnetworks
directly connected routes, 179
networks v., 154-155
subnets v., 154-155
supernetting, 105
supplicant, 802.1x authentication, 253, 253
surge protectors, 136-137
switch options
command prompt, 285
pathping, 299
ping, 294-295
tracert, 297
switches, 28, 28-29, 153-173
bridges v., 29
collision domains with, 160-161, 161
connecting multiple computers, 153-155
defined, 26
form factor, 157
hardware redundancy, 171-172
hubs v., 27, 28, 139, 158
layer 2, 59, 163
Data Link layer and, 59, 163, 164
layer 3 switches v., 164
layer 3, 49, 163
layer 2 switches v., 164
Network layer and, 49, 163, 164
MAC addresses and, 161-162
managed, 162, 163
modular, 157
ports, 156-158
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identifying, in drawings, 157-158, 158
mapping to MAC addresses, 161-162, 162
number of, 156-157
security, 171
types of, 157
routers v., 11, 155
security options, 170-172
speeds, 167-170
backplane, 170
bandwidth v., 167
transmission, 168
twisted-pair cables, 167168
uplink, 169-170, 267
unmanaged, 162, 163
symmetric cryptography, 77
symmetric DSL (SDSL), 265
SYN (synchronize) flag, 64, 66
systeminfo, 139

T

T1/T3 lines, 270, 271, 272-273
T568A standard, 35
T568B standard, 34, 35
TCP (Transmission Control Protocol), 46—47, 64—66
connection-oriented, 47, 63, 83
defined, 4647
exploring, 64—66
handshake process, 64, 64—66, 65, 66
sliding window, 65, 66
UDP v., 63-64, 83
TCP ports. See ports
TCP/IP (Transmission Control Protocol/Internet
Protocol), 16, 36-37. See also netstat
commands
TCP/IP Model (DoD Model), 55-56
Application layer, 55
devices at, 57, 60
OSI Model layers v., 55, 57
protocols, 60
devices on, 56-60, 57

Internet layer (Internetwork, Internet Protocol)
defined, 56
OSI Model layers v., 55, 57
layers of, 55-56, 57
Link layer (Network Access, Network
Interface)
defined, 56
OSI Model layers v., 55, 57
OSI Model v., 55, 57
protocols on, 60
Transport layer (Host-to-Host), 55
OSI Model layers v., 55, 57
protocols on, 60
Telnet, 304-305
defined, 71
installing, 304-305
SSHw., 71,73
Temporal Key Integrity Protocol (TKIP), 252
Teredo tunneling, 128-129
Terminal Services. See RDS
terrestrial transmit, 267
TFTP (Trivial File Transfer Protocol), 43, 71
thefts, wireless network, 250
third- and lower-level domain DNS servers,
207-208, 208
throttling techniques, bandwidth, 267
TKIP (Temporal Key Integrity Protocol), 252
TLS (Transport Layer Security), 72-73
LDAP and, 73
SSLw., 72-73
token ring, 51, 56, 60
top-level domain DNS servers, 207, 208
topologies. See network topologies
tracert, 295-297
Transmission Control Protocol. See TCP
Transmission Control Protocol/Internet Protocol.
See TCP/IP
transmission media. See cables; wireless networks
transmission speeds, 168. See also speeds
Transport layer (Host-to-Host), 55
OSI Model layers v., 55, 57
protocols on, 60
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Transport layer (OSI Model), 4647
protocols on, 46—47, 60
segments and, 23, 46, 54
Transport Layer Security. See TLS
transport mode, 74
Trivial File Transfer Protocol (TFTP), 43, 71
troubleshooting tools, 283-307
command prompt, 283-286
administrative permissions, 285-286
case sensitivity, 285
help, 284
switch options, 285
ipconfig /all, 287, 287
IP address of default gateway, 141
IPv4 address, 112
MAC address, 50
NIC data, 50, 288-289
node type used for NetBIOS name
resolution, 216, 217
Teredo, 128
Windows IP configuration, 287-288
ipconfig commands, 86, 179, 287-291
ipconfig /displaydns, 205, 210, 287, 287,
290, 290
ipconfig /flushdns, 211, 287, 290, 290
ipconfig /registerdns, 290
ipconfig /release, 290
ipconfig /release6, 290
ipconfig /renew, 290
ipconfig /renew6, 290
netstat commands, 299-300, 299-304
pathping, 297-299
ping, 291-295
error messages, 293
history of, 291
successful, 292
switches, 294-295
troubleshooting steps, 294
unsuccessful, 292
subnetting IPv4 addresses, 107-109

Telnet, 304-305
defined, 71
installing, 304-305
SSHw., 71,73
tracert, 295-297
tunnel mode, 74
tunneling, Teredo, 128-129
tunneling protocols, 276277
L2TP, 51, 77-78, 276, 277,277
PPTP, 51, 77-78, 276, 277,277
SSTP, 276, 277,277
twisted-pair cables, 34-35, 144-146
categories, 145, 145
transmission speeds, 167168

U

UDP (User Datagram Protocol), 66—67
connection-less, 47, 63, 83
datagrams and, 54
defined, 47
TCP 0., 63-64, 83

UDP ports. See ports
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